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This report presents the results of our Special Inquiry.  My Office conducted this review at the 
request of the former Chairman of the Senate Committee on Banking, Housing, and Urban 
Affairs.  The former Committee Chairman asked that the FDIC Office of Inspector General 
examine issues at the FDIC related to data security, incident reporting, and policies, as well as 
representations made by FDIC officials to Congress.   
 
The report contains 13 recommendations to address systemic issues associated with the FDIC’s 
incident response and reporting, and interactions with Congress.  We also discuss issues related 
to certain individuals’ performance of their responsibilities during the timeframes under 
review.    
 
We appreciate the cooperation of all FDIC staff throughout the course of our Special Inquiry.  
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During late 2015 and early 2016, the Federal Deposit Insurance Corporation (“FDIC”) 

experienced eight information security incidents as departing employees improperly took 

sensitive information shortly before leaving the FDIC.  Seven of the eight incidents involved 

Personally Identifiable Information (“PII”), including Social Security Numbers, and thus 

constituted breaches.  In the eighth incident, the departing employee took highly sensitive 

components of resolution plans submitted by certain large systemically important financial 

institutions without authorization. 

In April and May 2016, the Committee on Science, Space, and Technology of the House of 

Representatives (“SST Committee”) examined the FDIC’s handling of these incidents, its data 

security policies, and reporting of the “major incidents.”  As part of its investigation, the SST 

Committee requested pertinent documents from the FDIC about the incidents.  The SST 

Committee held two hearings in May and July 2016 about the incidents at the FDIC and issued 

an interim report on the matter.  During the hearings and in its interim report, as well in 

correspondence with the FDIC, the SST Committee expressed concerns about the FDIC’s 

information security program, the accuracy of certain FDIC statements, and the completeness 

of the FDIC’s document productions. 

Special Inquiry Purpose and Approach 

On June 28, 2016, the then-Chairman of the Senate Committee on Banking, Housing, and Urban 

Affairs requested that the FDIC Office of Inspector General (“OIG”) examine issues at the FDIC 

related to data security, incident reporting, and policies, as well as the representations made by 

FDIC officials.   

The FDIC OIG conducted this Special Inquiry in response to that request.  We examined the 

circumstances surrounding the eight information security incidents.  The FDIC initially 

estimated that the incidents involved sensitive information that included the PII of 

approximately 200,000 individual bank customers related to approximately 380 financial 

institutions, as well as the proprietary and sensitive data of financial institutions.  Based on 

additional analysis, the FDIC later revised the number of affected individuals to 121,633.  

Our Special Inquiry report provides the historical context for these incidents and the prior 

oversight work of the FDIC’s information technology systems, including the OIG’s prior and 

ongoing work.  We also establish the relevant law, guidance, standards, authorities, policies, 

programs, and procedures applicable to information security incidents and breaches and the 

incident response program at the FDIC at the time of the incidents.   
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Our Special Inquiry report then presents the facts, and our analysis and recommendations 

relating to the following three areas: 

 The FDIC’s Handling of the Information Security Incidents; 

 The FDIC’s Reporting and Statements to Congress Regarding the Information 
Security Incidents; and  

 The FDIC’s Document Production to Congress.   

The final section of the report contains our conclusions, including systemic and performance 

issues. 

The FDIC’s Handling of the Information Security Incidents 

At the outset, we found that the FDIC had not taken sufficient steps to ensure that it had a 

comprehensive incident response program and plan for information security incidents and 

breaches.  Importantly, it did not have timely legal guidance on the reporting requirements 

pursuant to Federal Information Security Modernization Act of 2014 (“FISMA 2014”) and 

guidance from the Office of Management and Budget implementing the FISMA 2014 statute.  

Further, the FDIC did not ensure that risk assessments and decisions associated with the 

incidents were clearly documented.  Absent such documentation, the FDIC could not ensure 

consistent treatment of incidents, and it did not have precedent to evaluate potential future 

misconduct.  In addition, there was not sufficient information for the FDIC or an oversight body 

to conduct proper supervision of the program. 

We also determined that the manner in which the FDIC prepared the former employees’ post-

employment statements did not fully protect the FDIC’s interests.  In addition, the FDIC did not 

fully consider the range of impacts on bank customers whose information had been 

compromised or consider customer notification as a separate decision from whether it would 

provide credit monitoring services.  As a result, the FDIC delayed notifying consumers and thus 

precluded them from taking proactive steps to protect themselves.  The FDIC did not notify 

consumers for at least 8 months after the FDIC first discovered the incidents, and in some 

cases, the FDIC did not notify consumers until more than a year after.  

The FDIC’s Reporting and Statements to Congress Regarding Information Security Incidents  

The FDIC should have been more timely and precise in its reporting of the information security 

incidents.  For example, the FDIC’s notifications to Congress that “major incidents” had 

occurred were not timely.  Even after it became apparent that incidents had potentially 

affected more than 10,000 individuals or records, the FDIC delayed reporting the incidents.  As 
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a result, the FDIC did not report the incidents to Congress within the 7-day statutory 

requirement.   

In the case of one incident, the FDIC did not sufficiently convey its seriousness, opting to report 

the incident in its annual FISMA submission along with other less serious incidents, and 

omitting the fact that it involved the breach of very sensitive information.  Further, with respect 

to the other seven information security incidents, when reporting those to Congress, the FDIC 

used broad characterizations and referenced mitigating factors.  These characterizations and 

factors were sometimes inaccurate and imprecise, and tended to diminish the potential risks.  

Despite several opportunities to clarify or correct the record regarding the nature of the 

incidents, the FDIC did not provide Congress with accurate and complete information about the 

incidents.   

The FDIC’s Document Production  

As the SST Committee was examining the FDIC’s handling and reporting of “major incidents,” 

the Committee requested that the FDIC produce relevant documents and information.  In that 

regard, we found that the FDIC did not initially respond to these requests in a complete 

manner.  At first, the FDIC did not impose a legal hold on a number of individuals who had 

direct and relevant knowledge of the facts, including senior FDIC officials in Information 

Technology, Legal, and Legislative Affairs, and other key staff involved in responding to the 

incidents.  Therefore, the FDIC could not be sure that these individuals had retained relevant 

records in their possession.  Further, the FDIC did not initially conduct searches of the FDIC’s 

email vault to identify responsive records.  During this timeframe, the FDIC should have been 

clear in its communications with and testimony before the SST Committee regarding its 

approach and progress in complying with document production requests.  Only later when 

Congress requested that the FDIC specifically preserve all pertinent documents did the FDIC 

broaden its legal hold, more thoroughly search its records, provide responsive documents from 

the expanded records search, and engage in discussions with the SST Committee about its 

process for identifying and providing responsive records.   

Conclusions and Recommendations 

Our work revealed certain systemic weaknesses that hindered the FDIC’s ability to handle 

multiple information security incidents and breaches efficiently and effectively; contributed to 

untimely, inaccurate, and imprecise reporting of information to Congress; and led to document 

productions that did not fully comply with Congressional document requests.  We also 

identified shortcomings in the performance of certain individuals in key leadership positions as 
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they handled the incidents and related activities, namely the former Chief Information 

Officer/Chief Privacy Officer, the Director of the Office of Legislative Affairs, and the former 

Deputy General Counsel.   

Throughout and subsequent to our Special Inquiry, the FDIC took steps to address prior 

recommendations pertaining to incident and breach response.  In addition, we made 13 

recommendations in this Special Inquiry report to address the systemic issues associated with 

the FDIC’s incident response and reporting and interactions with Congress.  We also requested 

that the FDIC review the performance issues we identified and advise the OIG of actions taken 

to address them.   

The FDIC concurred with the 13 recommendations in this Special Inquiry report.  The FDIC has 

completed corrective actions for 2 of the recommendations and plans to implement corrective 

actions to address the remaining 11 between June 2018 and December 2018.  The FDIC also 

agreed to advise the OIG of actions undertaken to address the performance issues.
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I. Introduction 

According to the United States Computer Emergency Readiness Team1 (“US-CERT”), federal 

government agencies reported more than 50,000 security incidents involving personally 

identifiable information (“PII”) to US-CERT from 2014 through 2016.2  Such incidents may 

include insider threats like employees or contractor personnel within an organization who 

compromise information and systems by mistake or through intentional acts with improper 

motives; or outside threats such as hackers, criminals, foreign actors, terrorists, or other 

nefarious groups who execute cyber-based attacks.  These threats underscore the criticality 

of establishing an effective, enterprise-wide information security program. 

As a bank regulator, the Federal Deposit Insurance Corporation (“FDIC”) collects and 

maintains a significant volume of highly sensitive information, including PII.  PII is any 

information about an individual maintained by an agency, including (1) any information 

that can be used to distinguish or trace an individual‘s identity, such as name, Social 

Security Number, date and place of birth, mother‘s maiden name, or biometric records; 

and (2) any other information that is linked or linkable to an individual, such as medical, 

educational, financial, and employment information.  The FDIC maintains PII in such forms 

as bank customer information about personal finances; personnel information about bank 

employees; and investigative information about ongoing enforcement efforts, including 

Suspicious Activity Reports.3  

The FDIC also maintains business proprietary information that is sensitive, such as a bank’s 

internal operations regarding counterparties, vendors, suppliers, and contractors.  Further, 

in the case of certain large financial institutions—known as “Systemically Important 

Financial Institutions” (“SIFI”)—the FDIC collects and stores documents that demonstrate 

how the institutions would dissolve themselves in a timely and orderly manner in the event 

of serious financial distress or failure.  The FDIC must safeguard this information from 

unauthorized access or disclosure that could lead to harm to the agency or a financial 

institution, identity theft or fraud against individual consumers, or potential legal liability or 

exposure for the FDIC and banks. 

                                                           
1
 Certain terms that are underlined when first used in this report are defined in Appendix XV, Glossary of 

Terms. 
2
 US-CERT is an organization within the Department of Homeland Security that assists federal civilian agencies 

with their incident handling efforts. The Federal Information Security Modernization Act of 2014 requires 
federal agencies to report security incidents to US-CERT, which analyzes the information to identify trends 
and indicators of attack across the federal government. 
3
 We discuss the content and use of Suspicious Activity Reports on page 10 of this Special Inquiry report. 
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Guidance from the Office of Management and Budget (“OMB”) in 2017 (“OMB 

Memorandum M-17-12”)4 describes the gravity of breaches: 

Over the past decade, discussions about the risk of harm to individuals 
resulting from a breach have generally focused on financial- or credit-related 
identity theft such as using a stolen credit card number, opening a new bank 
account, or applying for credit in another person’s name.  Today, however, 
malicious actors use stolen PII, modern technology, and forged identity 
documents to: 

 seek employment;  

 travel across international 
borders; 

 obtain prescription drugs; 

 receive medical treatment; 

 claim benefits; 

 file false tax returns; and 

 aid in other criminal activities. 

Additionally, identity theft – the 
harm most often associated with a 
breach – remains a significant 
problem in the United States.  
Identity theft represented 16 percent 
(490,220) of the over 3 million complaints received by the Federal Trade 
Commission (“FTC”) in 2015.  In 2014, the Department of Justice reported that 
17.6 million individuals, or 7 percent of all U.S. residents age 16 or older, were 
victims of one or more occurrences of identity theft.  Moreover, new types of 
identity theft are emerging, such as synthetic identity theft, which occurs 
when a malicious actor constructs a new identity using a composite of 
multiple individuals’ legitimate information along with fabricated information. 

As the ways in which criminals can exploit PII have evolved, so too have the 
ensuing types of harm to potentially affected individuals.  Identity theft can 
result in embarrassment, inconvenience, reputational harm, emotional harm, 
financial loss, unfairness, and, in rare cases, risk to personal safety. 

Because of the harm associated with information security incidents or breaches, a statute 

was enacted that requires federal agencies to develop programs to prevent, respond, and 

                                                           
4
 OMB Memorandum M-17-12, Preparing for and Responding to a Breach of Personally Identifiable 

Information, dated January 3, 2017. 

What is a breach? 

OMB defines the term “breach” as a 
type of security incident that involves 
the loss of control, compromise, 
unauthorized disclosure, 
unauthorized acquisition, or any 
similar occurrence where (1) a person 
other than an authorized user 
accesses or potentially accesses PII or 
(2) an authorized user accesses or 
potentially accesses PII for an other 
than authorized purpose. A breach 
can be inadvertent, such as a loss of 
hard copy documents or portable 
electronic storage media, or 
deliberate, such as a successful cyber-
based attack by a hacker, criminal, or 
other adversary. 
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report such incidents.  The Federal Information Security Management Act of 2002 

(“FISMA”) statute,5 as amended in 2014, requires that certain serious incidents, known as 

“major incidents,” must be reported to Congress within 7 days. 

Historically, the FDIC has faced a number of information security incidents.  In August 2011, 

the FDIC began to experience a sophisticated, targeted attack on its network known as an 

Advanced Persistent Threat (“APT”).  An APT may occur when an entity gains unauthorized 

access to a computer network, escalates its privileges, and develops an ongoing presence 

within the network to compromise the network data and component level security.  The 

attacker behind the APT penetrated more than 90 workstations or servers within the FDIC’s 

network over a significant period of time, including computers used by the former 

Chairman and other senior FDIC officials.  The attacker further gained unauthorized access 

to a significant quantity of sensitive data.  

In response to the APT, the FDIC modified its security governance structure by separating 

the positions of Chief Information Officer (“CIO”) and Director of the Division of 

Information Technology (“DIT”) and moving the information security and privacy functions 

directly under the CIO.  The FDIC also established a senior-level committee for assessing 

cyber-security threats and strengthened procedures to address future information 

technology (“IT”) security incidents.  In addition, the FDIC hired a consulting firm, which 

made 23 recommendations primarily addressing the areas of authentication controls, 

administrative privileges, firewall configurations, and audit and logging settings.  According 

to FDIC records, as of December 1, 2017, 18 of these recommendations were 

implemented, 3 were already in place before the consulting firm’s report was issued, and 2 

were deemed not feasible due to the negative impact on the FDIC business environment.  

The FDIC believed that it had mitigating controls in place for the two recommendations 

deemed not feasible.     

In late 2015 and 2016, eight incidents were detected as departing employees improperly 

took sensitive information shortly before leaving the FDIC.  Based on information gathered 

during the incident response and remediation process, the FDIC determined that seven of 

the eight incidents were breaches and initially estimated that this sensitive information 

included the PII of approximately 200,000 individual bank customers related to 

approximately 380 financial institutions, as well as the proprietary and sensitive data of 

financial institutions.  Based on additional analysis, the FDIC later revised the number of 

affected individuals to 121,633.  The eighth incident involved sensitive financial institution 

                                                           
5
 Public Law 107-347, the E-Government Act of 2002, Title III, Section 301, enacted on December 17, 2002. 
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information but did not involve PII; therefore, by OMB definition, the incident was not 

considered to be a “breach.”   

In early 2016, the Committee on Science, Space, and Technology of the U.S. House of 

Representatives (“SST Committee”) examined the FDIC’s handling of these “major 

incidents,” its data security policies, and reporting of these “major incidents.”  As part of its 

investigation, the SST Committee requested documents from the FDIC about the incidents, 

its reporting, and its policies for handling such incidents.  The SST Committee held two 

hearings in May and July 2016 about the incidents and issued an interim report on the 

matter.  During the hearings and in its interim report, as well as in correspondence with the 

FDIC, the SST Committee expressed concerns about the FDIC’s information security 

program, the accuracy of certain FDIC statements, and the completeness of the FDIC’s 

document productions. 

On June 28, 2016, the then-Chairman of the U.S. Senate Committee on Banking, Housing, 

and Urban Affairs (“Senate Banking Committee”) requested that the FDIC Office of 

Inspector General (“OIG”) examine institutional issues at the FDIC related to data security, 

incident reporting, and policies governing departing employees’ access to sensitive 

information, as well as the representations made by FDIC officials.  On July 29, 2016, we 

confirmed that we would conduct a Special Inquiry into the matter.  (See Appendix II for 

the Senate Banking Committee’s request and the OIG’s response.) 

The scope of this Special Inquiry included reviewing the facts surrounding the information 

security incidents and representations made by the FDIC, examining the FDIC’s initial 

responsiveness to the requests from the SST Committee for documents, and reviewing its 

original decision not to report the “major incidents” to Congress.  This Special Inquiry also 

addressed the extent to which the FDIC had developed and implemented certain policies 

and procedures relevant to the handling and reporting of these incidents. 

To conduct our work, we reviewed relevant law, guidance, standards, authorities, policies, 

programs, and procedures; interviewed 24 current and former FDIC employees; gathered 

documents from witnesses; performed searches across the FDIC’s email vault; and 

obtained and reviewed documents associated with incident response activities and 

interactions with Congress, including all documents that the FDIC produced to the SST 

Committee.  In addition, in September and October 2016, OIG and Financial Crimes 

Enforcement Network (“FinCEN”) special agents interviewed six former employees who 
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improperly took information from the FDIC.6  Further details on our methodology are 

included in Appendix I to this report.   

We organized this Special Inquiry report to initially provide the proper background and 

context for the results of our work.  First, we discuss the scope and breadth of the 

oversight efforts to examine the FDIC’s information systems, and next, we discuss the 

relevant law, guidance, standards, authorities, policies, programs, and procedures 

applicable to breaches and the incident response program at the FDIC.   

This Special Inquiry report then presents the results regarding: 

 The FDIC’s Handling of the Information Security Incidents, 

 The FDIC’s Reporting and Statements to Congress Regarding the Information 
Security Incidents, and 

 The FDIC’s Document Production to Congress. 

In each section, we discuss the facts developed during the Special Inquiry, which are 

followed by our analysis and findings, and our recommendations.  We also provide copies 

of pertinent documents, correspondence between the FDIC and Congress, a glossary of 

terms, and a list of acronyms and abbreviations used in our Special Inquiry report in 

Appendices III through XVI.  We have included the FDIC’s response to this report and its 

planned corrective actions and associated timeframes for completion as Appendices XVII 

and XVIII. 

II. Historical Context for Information Security Incidents at the FDIC 

In recent years, the FDIC OIG has increased its focus on the FDIC’s IT systems, consistent 

with the elevated risks at the FDIC and in the banking sector.  We provide this information 

as background and context for the information security incidents in late 2015 and 2016, 

and the FDIC’s incident response program. 

Investigation of Computer Incident (May 2013).7  In March 2013, the FDIC OIG received 

information that raised serious concerns as to how the August 2011 APT was handled and 

communicated both within and outside the FDIC.  Accordingly, the OIG initiated an 

                                                           
6
 The Financial Crimes Enforcement Network is a bureau of the Department of the Treasury that aims to 

“safeguard the financial system from illicit use and combat money laundering and promote national security 
through the collection, analysis, and dissemination of financial intelligence and strategic use of financial 
authorities.” 
7
 Due to the sensitivity of information included in this investigation report, the FDIC OIG did not publicly 

release the report. 
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investigation to understand the events surrounding the incident.  Our investigation found 

that the FDIC Chairman and other senior FDIC officials were not fully informed about the 

risks associated with the APT nor the progress and efficacy of mitigation steps.  We also 

reported that the FDIC did not follow its policies and procedures, nor properly notify and 

report the incident to appropriate federal agencies, financial institutions, private sector 

service providers, the FDIC OIG, and Government Accountability Office (“GAO”) auditors.     

The FDIC’s Information Security Program (November 2013).8  In our annual FISMA review 

in 2013, we concluded that the FDIC had established and maintained many information 

security program controls and practices that were generally consistent with FISMA 

requirements, OMB policy and guidelines, and applicable National Institute of Standards 

and Technology (“NIST”) standards and guidelines.  Notably, the FDIC had established 

security policies and procedures in almost all of the security control areas we evaluated.  

The FDIC also was working to develop a formal concept-of-operations document that 

describes a corporate-wide approach to information security continuous monitoring. 

However, we found that the FDIC needed to implement control improvements to more 

effectively identify, evaluate, and mitigate risk to the FDIC’s information systems and data.  

Specifically, the FDIC needed to strengthen its incident response policies and procedures to 

address sophisticated, cyber-based security incidents and update its corporate information 

security risk management policy to reflect changes in its risk management processes and 

governance.  The FDIC also needed to better ensure that certain servers and workstations 

were patched to protect against known vulnerabilities, place greater emphasis on assessing 

risks associated with the FDIC’s outsourced information systems and services, and perform 

further analysis to ensure that information systems supporting mission essential functions 

could be recovered within the timeframes needed to support those functions. 

The FDIC’s Controls for Safeguarding Sensitive Information in Resolution Plans Submitted 

Under the Dodd-Frank Act (July 2014).9  Our audit report found that the FDIC’s controls for 

safeguarding sensitive information in resolution plans, often referred to as “living wills,” 

were not fully consistent with applicable information security requirements, policies, and 

guidelines.  The Dodd–Frank Wall Street Reform and Consumer Protection Act (“Dodd-

Frank Act”) requires SIFIs to file “living will”-related documents to demonstrate how the 

institution would dissolve itself in a timely and orderly manner in the event of serious 

                                                           
8
 A summary of this report is available at https://www.fdicoig.gov/sites/default/files/publications/14-

002AUD.pdf.  
9
 A copy of this report is available at https://www.fdicoig.gov/sites/default/files/publications/14-008AUD.pdf.  

https://www.fdicoig.gov/sites/default/files/publications/14-002AUD.pdf
https://www.fdicoig.gov/sites/default/files/publications/14-002AUD.pdf
https://www.fdicoig.gov/sites/default/files/publications/14-008AUD.pdf
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financial distress or failure.  These “living wills” contain very sensitive information, 

including: 

 Information about critical vendors, suppliers, and associated agreements that 
SIFIs maintain;  

 A description of the actions that SIFIs would or would not take to support clients 
and vendors under stress;  

 Non-public financial and business data;  

 Personal information about employees;  

 Location and activities of data centers; and  

 A list of critical operations.   

Among other things, we recommended that the FDIC update its security policies and 

procedures for the Office of Complex Financial Institutions (“OCFI”), strengthen access 

controls, and assess the role and level of resources allocated to OCFI’s internal review and 

information security functions.  Throughout 2013, and prior to the close of the audit in 

February 2014, the FDIC was taking actions to address our preliminary observations and 

strengthen security controls over sensitive resolution plan information.  These actions 

significantly improved the state of security over sensitive “living will” information. 

Our report made recommendations regarding enhanced controls relating to access 

management, encryption and authentication, internal control reviews, and personnel 

suitability.  The FDIC implemented our recommendations.10 

The FDIC’s Controls for Identifying, Securing, and Disposing of Personally Identifiable 

Information in Owned Real Estate Properties (March 2015).11  The FDIC OIG conducted a 

review of the FDIC’s internal controls to properly identify, secure, and dispose of PII in 

properties referred to as Owned Real Estate (“ORE”).  The FDIC may initially acquire an ORE 

property because it is on the books and records of a failed financial institution, or through 

the foreclosure process.  The FDIC typically identifies PII in ORE properties through physical 

site inspections once the properties come into its possession. 

                                                           
10

 A recommendation is considered implemented once the OIG determines that the corrective action taken to 
address the recommendation is sufficient.  The status of recommendations we reference throughout this 
report is as of January 16, 2018.  In the case of certain unimplemented recommendations, the proposed 
corrective action is either being reviewed internally by the FDIC or the OIG.  A list of current unimplemented 
recommendations is available on our website at https://www.fdicoig.gov/unimplemented-recommendations.  
11

 A copy of this report is available at https://www.fdicoig.gov/sites/default/files/publications/15-
004AUD.pdf.    

https://www.fdicoig.gov/unimplemented-recommendations
https://www.fdicoig.gov/sites/default/files/publications/15-004AUD.pdf
https://www.fdicoig.gov/sites/default/files/publications/15-004AUD.pdf
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We found that the FDIC established a number of internal controls during the course of our 

audit that were designed to properly identify, secure, and dispose of PII at ORE properties. 

For example, the Division of Resolutions and Receiverships (“DRR”) modified its ORE 

contracts in October 2014 to require that the contractors search for PII during every 

property site inspection. 

Notwithstanding those steps, we determined that the FDIC had found PII at 10 ORE 

properties we sampled, including:  employee records, personal and business bank 

statements, unused checks, mortgage statements, pay stubs with Social Security Numbers, 

copies of drivers’ licenses, and personal medical information.  We found that the PII was 

often not identified in a timely manner and that practices for handling and disposing of the 

information were inconsistent in certain key respects.  For example, PII that had been 

authorized to be destroyed, in some instances, was erroneously sent to an off-site storage 

facility. 

We recommended that the FDIC review its existing policies, procedures, guidance, and 

training related to the handling and disposal of PII at ORE properties.  The FDIC concurred 

and implemented the recommendations. 

The FDIC's Identity, Credential, and Access Management Program (September 2015 and 

follow-up report in June 2017).12  Our audit from September 2015 found that the FDIC had 

been confronted with technical hurdles and challenges in implementing its identity, 

credential, and access management (“ICAM”) program.  The FDIC established the ICAM 

program in February 2011 to address the goals and objectives of Homeland Security 

Presidential Directive-12, Policy for a Common Identification Standard for Federal 

Employees and Contractors, which requires (among other things) that executive 

departments and agencies implement a government-wide standard for secure and reliable 

forms of credentials for eligible employees and contractor personnel to access federally-

controlled facilities and information systems. 

We found that despite the relatively significant investment in resources involved, the ICAM 

program was not subject to sufficient and consistently robust governance, which resulted 

in limited success.  The report contained two recommendations for the FDIC to (1) define 

the goals and approach for implementing the ICAM program and (2) establish appropriate 

governance measures over the ICAM program. 

                                                           
12

 Copies of these reports are available at https://www.fdicoig.gov/sites/default/files/publications/15-
011AUD.pdf and https://www.fdicoig.gov/sites/default/files/publications/17-004AUD.pdf, respectively. 

https://www.fdicoig.gov/sites/default/files/publications/15-011AUD.pdf
https://www.fdicoig.gov/sites/default/files/publications/15-011AUD.pdf
https://www.fdicoig.gov/sites/default/files/publications/17-004AUD.pdf
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In June 2017, we issued a follow-up report on the ICAM program and found that the FDIC 

had taken corrective actions that were sufficient for us to close the recommendations in 

our September 2015 ICAM Audit Report.  However, there were risks warranting 

management’s attention as the FDIC issued Personal Identity Verification (“PIV”) cards to 

its employees and contractor personnel and enabled the cards to support access to the 

corporate network.  Our report also noted that the FDIC had not established policies and 

procedures governing the management and use of PIV cards for physical and logical access 

and did not maintain current, accurate, and complete contractor personnel data needed to 

manage PIV cards.  Three of the four recommendations associated with these issues have 

been implemented.  

The FDIC’s Controls for Mitigating the Risk of an Unauthorized Release of Sensitive 

Resolution Plans (July 2016).13  This report examined an incident in which a former 

employee in OCFI copied, without authorization, highly confidential components of three 

sensitive resolution plans onto an unencrypted Universal Serial Bus (“USB”) storage device, 

just as the employee abruptly resigned.  As discussed earlier, these resolution plans contain 

very sensitive information.  Law enforcement officials subsequently recovered the USB 

device containing the components of the resolution plans copied by the employee, as well 

as a sensitive Executive Summary for a fourth resolution plan in hard copy. 

The OIG audit report identified a number of factors that contributed to the incident, 

including employees’ access to sensitive information and employees’ ability to download 

and store sensitive information.  In addition, our report discussed indications that the 

employee posed a heightened security risk, including major financial problems; several 

disputes with FDIC management and repeated dissatisfaction; and performance 

management records indicating that the employee demonstrated poor judgment, lack of 

accountability for actions, inability to follow a supervisor’s instructions, and inability to 

adhere to FDIC policies. 

Our OIG audit report made six recommendations to better safeguard sensitive resolution 

plans.  The FDIC implemented all of our recommendations, which included establishing an 

insider threat program to deter, detect, and mitigate risks posed by employees and 

contractor personnel; revising its policies and procedures for safeguarding sensitive 

resolution plans; and creating plans to test security controls periodically.  

                                                           
13

 This report relates to the New York Incident discussed below.  A copy of this report is available at 
https://www.fdicoig.gov/sites/default/files/publications/16-003AUD.pdf.  

https://www.fdicoig.gov/sites/default/files/publications/16-003AUD.pdf
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The FDIC’s Process for Identifying and Reporting Major Information Security Incidents 

(July 2016).14  This report examined the FDIC’s ability to identify and report major 

information security incidents under the requirements of the Federal Information Security 

Modernization Act of 2014 (“FISMA 2014”).  As described later in this Special Inquiry 

report, FISMA 2014 “requires federal agencies to develop, document, and implement an 

agency-wide information security program that includes . . . procedures for detecting, 

reporting, and responding to information security incidents.”  

This OIG audit focused on the FDIC’s activities, records, decisions, and reports for one 

particular information security incident involving a former Bank Secrecy Act (“BSA”) 

specialist in the FDIC’s Division of Risk Management Supervision (“RMS”).  This RMS 

employee copied more than 1,200 documents of sensitive information, including Social 

Security Numbers from customer bank data, onto a 

single USB storage device.  The files also contained 

sensitive Currency Transaction Reports (“CTR”) and 

Suspicious Activity Reports (“SAR”).15  The FDIC 

ultimately determined that more than 100,000 files 

were stored on this device, which contained the 

information of more than 40,000 individuals who 

were customers at eight banks, and over 30,000 other 

entities. 

Our OIG audit found that the FDIC’s controls did not 

provide reasonable assurance that “major incidents” 

would be identified and reported in a timely manner.  

The audit also determined that the large volume of 

potential security violations identified by the Data 

Loss Prevention (“DLP”) tool,16 together with limited 

resources devoted to reviewing these potential 

violations, hindered meaningful analysis of the information and the FDIC’s ability to identify 

all security incidents, including “major incidents.”   

                                                           
14

 This report relates to the Florida Incident discussed below.  A copy of this report is available at 
https://www.fdicoig.gov/sites/default/files/publications/16-004AUD.pdf.  

15
 The SAR is a report filed by banks to report suspected criminal violations of federal law or a suspicious 

transaction related to money laundering activity, or a violation of the Bank Secrecy Act.  A suspicious 
transaction is one for which there are reasonable grounds to suspect that the transaction is related to money 
laundering or terrorist activity. 
16

 The DLP tool monitors and inspects FDIC data and flags potential security policy violations, including the 
unauthorized exfiltration of sensitive data.     

Suspicious Activity and Currency 
Transaction Reports 

Financial institutions are required to 
file CTRs (unless they meet certain 
exemption criteria) for cash 
transactions exceeding $10,000. 
Financial institutions file SARs when 
transactions are suspicious in nature 
because they appear to involve such 
activity as structuring (using 
transactions under $10,000 to avoid 
being the subject of a CTR), insider 
abuse, money laundering, terrorist 
financing, and the like.  CTRs and 
SARs generate leads that law 
enforcement agencies use to initiate 
or help investigate money laundering, 
terrorist financing, and other financial 
crimes. 

https://www.fdicoig.gov/sites/default/files/publications/16-004AUD.pdf
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During the audit, the FDIC began taking steps to prohibit employees and contractor 

personnel from copying data to removable media without authorization.  On May 5, 2016, 

the FDIC CIO also outlined a series of initiatives aimed at addressing policy and program 

shortcomings in the FDIC’s information security program, including: 

 A review of all CIO Organization policies and procedures; 

 The development of an Incident Response Program Guide consistent with NIST 
standards; 

 Revision of the FDIC’s Data Breach Handling Guide; 

 Implementation of a new incident tracking system to automate, centralize, and 
enhance the management and oversight of incident response and breach-
related activities; 

 Restrictions on employee use of removable media; 

 Restrictions on the use of printed documents that contain sensitive information; 

 Implementation of Digital Rights Management software to protect the FDIC’s 
most sensitive data; and 

 Engagement of a third-party contractor to conduct an end-to-end assessment of 
the FDIC’s IT security and privacy programs. 

We have not audited or reviewed these FDIC initiatives. 

The resulting OIG audit report also included five recommendations intended to strengthen 

the FDIC’s ability to identify and report major information security incidents.  The FDIC 

concurred with these recommendations and has implemented two of the five. 

The FDIC’s Information Security Program (November 2016).17  Our annual FISMA review in 

2016 found that the FDIC had established a number of information security program 

controls and practices that were generally consistent with FISMA requirements, OMB 

policy and guidelines, and applicable NIST standards and guidelines.  For example, the FDIC 

had established policies in most of the security control areas that were reviewed, engaged 

an outside firm to test internal network security controls, and provided security awareness 

training to network users.  The FDIC also restricted (with limited exceptions) the ability of 

network users to copy information to removable media to reduce the risk of unauthorized 

exfiltration of sensitive information. 

                                                           
17

 A summary of this report is available at https://www.fdicoig.gov/sites/default/files/publications/17-
001AUD.pdf.   

https://www.fdicoig.gov/sites/default/files/publications/17-001AUD.pdf
https://www.fdicoig.gov/sites/default/files/publications/17-001AUD.pdf
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Notwithstanding these actions, we found certain security control weaknesses that impaired 

the effectiveness of the FDIC’s information security program and practices and placed the 

confidentiality, integrity, and availability of the FDIC’s information systems and data at 

elevated risk.18  The report noted weaknesses relating to vulnerability scanning, 

configuration management, third-party software patching, and multi-factor authentication.  

It also noted that the FDIC was working to develop an overarching incident response 

program guide, update incident response policies and procedures, hire an incident 

response coordinator, better document incident investigative activities, improve the 

effectiveness of its DLP tool, adopt Digital Rights Management software, and hire a 

permanent Chief Information Security Officer (“CISO”). 

The report included six recommendations with which management concurred.  The FDIC 

has implemented four of the six recommendations. 

Controls over Separating Personnel’s Access to Sensitive Information (September 2017).19  

This evaluation examined the extent to which the FDIC has established controls to mitigate 

the risk of unauthorized access to, and inappropriate removal and disclosure of, sensitive 

information by separating personnel.  The evaluation found that the FDIC could strengthen 

its pre-exit clearance process for employees by designating a pre-exit clearance process 

owner and increasing program oversight, assessing risks presented by individual separating 

employees, improving pre-exit clearance forms to better identify where sensitive data is 

located and to strengthen acknowledgments and warnings regarding breaches of sensitive 

information, and continuing automation efforts to develop a centralized pre-exit clearance 

application. 

We also found that separating contractor employees may present greater risks than 

separating FDIC employees.  For example, contractors may depart without advance notice, 

and the FDIC would not have sufficient time to complete its pre-exit clearance process.  

Further, oversight managers were not consistently signing clearance records and reviewing 

data questionnaires before contractors separated.  

Our evaluation report included 11 recommendations intended to provide the FDIC with 

greater assurance that its controls mitigate the risk of unauthorized access to, and 

inappropriate removal and disclosure of, sensitive information by separating personnel.  

                                                           
18

 FISMA states that the independent evaluations are to be performed by the agency IG or an independent 
external auditor as determined by the IG.  The FDIC OIG engaged the professional services firm of Cotton & 
Company LLP to conduct this audit. 

19
 A copy of this report is available at https://www.fdicoig.gov/sites/default/files/publications/17-

007EV_0.pdf.  

https://www.fdicoig.gov/sites/default/files/publications/17-007EV_0.pdf
https://www.fdicoig.gov/sites/default/files/publications/17-007EV_0.pdf
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The FDIC concurred with our recommendations, four of which have been implemented.  

The FDIC advised us that three of the seven unimplemented recommendations and related 

corrective actions are due to be implemented throughout 2018. 

The FDIC’s Processes for Responding to Breaches of Personally Identifiable Information  

(September 2017).20  This audit assessed the adequacy of the FDIC’s processes for 

(1) evaluating the risk of harm to individuals potentially affected by a breach involving PII 

and (2) notifying and providing services to those individuals, when appropriate. 

The audit found that the FDIC established formal processes for evaluating the risk of harm 

to individuals potentially affected by a breach involving PII and providing notification and 

services to those individuals, when appropriate.  However, the implementation of these 

processes was not adequate.   

The FDIC did not complete key breach investigation activities within internally established 

guidelines for 13 of 18 suspected or confirmed breaches that we reviewed.21  In addition, 

the FDIC did not notify affected individuals in a timely manner for the incidents we 

reviewed.  Specifically, it took an average of more than 9½ months from the date the FDIC 

discovered the breaches to the date that the FDIC began to notify individuals.  Our audit 

also found that (1) the rationale behind the overall impact levels assigned to the incidents 

were not adequately documented; (2) the underlying analysis used to support assigned 

impact levels for three breaches was not consistent with FDIC guidance; and (3) the overall 

risk ratings for five breaches were not consistent with the risk mitigation actions taken by 

the FDIC.  Finally, we reported that the FDIC needed to strengthen controls over its Data 

Breach Management Team. 

The FDIC had taken, or was working to take, a number of actions to strengthen its breach 

response processes at the time we completed the audit.  However, further control 

improvements were needed.  Accordingly, the report included seven recommendations 

intended to promote more timely breach response activities and strengthen controls for 

evaluating the risk of harm to individuals potentially affected by a breach and notifying and 

providing services to those individuals, when appropriate.  The FDIC concurred with all of 

the recommendations, one of which has been implemented.  The FDIC advised us that 

three of the six unimplemented recommendations and related corrective actions are due 

to be implemented throughout 2018. 

                                                           
20

 A copy of this report is available at https://www.fdicoig.gov/sites/default/files/publications/17-
006AUD.pdf.  
21

 Of the 18 suspected or confirmed breaches reviewed during the audit, 4 were also reviewed as part of this 
Special Inquiry. 

https://www.fdicoig.gov/sites/default/files/publications/17-006AUD.pdf
https://www.fdicoig.gov/sites/default/files/publications/17-006AUD.pdf
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The FDIC’s Information Security Program (October 2017).22  Our annual FISMA audit 

evaluated the effectiveness of the FDIC’s information security program and practices, 

including a review of selected security controls related to three general support systems, 

one business application, and the FDIC’s risk management activities related to four 

outsourced information service providers.  The audit found that the FDIC had developed an 

IT Strategic Plan, created a new Office of the CISO, issued PIV card credentials to its 

employees and contractor personnel and began requiring use of the cards, and updated a 

number of its information security and privacy policy directives to align with government-

wide security policy and guidance.  

Notwithstanding these actions, we found that the following security control weaknesses 

that limited the effectiveness of the FDIC’s information security program and practices and 

placed the confidentiality, integrity, and availability of the FDIC’s information systems and 

data at risk: 

 The FDIC had drafted, but not yet finalized, an information security strategic 
plan.  

 Certain network IT devices were not subject to security vulnerability scanning.  

 The FDIC was using certain software in its server operating environment that 
was at the end of its useful life and for which the vendor was not providing 
support to the FDIC. 

 The FDIC had not taken timely action to address known limitations with respect 
to its ability to maintain or restore critical IT systems and applications during a 
disaster.   

 The FDIC made meaningful progress towards completing timely assessments of 
its outsourced service providers following the prior year FISMA audit. However, 
continued management attention was warranted in this area to ensure 
outstanding assessments were completed timely. 

 The FDIC had not established an enterprise security architecture that (i) 
describes the FDIC’s current and desired state of security and (ii) defines a plan 
for transitioning between the two. 

 The FDIC had not installed certain patches addressing high-risk vulnerabilities on 
servers, desktop computers, and laptop computers within the timeframes 
established by FDIC policy. 

At the close of the audit, the FDIC was working to strengthen the effectiveness of its 

information security controls in a number of other areas.  For example, as it relates to this 

                                                           
22

 A summary of this report is available at https://www.fdicoig.gov/sites/default/files/publications/18-
001AUD.pdf.  

https://www.fdicoig.gov/sites/default/files/publications/18-001AUD.pdf
https://www.fdicoig.gov/sites/default/files/publications/18-001AUD.pdf
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Special Inquiry, the FDIC was working to strengthen its incident response capabilities by 

updating its breach response plan to align with OMB guidance and improving the 

documentation of incident investigation activities. 

The report included 18 recommendations.  The FDIC concurred with all of the 

recommendations and they are unimplemented as of January 16, 2018.  The FDIC advised 

us that sixteen of the 18 unimplemented recommendations and related corrective actions 

are due to be implemented throughout 2018. 

Ongoing OIG Reviews of IT Programs.  In addition to the completed OIG reviews described 

above, the FDIC OIG also has several ongoing reviews regarding FDIC IT programs: 

 Controls for Preventing and Detecting Cyber Threats; 

 Controls over System Interconnections with Outside Organizations; 

 Governance of IT Initiatives, including Enterprise Architecture and Strategic 
Planning; and 

 Security Configuration Changes and Software Updates to the FDIC’s Windows 
Servers 

 

Government Accountability Office Audits.  In its report entitled Agency Responses to 

Breaches of Personally Identifiable Information Need to Be More Consistent (December 

2013), the GAO recommended that the FDIC: 

 Require documentation of the reasoning behind risk determinations for 
breaches involving PII; 

 Document the number of affected individuals associated with each incident 
involving PII; and 

 Require an evaluation of the agency’s response to data breaches involving PII to 
identify lessons learned that could be incorporated into agency security and 
privacy policies and practices.23  

The GAO has also performed relevant work regarding the integrity and reliability of the 

FDIC’s IT programs as part of its annual audit of the FDIC’s financial statements.  For 

example, in its report entitled FDIC Needs to Improve Controls over Financial Systems and 

Information (May 2017), the GAO found that the FDIC had established a comprehensive 

                                                           
23

 A copy of this report is available at http://www.gao.gov/assets/660/659572.pdf.  

http://www.gao.gov/assets/660/659572.pdf
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framework for its information security program and implemented many aspects of its 

program.24    

However, GAO identified certain weaknesses and stated that an underlying reason for 

many of these weaknesses—namely the FDIC’s implementation of access, configuration 

management, and information security program controls—was that the FDIC did not fully 

implement other aspects of its program.  For example, the FDIC did not (1) include 

necessary information in procedures for granting access to a key financial application and 

(2) fully address the FDIC OIG’s finding that the FDIC did not always identify and report 

major security incidents in a timely manner. 

This GAO report further stated that until the FDIC addressed control deficiencies and 

weaknesses in access controls and configuration management, its sensitive financial 

information and resources would remain at an increased risk of inadvertent or deliberate 

misuse, improper modification, unauthorized disclosure, or destruction—consequences 

that are common to the issues addressed in this Special Inquiry.  The GAO concluded that 

the combination of the continuing and new information security control deficiencies, 

considered collectively, represented a Significant Deficiency25 in internal controls over the 

FDIC’s financial reporting as of December 31, 2016.26 

These reports illustrate the ongoing challenges that the FDIC faces with respect to 

implementing and sustaining an effective information security program.  Our Special 

Inquiry aims to provide in-depth facts and analysis and meaningful insights and 

recommendations related to the cyber-security issues at the FDIC.   

                                                           
24

 A copy of this report is available at http://www.gao.gov/assets/690/684999.pdf.  

25
 A deficiency in internal control exists when the design or operation of a control does not allow 

management or employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct, misstatements on a timely basis.  A significant deficiency is a deficiency, or a combination 
of deficiencies, in internal control that is less severe than a material weakness, yet important enough to merit 
the attention of those charged with governance.  A material weakness is a deficiency, or combination of 
deficiencies, in internal control such that there is a reasonable possibility that a material misstatement of the 
entity’s financial statements will not be prevented, or detected and corrected, on a timely basis.   
26

 In its report entitled, Federal Deposit Insurance Corporation Funds’ 2017 and 2016 Financial Statements 
(February 2018), GAO concluded that the FDIC did not have a significant deficiency as of December 31, 2017.  
A copy of this report is available at https://www.gao.gov/assets/700/690081.pdf.  

http://www.gao.gov/assets/690/684999.pdf
https://www.gao.gov/assets/700/690081.pdf
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III. Standards Governing the FDIC’s Information Technology 
Security and Handling of Information Security Incidents and 
Breaches   

In this section, we examine the key leadership positions governing IT at the FDIC, the 

statutes and guidance governing incident and breach response and reporting, the FDIC’s 

information security and privacy programs, and relevant FDIC policies and procedures in 

effect at the time the incidents and breaches occurred. 

A. Key Leadership Positions Governing FDIC Information Technology  

Agency Head.  Under FISMA, agency heads are responsible for providing risk-based 

information security protections for their agency’s information and information systems 

(including those provided or managed by another agency, contractor, or other source); 

complying with the requirements of the statute and related policies, procedures, 

standards, and guidelines; and ensuring that information security management processes 

are integrated with agency strategic, operational, and budgetary planning processes.  At 

the FDIC, the Chairman is the agency head. 

Chief Information Officer.  The Paperwork Reduction Act of 1995 (“PRA”) and the Clinger-

Cohen Act of 1996 made Federal agency heads directly responsible for establishing goals 

and measuring progress in improving the use of IT to enhance the productivity and 

efficiency of their agency’s operations.  The statutes directed the heads of the major 

agencies to appoint CIOs.   

The statutes assigned a wide range of duties and responsibilities to CIOs, including: 

 Working with the agency head and senior program managers to implement 
effective information management to achieve the agency’s strategic goals; 

 Helping to establish a sound investment review process to select, control, and 
evaluate spending for IT; 

 Promoting improvements to the work processes used by the agency to carry out 
its programs; 

 Increasing the value of the agency’s information resources by implementing an 
integrated agency-wide technology architecture; and 

 Strengthening the agency’s knowledge, skills, and capabilities to effectively 
manage information resources, deal with emerging technology issues, and 
develop needed systems. 



 

18 
 

The E-Government Act of 2002 also stated that CIOs are responsible for monitoring the 

implementation, within their respective agencies, of IT standards.  In addition, FISMA 

directs agency heads to delegate authority to the CIO to ensure compliance with the 

requirements of that statute.   

Martin Henning served as Acting FDIC CIO from June 2015 – October 2015.  During the 

remaining time period relevant to this Special Inquiry, the FDIC CIO was Lawrence Gross, 

who assumed the position on November 2, 2015.27   

Chief Privacy Officer.  On December 8, 2004, the Consolidated Appropriations Act was 

enacted, and Section 522 of this Act required that each agency designate a Chief Privacy 

Officer (“CPO”) to assume primary responsibility for privacy and data protection policy.  

Key roles and responsibilities of the CPO are as follows: 

 Assure that the use of technologies sustain, and do not erode, privacy 
protections relating to the use, collection, and disclosure of information in an 
identifiable form. 

 Assure that technologies used to collect, use, store, and disclose information in 
identifiable form allow for continuous auditing of compliance with stated 
privacy policies and practices. 

 Assure that personal information contained in Privacy Act systems of record is 
handled in full compliance with fair information practices as defined in the 
Privacy Act of 1974. 

 Ensure that the department protects information in an identifiable form and 
information systems from unauthorized access, use, disclosure, disruption, 
modification, or destruction. 

 Train and educate employees on privacy and data protection policies to 
promote awareness of, and compliance with, established privacy and data 
protection policies. 

 Ensure compliance with the department’s established privacy and data 
protection policies. 

On February 9, 2016, the President issued Executive Order 13719, entitled Establishment of 

the Federal Privacy Council.  This Order required that OMB issue a revised policy on the role 

and designation of the Senior Agency Official for Privacy (“SAOP”).  The Order further 

stated that OMB should provide guidance as to the SAOP’s required level of expertise, 

adequate level of resources, and other matters. 

                                                           
27

 Subsequent to the work we performed for this Special Inquiry, the FDIC Board of Directors appointed 
Howard Whyte as the FDIC’s CIO on October 19, 2017.  Mr. Gross retired from the FDIC in January 2018. 
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On July 28, 2016, OMB issued a revised version of Circular A-130, Managing Information as 

a Strategic Resource, to reflect changes in law and advances in technology.  The revisions 

also ensure consistency with executive orders, presidential directives, OMB policy, and 

NIST standards and guidelines.  As it relates to the SAOP, the Circular stated that agencies 

were required to designate an SAOP who had agency-wide responsibility and accountability 

for ensuring compliance with applicable privacy requirements and managing privacy risks. 

The SAOP was to have a central policy-making role and should ensure that the agency 

considered the privacy impact of all agency actions and policies that involve PII and ensure 

that the agency complied with applicable privacy requirements in statute, regulation, and 

policy.  The SAOP was responsible for developing and maintaining a written privacy 

continuous monitoring (“PCM”) strategy.  This privacy strategy should contain a list of the 

privacy controls implemented at the agency and ensure that such controls were effectively 

monitored on an ongoing basis.  In addition, the SAOP was responsible for establishing and 

maintaining a PCM program to implement the strategy.    

On September 15, 2016, OMB issued Memorandum M-16-24, entitled Role and 

Designation of Senior Agency Officials for Privacy.  OMB Memorandum M-16-24 addressed 

the roles and responsibilities of the SAOP, as required by Executive Order 13719.  This OMB 

Memorandum stated that “[e]ach agency shall develop, implement, document, maintain, 

and oversee an agency-wide privacy program . . . led by an SAOP who is responsible for 

ensuring compliance with applicable privacy requirements, developing and evaluating 

privacy policy, and managing privacy risks consistent with the agency’s mission.” 

During the relevant time period of this Special Inquiry, the FDIC CPO and SAOP was Martin 

Henning, Acting (June 2015 – October 2015); and Lawrence Gross (November 2015 – 

October 2017). 

Chief Information Security Officer.  FISMA directed the CIO to designate a senior agency 

information security officer (or CISO).  The CISO was responsible for: 

 Carrying out the CIO’s responsibilities for information security; 

 Having information security duties as the official’s primary duty;  

 Heading an office with the mission and resources to assist in ensuring agency 
compliance with FISMA; 

 Developing and maintaining an agency-wide information security program; 

 Developing and maintaining information security policies, procedures, and 
control techniques to address all applicable requirements; 
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 Training and overseeing personnel with significant responsibilities for 
information security with respect to such responsibilities;  

 Assisting senior agency officials concerning their information security 
responsibilities; and  

 Ensuring that the agency has trained personnel sufficient to assist the agency in 
complying with FISMA requirements and related policies, procedures, 
standards, and guidelines. 

B. Statutes and Guidance Governing Incident and Breach Response 
and Reporting  

FISMA required each federal agency to develop, document, and implement a program to 

detect, report, and respond to information security incidents.  Based on the statutory 

definition of a federal agency, the FDIC has taken the position that the FISMA statutory 

requirements are applicable to the FDIC.28   

Pursuant to the FISMA statute, an incident is “an occurrence that actually or imminently 

jeopardizes, without lawful authority, the integrity, confidentiality, or availability of 

information or an information system; or constitutes a violation or imminent threat of 

violation of law, security policies, security procedures, or acceptable use policies.”  

In 2014, the FISMA statute was amended and updated.  Among other requirements, FISMA 

2014 placed additional requirements upon a Federal agency to develop “procedures for 

detecting, reporting, and responding to security incidents,” including “notifying and 

consulting with, as appropriate, law enforcement agencies and relevant Offices of 

Inspector General and Offices of General Counsel.” 

Annual FISMA 2014 Reporting Requirements.  FISMA 2014 required that the agency’s 

annual report required under the statute include a description of each “major incident” or 

related sets of incidents as follows: 

 “[A] description of each major information security incident, or related set of 
incidents, including summaries of (i) the threats and threat actors, vulnerabilities, 
and impacts relating to the incident; (ii) the risk assessments conducted . . . of 
the affected information systems before the date on which the incident 

                                                           
28

 In a legislative analysis dated August 18, 2003, the FDIC’s Legal Division stated that “sections of the Act 
dealing with agency responsibilities in management and promotion of electronic government services define 
an agency Chief Information Officer (CIO) to include a CIO from any executive department, government 
corporation, government controlled corporation, or any independent regulatory agency.  This definition 
includes the FDIC and applies to the FDIC's CIO (44 U.S.C. § 3502).  Other sections of the Act define agency as 
an executive agency as defined by 5 U.S.C. §§ 105 or 551; these definitions also apply to the FDIC.” 
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occurred; (iii) the status of compliance of the affected information systems with 
applicable security requirements at the time of the incident; and (iv) the 
detection, response, and remediation actions;” 

 “[T]he total number of information security incidents, including a description of 
incidents resulting in significant compromise of information security, system 
impact levels, types of incident, and locations of affected systems;” and 

 “[A] description of each major information security incident that involved a 
breach of personally identifiable information . . . including (i) the number of 
individuals whose information was affected by the major information security 
incident; and (ii) a description of the information that was breached or 
exposed.” 

Seven-Day FISMA 2014 Reporting Requirements for “Major Incidents.”  FISMA 2014 also 

required that in the event of a “major incident,” a Federal agency must notify and consult 

with, as appropriate, certain Committees of Congress “not later than 7 days after the date 

on which there was a reasonable basis to conclude that the major incident occurred.”  The 

statute did not specify the extent and type of information that should be contained in such 

a notification. 

In addition, agencies must, within a reasonable period of time after additional information 

about a “major incident” is discovered, provide further information to the Congressional 

Committees.  According to the statute, agencies must submit these reports to the 

“Committee on Government Reform, the Committee on Homeland Security, and the 

Committee on Science of the House of Representatives, the Committee on Homeland 

Security and Governmental Affairs and the Committee on Commerce, Science, and 

Transportation of the Senate, the appropriate authorization and appropriations 

committees of Congress, and the Comptroller General.” 

OMB Guidance on FISMA 2014 Reporting Requirements.  FISMA 2014 did not define the 

term “major incident,” but requires OMB to define the term.  Under FISMA 2014, OMB was 

responsible for providing agencies guidance on complying with the law.   

Prior to October 30, 2015, federal agencies did not have formal guidance from OMB on the 

definition of “major incident.”  On October 30, 2015, OMB issued a Memorandum 

providing guidance on the fiscal year’s FISMA reporting and deadlines.  This Guidance, 

entitled Fiscal Year 2015-2016 Guidance on Federal Information Security and Privacy 

Management Requirements (“OMB Memorandum M-16-03”), provided a framework for 

agencies to use to assess whether an information security event was a “major incident.”  

During the relevant timeframe of this Special Inquiry, OMB Memorandum M-16-03 
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provided that in determining whether a “major incident” had occurred, a federal agency 

“shall consider” whether the incident involves:  

 “[Data that] is not recoverable, not recoverable within a specified amount of 
time, or is recoverable only with supplemental resources;” 

 “[A] high or medium functional impact to the mission of an agency;” or 

 “[T]he exfiltration, modification, deletion or unauthorized access or lack of 
availability to information or systems within certain parameters to include 
either:   

• A specific threshold of number of records or users affected [10,000 or 
more records or 10,000 or more users affected]; or  

• [A]ny record of special importance [that is likely to result in a significant 
or demonstrable impact onto agency mission, public health or safety, 
national security, economic security, foreign relations, civil liberties, or 
public confidence].” 

OMB Memorandum M-16-03 further indicated that “although agencies may consult with 

the [Department of Homeland Security’s] United States Computer Emergency Readiness 

Team (US-CERT) on whether an incident is considered a ‘major incident,’ it was ultimately 

the responsibility of the victim agency to make this determination.” 

Requirement to Update and Provide Additional Information.  After an initial notification 

pursuant to the seven-day reporting requirement, OMB Memorandum M-16-03 required 

that the agency provide “additional information on the threats, actors, risks, previous risk 

assessments of the affected system, the current status of the affected system, and the 

detection, response, and remediation actions that were taken as soon as this information is 

available.”  

FISMA 2014 also provided that the agency must provide notice to individuals impacted by a 

data breach pursuant to data breach notification policies and guidelines, which should be 

provided as “expeditiously as practicable and without unreasonable delay” after the 

agency discovers the unauthorized acquisition or access. 

FDIC Legal Division Opinion.  On November 18, 2015, Counsel in the FDIC Legal Division’s 

Opinions Unit issued a memorandum on the Applicability of OMB Memorandum M-16-03, 

indicating that OMB Memorandum M-16-03 was “generally applicable to the FDIC.”  In 

particular, the FDIC Legal Division memorandum noted:  

OMB’s risk based and fact dependent approach for analyzing major incidents 
appears to be legally sound, providing agencies an appropriate degree of 
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discretion as to what constitutes a major incident.  Moreover, OMB’s guidance 
in M-16-03 regarding notice to Congress after a major incident, follow-up 
reporting of information to Congress as the facts become developed, and 
notice to impacted individuals are all in accord with the requirements of 
FISMA 2014. 

The Legal Division memorandum concluded that “to the extent this memorandum 

establishes policies and practices that are valid exercises of OMB’s authority under FISMA, 

FISMA 2014, and [National Security Presidential Directive-54/Homeland Security 

Presidential Directive-23], the guidance in M-16-03 imposes legally binding obligations on 

the FDIC.”   

OMB Guidance Revising the Definition of a “Major Incident.”  On November 4, 2016, OMB 

issued follow-up guidance entitled Fiscal Year 2016-2017 Guidance on Federal Information 

Security and Privacy Management Requirements (“OMB Memorandum M-17-05”).  OMB 

Memorandum M-17-05 revised the definition of the term “major incident.”  The 

Memorandum states that a “major incident” was any incident that was likely to result in 

demonstrable harm to the national security interests, foreign relations, or economy of the 

United States or to the public confidence, civil liberties, or public health and safety of the 

American people, and that agencies should determine the level of impact of the incident.  

It further stated that an unauthorized modification of, unauthorized deletion of, 

unauthorized exfiltration of, or unauthorized access to 100,000 or more individuals’ PII 

constituted a “major incident.”    

OMB Memorandum M-17-05 further indicated that appropriate analysis of the incident 

would include the agency CIO, the CISO, mission or system owners, and if the occurrence 

was a breach, the SAOP.  OMB Memorandum M-17-05 encouraged agencies to use the 

incident management process established in NIST Special Publication (“SP”) 800-61, 

Computer Security Incident Handling Guide (discussed below), and encouraged use of the 

US-CERT National Cybersecurity Incident Scoring System, which used the following factors:  

Functional Impact, Observed Activity, Location of Observed Activity, Actor Characterization, 

Information Impact, Recoverability, Cross-Sector Dependency, and Potential Impact. 

OMB Guidance on Preparing for and Responding to Breaches.  On January 3, 2017, OMB 

issued Preparing for and Responding to a Breach of Personally Identifiable Information 

(“OMB Memorandum M-17-12”).29  This Memorandum set forth the policy for federal 

agencies to prepare for and respond to a breach of PII.  

                                                           
29

 This Memorandum rescinds and replaces OMB Memorandum M-07-16, Safeguarding Against and 
Responding to the Breach of Personally Identifiable Information (May 22, 2007). 
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It included a framework for assessing and mitigating the risk of harm to individuals 

potentially affected by a breach, as well as guidance on whether and how to provide 

notification and services to those individuals.  While promoting consistency, OMB 

Memorandum M-17-12 provided agencies with the flexibility to tailor their response to a 

breach based upon the specific facts and circumstances of each breach and the analysis of 

the risk of harm to potentially affected individuals. 

Guidance Issued by the National Institute of Standards and Technology.  NIST SP 800-61, 

Computer Security Incident Handling Guide, Revision 2, dated August 2012, provides 

guidance for establishing computer security incident response capabilities and handling 

incidents efficiently and effectively.  Among other things, NIST SP 800-61 recommended 

that organizations:  

 Establish an incident response policy and a plan that provides a roadmap for 
implementing the incident response capability;  

 Designate a single employee, with one or more alternates, to be in charge of 
incident response; 

 Select an appropriate team structure and staffing model for handling incidents; 

 Select personnel with the appropriate skills for addressing incident response; 

 Provide training to incident response team members; and 

 Establish metrics to measure performance and effectiveness.   

With respect to notifications to potentially affected individuals, NIST SP 800-61 referred to 

both OMB guidance and breach notification laws enacted by states. 

C. The FDIC’s Information Security and Privacy Programs 

The FDIC’s Board of Directors is responsible for the security of the FDIC’s information and 

information systems.  The FDIC’s CIO, who reports directly to the FDIC Chairman, has broad 

strategic responsibility for IT governance, investments, program management, and 

information security.  The FDIC’s CISO, who reports directly to the CIO, is responsible for 

carrying out the CIO’s responsibilities under FISMA—most notably, to plan, develop, and 

implement an agency-wide information security program.  The CIO and CISO coordinate 

with the Director of the DIT, who reports to the CIO.  The Director of DIT is responsible for 

managing the FDIC’s IT functions.  
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Figure 1: FDIC IT Governance Structure 

 

The FDIC’s divisions and offices also play an important role in securing information and 

information systems.  Most divisions and offices within the FDIC have their own 

Information Security Manager (“ISM”), who is responsible for providing a security focus 

within their respective division or office and works to educate employees and contractors 

who have access to corporate systems and data.  According to the FDIC’s Information 

Security Managers Guide, dated May 2015, the ISMs are also responsible for providing 

guidance to management officials regarding the Corporation’s security mission, awareness, 

priorities, and implementation approaches.  They assess application security levels and 

ensure that they are maintained, prepare privacy and security risk assessment reports, and 

plan security requirements in new and enhanced systems.  In addition, ISMs have a variety 

of duties relating to access control, monitoring, reporting, and enforcement. 

With respect to the FDIC’s Privacy Program, the CIO was designated by the Chairman to 

serve as the CPO and the SAOP responsible for establishing and implementing a wide range 

of privacy and data protection policies and procedures pursuant to various legislative and 

regulatory requirements.  The CPO also oversees a Privacy Program Manager, who advises 

on the daily operation and management of the FDIC Privacy Program.   

The FDIC’s Legal Division provides advice and assistance on legal matters arising out of the 

administration of the FDIC information security and privacy programs, including 

investigation of a reported incident involving the actual or suspected loss or unauthorized 

disclosure of sensitive data. 
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D. The FDIC’s Policies and Procedures in 2015 and 2016 

1. Protecting Sensitive Information 

On April 30, 2007, the FDIC instituted a directive on Protecting Sensitive Information (“FDIC 

Circular 1360.9”).30  This Circular stated that an FDIC employee must notify the FDIC Help 

Desk/Computer Security Incident Response Team (“CSIRT”), the appropriate FDIC 

supervisor or Contract Oversight Manager, and the division or office ISM at the earliest 

available opportunity if it was suspected or known that PII was lost or otherwise 

compromised.  The FDIC’s incident response was governed by the Data Breach Handling 

Guide (“DBHG” or “Breach Guide”) for any loss, misuse, or unauthorized access of PII. 

2. The Data Breach Handling Guide  

At the time of the incidents discussed in this Special Inquiry report, the FDIC’s procedures 

for handling data breaches were set forth in the DBHG issued on April 16, 2015.  The 

Breach Guide was designed “to ensure that the FDIC responds in a timely and appropriate 

manner to known or suspected data breaches, not only to protect FDIC information and 

assets, but also to limit harm to individuals and entities that might be affected by the 

incident.”  

The Breach Guide defined a “data breach” as an incident where PII or sensitive business 

information “has been lost, compromised, acquired, disclosed, or accessed without 

authorization, or any similar incident where persons other than authorized users and for 

other than authorized purposes have access or potential access to sensitive information.”  

The Breach Guide further delineated a data breach as “significant” when it potentially 

impacted 100 or more individuals or entities.   

The Breach Guide did not include procedures to identify or report “major incidents” to 

Congress within the seven-day requirements under FISMA 2014.  A substantially similar 

version was re-issued on November 9, 2015.  Neither provided procedures for handling 

“major incidents.”   

The Breach Guide, and in particular, its Breach Response Lifecycle flowchart (Figure 2), was 

intended to serve as a roadmap for how the FDIC addresses data breaches, and includes 

the organizational framework, key definitions, roles and responsibilities, appropriate 

training, and step-by-step procedures for handling the different stages of responding to a 

data breach.   

                                                           
30

 The FDIC made changes to the directive on May 28, 2013; May 14, 2014; July 27, 2015; and                 
October 27, 2015. 
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The Breach Guide further explained that the lifecycle of breach response included the 

following steps that flow into each other:  

Figure 2: FDIC Breach Response Lifecycle 

 

The following subsections summarize key roles and steps associated with the data breach 

response lifecycle as described in the April 16, 2015, version of the Breach Guide. 

Computer Security Incident Response Team.  When a known or suspected data breach 

occurred, CSIRT was to work with the FDIC employee or contractor and affected 

Division/Office to gather and record as much relevant information as possible.  CSIRT was 

also responsible for notifying US-CERT about incidents involving PII within required 

timeframes.  

Incident Lead.  An “Incident Lead” from the Information Security and Privacy Staff (“ISPS”) 

within the CIO Organization (“CIOO”) would be assigned to the incident to ensure it was 

appropriately managed to closure.  The ISPS Incident Lead reported to the CISO, who 

reported to the CIO/CPO.  The ISPS Incident Lead and the ISM, or the Incident Response 

Point of Contact for the division or office affected by the incident, worked to manage the 
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investigating the suspected breach, conducting a risk analysis and impact assessment, 

preparing a recommended course of action, and completing a document known as the 

Incident Risk Analysis form (“IRA”), which documented the FDIC’s actions in response to a 

data breach throughout its lifecycle. 

Data Breach Management Team.  A key component of the FDIC’s incident response was 

the FDIC’s multidisciplinary Data Breach Management Team (“DBMT”), which could be 

invoked to manage the FDIC’s response when an incident involving PII or agency or 

business sensitive information occurred.  The DBMT’s membership varied based on the 

circumstances of the potential breach but could include the CIO/CPO; CISO; Privacy 

Program Manager; ISPS Incident Lead; representatives from the FDIC’s Legal Division and 

Office of Communications; the Chief Risk Officer; affected Division or Office Directors; 

ISMs; and relevant program area specialists, possibly an FDIC OIG representative,31 a 

representative from the Office of Legislative Affairs (“OLA”), or the Internal and External 

Ombudsman.   

The ISPS Incident Lead in the CIOO was responsible for convening the entire DBMT or a 

smaller subset of the DBMT depending on the circumstances of the incident.  The Breach 

Guide indicated that the full DBMT should be invoked in the event of a suspected 

significant breach (over 100 individuals impacted).  The role of the DBMT was to: 

 Review and verify the incident risk assessment, in terms of the level of harm 
posed to affected individuals/entities, the financial sector (if applicable), and 
the Corporation; 

 Determine and manage the appropriate course of action to respond to the 
breach and to mitigate any harm; and  

 Recommend appropriate external breach communications and notification, 
including notification to affected individuals, banks, or other entities to the 
CIO/CPO or designee for approval.  

The DBMT was designed to examine the facts and circumstances surrounding a particular 

incident, and based upon its findings, submit a recommendation to the CIO/CPO regarding 

an appropriate course of action, based on the risk analysis performed.  The Breach Guide 

requires that the discussions and work of the DBMT be documented in an IRA. 

                                                           
31

 Because the Office of Inspector General is independent from the agency and its management, the OIG is 
not involved in management decisions made by the DBMT.  Accordingly, the FDIC OIG representative 
attended the DBMT meetings as a non-voting observer, in order to learn the facts being developed and assess 
whether the OIG should undertake further action. 
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Role of Chief Information Officer and Chief Privacy Officer.  The Breach Guide indicated 

that the CIO/CPO was responsible for reviewing and determining whether to accept the 

DBMT’s recommended course of action, including breach notifications to individual 

consumers whose PII was compromised and provision of credit monitoring.  The CIO/CPO 

also was to notify the Executive Office (the FDIC Chairman) and the Chief Risk Officer of the 

recommended course of action, including data breach notification to consumers and 

communications.   

Notably, for “significant breaches” or breaches warranting the attention of the FDIC 

Executive Office, the Breach Guide required that the CIO/CPO review and determine 

whether or not to accept the DBMT’s recommendations within 8 hours of receipt.  The 

CIO/CPO was to notify the Executive Office about his recommended course of action prior 

to the release of external breach notification.  Notification would be made to affected 

parties, which could include individuals, entities, and third parties.  

Incident Risk Analysis and Impact Assessment.  In order to assess the potential impact of a 

breach and determine the appropriate course of action, the ISPS Incident Lead, in 

coordination with the ISM, would perform an incident risk analysis/impact assessment, 

using the following five-factor risk assessment methodology as a guide. 

Figure 3:  Five Factors of Risk Assessment Methodology 

Source:  DBHG, Version 1.4, dated April 16, 2015. 

The Breach Guide noted that this methodology was based on OMB guidance and NIST risk 

assessment guidelines, which utilize the impact levels of Low, Moderate, and High to rate 

the potential harm that could result if data were inappropriately accessed, used, or 

disclosed.   

Using the above methodology, the ISPS Incident Lead and ISM would assess each of the five 

factors identified above in relation to the specific incident.  They would then balance the 

five factors collectively and assign an overall risk determination level (Low, Moderate, or 

High) to the incident.  In assessing the five factors, according to the DBHG, the following 

questions were to be considered: 

 What is the likely risk of harm? 

 Was the loss intentional? 
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 Was the compromised data deliberately targeted? 

 What was the sensitivity level of the data involved in the incident? For example: 

• Was sensitive bank exam, charter, or closing information compromised? 

• Was sensitive personal information, financial information (e.g., credit 
card numbers), or Social Security Numbers lost/stolen or otherwise 
compromised? 

 In what medium (paper, email, thumb drive, system, etc.) was the data 
maintained, and what associated controls (encryption, password-protection, 
etc.) were in place? 

 Could the lost/stolen/compromised information be used to perform identity 
theft or cause other harm to entities or individuals? 

 Could the lost/stolen/compromised information damage the reputation or 
cause a financial loss to entities or individuals? 

 How many individuals or parties were affected? 

 Are the identities of the affected individuals or parties known? 

Incident Risk Analysis Form.  The ISM was responsible for documenting the findings of the 

investigation and the impact assessment in an IRA.  The purpose of the IRA was to assess 

and assign an overall potential impact/severity level (Low, Moderate, or High) to an actual 

or potential data breach.  In addition, the IRA was used to determine and document 

corrective actions and recommended mitigation measures, including whether external 

notification was recommended, to mitigate the harm posed by the incident. The ISPS 

Incident Lead was responsible for reviewing the IRA, working with the ISM to make any 

adjustments to the form, and making a final determination about the appropriate risk level 

(Low, Moderate, or High) and breach/non-breach designation for each incident. 

Invoking the DBMT.  The DBHG stated that all incidents require attention, but their risk, 

characteristics, expected outcomes, and the level of effort and resources needed to 

respond may vary.  In performing this analysis, the ISPS Incident Lead would decide 

whether to invoke the entire DBMT or a smaller, specialized version of the DBMT to 

determine the recommended course of action and manage the incident to closure. 

Incident Mitigation.  Based upon the risk analysis performed in the previous steps, the 

DBMT would determine and recommend to the CIO/CPO (or designee) an appropriate 

course of action that included strategies to mitigate the impact of the incident.  The FDIC 

would aim to mitigate any harmful effect that was known to have occurred as a result of a 

use or disclosure of sensitive information, including sensitive bank information or Pll, in 
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violation of federal requirements and the FDIC’s data security/privacy protection policies 

and procedures.  

According to the DBHG, the following factors were to be considered when determining the 

need to mitigate any damages: 

 Whether any damage occurred; 

 The nature of the damage that occurred; 

 The amount of damage; 

 The type of data that was used or disclosed; 

 The reasons for the disclosure; and 

 Whether the harm can be mitigated. 

The DBHG provided the following examples of possible techniques for mitigation: 

 Notification to affected individuals and entities; 

 Provision of credit monitoring services to affected individuals and entities; and 

 Use of the FDIC Call Center to assist affected individuals and businesses. 

Process for External Notifications to Affected Individuals.  The DBHG stated that 

authorization by the Executive Office and CIO/CPO was required prior to issuing or 

conducting external communications or notifications regarding potential or known data 

breaches.  Before issuing an external notification, the FDIC had to first determine the scope 

of the breach and, if applicable, restore the reasonable integrity of the compromised 

system or data.  The goal was to provide notification to affected individuals/entities 

without unreasonable delay (generally within 10 days from the date that the analysis of the 

breach was completed), so that affected individuals and entities could take protective steps 

quickly.   

In addition, the timing of the notification had to be appropriate and consistent with the 

needs of law enforcement, national security (if applicable), and any measures necessary for 

the FDIC to determine the scope of and contain the breach.  The CIO/CPO (or designee) 

and/or the Executive Risk Committee could decide to delay notification after weighing the 

impact on affected individuals and parties, internal operations, and other relevant 

stakeholders or entities. 

According to the DBHG, notifications to affected parties depended upon the circumstances 

and did not always include remediation assistance such as an offer of credit monitoring 

services.  In general, the FDIC was to provide external notification and credit monitoring for 
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moderate or high incidents where Social Security Numbers or other sensitive information 

that could lead to identity theft had been compromised. 

DBHG Updates.  The Breach Guide was re-issued on December 23, 2015, to reference OMB 

Memorandum M-16-03, provide OMB’s framework for assessing “major incidents,” 

recognize the requirement of notifications to Congress, and set forth procedures for 

handling “major incidents.”  In early February 2016, then-CIO Lawrence Gross (“then-CIO 

Gross”) ordered that it be removed from the FDIC intranet and that the prior Breach Guide 

from April 16, 2015, be re-posted, because then-CIO Gross had not reviewed or approved 

the new version, nor had it received adequate input from other stakeholders, such as the 

Legal Division and the Division of Administration’s Human Resources Branch.  On June 6, 

2016, then-CIO Gross published an interim update to the DBHG that referenced FISMA 

2014 and OMB Memorandum M-16-03 for considering external incident notification steps.   

On April 7, 2017, the DBHG was reissued as the “Breach Response Plan.”  This Plan clarified 

the definition of when an actual or suspected breach is considered major under  

OMB Memorandum M-17-05.  It also added reference to “major incident” requirements, 

where applicable.  In July 2017, the FDIC created an Incident Response Plan, a separate 

document from the Breach Response Plan, which serves as a top-level document governing 

each stage of the FDIC’s incident handling lifecycle.  In October 2017, the FDIC again 

updated the Breach Response Plan to align with OMB Memorandum M-17-12.     

3. The FDIC’s Data Loss Prevention Tool 

The incidents discussed in this Special Inquiry Report were detected by the FDIC through its 

DLP tool.  Prior to September 2015, the DLP tool was configured to detect data exfiltration 

that occurred through open file shares on the internal network and network events (i.e.,   

e-mail and web updates) only.   

As discussed previously, the FDIC OIG recommended in our report, The FDIC’s Process for 

Identifying and Reporting Major Information Security Incidents (July 2016), that the FDIC 

review the implementation of the DLP tool to determine how the tool could be better 

leveraged to safeguard sensitive information and identify and mitigate “major incidents.”  

The FDIC has taken steps to implement this recommendation, and it is now closed. 

4. The FDIC’s Pre-Exit Clearance Procedures for Separating Employees  

On September 3, 2014, the FDIC issued Circular 2150.1, which established procedures for 

employees separating from employment with the FDIC.  As part of these procedures, 

separating employees were required to complete and sign a standard form entitled Pre-Exit 
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Clearance Record for Employees (“Pre-Exit Clearance Form”).  A copy of this form is 

available in Appendix III.  By signing this record, the employee certified that:  

I have not removed any Confidential Information … from FDIC premises 
except as necessary or appropriate in the course of my employment, disclosed 
any Confidential Information to any person not authorized to receive it, nor 
sent any Confidential Information to any address outside the FDIC (whether 
by mail, email or otherwise) except in accordance with applicable FDIC policies 
on the use and transmittal of FDIC information, and (ii) I have returned to the 
FDIC all Confidential Information that I possessed (in whatever form it 
existed) and will not transmit or remove (in any format or in any medium) any 
Confidential Information to any address outside the FDIC between the signing 
of this certification and my departure from FDIC employment. 

The Pre-Exit Clearance Form stated that “Confidential Information” meant information that 

an employee came to possess by virtue of his/her employment with the FDIC that was or 

had been confidential either (i) of a personal nature (PII) or (ii) as it relates to certain 

commercial interests, to banking or financial institutions or the banking or financial 

industry in general, or to the overall programs and mission of the FDIC (sensitive 

information). 

The form further provided that in the event of a breach of this agreement, the FDIC would 

be entitled to injunctive relief and other remedies available under the law as well as the 

recovery of reasonable costs and attorneys’ fees in connection with obtaining any such 

injunctive relief.  Finally, by signing the form, the employee acknowledged that his or her 

statements on the form were:  

[T]rue, complete, and correct to the best of my knowledge and belief and are 
made in good faith.  I understand that a knowing and willful false statement 
on this form can be punished by fine or imprisonment or both (see 18 U.S.C. 
[Section] 1001). 

As part of the pre-exit clearance process, the separating employee’s immediate supervisor 

had to ensure that the employee completed FDIC Form 2150/03, Data Questionnaire for 

Departing/Transferring Employees/Contractors (“data questionnaire”).  A copy of this form 

is available in Appendix IV.  The data questionnaire had to be completed at least 1 week, 

but no more than 30 days, prior to the employee’s separation.  This form required the 

separating employee to identify the location of paper and electronic records in his/her 

possession, access to information technology network shared folders and SharePoint sites, 

and any email folders that the separating employee shared with other FDIC personnel. 
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5. The FDIC’s Policies and Procedures for Responding to Congressional 
Requests and Executing Legal Holds 

This Special Inquiry examined the FDIC’s responsiveness to requests from the SST 

Committee for documents and information related to information security incidents and 

breaches and the FDIC’s policies and procedures for safeguarding and handling sensitive 

information housed on FDIC systems.   

Congressional Contacts and Correspondence.  On November 9, 2011, the FDIC established 

a directive describing the “procedures for handling verbal and written contacts between 

FDIC staff and Members of Congress and Congressional Staff” (“FDIC Circular 1211.2”).  

According to FDIC Circular 1211.2, OLA was to act as a central contact point for Members 

and their staff who had inquiries relating to the work of the FDIC.  With respect to 

Congressional correspondence, OLA was to determine which FDIC division or office would 

be responsible for preparing a draft response to be signed by the Chairman or the Director 

of OLA.   

Legal Hold Policy and Implementation.  On September 5, 2012, the FDIC established a 

directive relating to its policy for placing a legal hold to preserve FDIC documents and 

records (“FDIC Circular 5500.5”).  This Circular placed the responsibility for legal holds on 

the Legal Division, which issued Legal Hold Guidelines (revised in June 2013).    

The Legal Hold Guidelines emphasized the 

importance of legal holds by stating: 

In any matter involving requests for the 
FDIC’s documents, whether the FDIC is the 
plaintiff or defendant in a lawsuit, or in the 
receipt of a Congressional or other 
subpoena, the FDIC has an obligation to 
produce materials in its possession, custody 
and control that bear on the issues in that 
matter.   

The Legal Hold Guidelines stated further that “[i]mplementation and compliance with legal 

holds ensure that the FDIC meets its obligations to the Courts, Congress, and opposing 

parties…” 

The Legal Hold Guidelines “describe the procedures for requesting, issuing, implementing, 

and removing a legal hold on FDIC records and information.”  These Guidelines also defined 

the scope and process for establishing legal holds requiring the preservation of relevant 

documents from “key players,” including FDIC employees who created relevant documents 

Legal Hold 

FDIC Circular 5500.5 defines a legal 
hold as a suspension of the routine 
disposal of paper and electronic 
documents, data, and other records 
in any format that may be 
potentially relevant to litigation or 
other matters in which documents 
must be produced.    
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or had personal knowledge about issues in the underlying matter.  The Legal Division was 

responsible for identifying key players in a particular matter. 

IV. Factual Circumstances of the Handling of Information Security 
Incidents and Breaches at the FDIC  

This Section presents the factual circumstances of the eight information security incidents 

at the FDIC in late 2015 and early 2016.  The eight incidents and the relevant events are 

listed below in Table 1.   

Table 1:  Key Dates Associated with the Eight Incidents  

Incident 

Dates 
Incident 

Detected by 
the DLP 

Tool 

Date of 
Employee’s 
Departure 
From FDIC 

Date that 
FDIC 

Discovered 
the 

Incident 

Notification 
Decision 

Date 
Individuals 
Began to 

be Notified 

Days from 
Notification 

Decision Until 
Beginning of 
Notifications 

Potentially 
Affected 

Individuals 

New York 9/16/15 9/16/15 9/29/15 N/A* N/A N/A 0 

Florida 9/16/15 

9/17/15 

10/15/15 

10/15/15 10/23/15 

5/12/16 

11/12/16 184 20,528 

Incident A 9/30/15 

10/1/15 

10/23/15 11/10/15 11/12/16 184 4,884 

Incident B 10/29/15 10/30/15 11/10/15 11/15/16 187 1,907 

Incident C 11/15/15 11/27/15 12/10/15 12/13/16 215 33,969 

Incident D 11/1/15 

12/2/15 

12/31/15 1/8/16 11/11/16 183 11,931 

Incident E 12/28/15 12/31/15 1/7/16 11/14/16 186 11,417 

Incident F 1/31/16 

2/1/16 

2/24/16 

2/25/16 

2/26/16 2/29/16 11/15/16 187 36,997 

Total        121,633 

* No individuals’ PII was involved in this incident, so consumer notification was not needed.  However, the Deputy 
Director of the Complex Financial Institutions Group within RMS told us he notified the institutions whose resolution 
plans were breached between 9/29/16 and 10/2/16 by telephone. 

 

Details regarding how the incidents occurred, the data involved, and the manner and 

timeframes in which the FDIC responded to each incident follow. 
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A. The New York Incident 

 

 Figure 4:  Timeline for New York Incident 

On September 29, 2015, the FDIC learned that Employee-NY,32 a former OCFI employee 

who had abruptly resigned on September 16, 2015, took highly sensitive components of 

SIFI resolution plans, which, as noted earlier, are referred to as “living wills.”   

The “living wills” generally contain sensitive information, including information about 

critical vendors, suppliers, and associated agreements that SIFIs maintain; a description of 

the actions that SIFIs would undertake to support clients and vendors under stress; non-

public financial and business data; personal information about employees; the location and 

activities of data centers; and a list of critical operations.  FDIC OIG law enforcement 

officials subsequently recovered the USB device containing the components of three of the 

resolution plans copied by Employee-NY, as well as a sensitive Executive Summary for a 

fourth resolution plan in hard copy. 

As noted previously, our OIG report entitled The FDIC’s Controls for Mitigating the Risk of 

an Unauthorized Release of Sensitive Resolution Plans identified indications that Employee-

NY posed a heightened security risk, including major financial problems that raised serious 

questions about the employee’s suitability to work for the FDIC; several disputes that the 

employee had with FDIC management and repeated express dissatisfaction; and 

performance management records that showed the employee demonstrated poor 

judgment, lack of accountability for actions, inability to follow a supervisor’s instructions, 

and inability to adhere to FDIC policies. 

In addition, before departing the FDIC, Employee-NY completed the Pre-Exit Clearance 

Form, attesting that she had returned to the FDIC all confidential information she 

                                                           
32

 Throughout this Special Inquiry report, we refer to the former FDIC employees by incident to protect their 
privacy. 
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possessed and would not remove any confidential information from the FDIC before her 

departure.   

The FDIC notified the financial institutions impacted by this incident.33  The FDIC also 

included the New York Incident in its annual FISMA submission that was transmitted to 

OMB in November 2015 and ultimately to Congress in March 2016.  

The FDIC referred the New York Incident to the OIG, and the OIG conducted an 

investigation to determine whether any potentially criminal conduct had occurred.  Based 

on the OIG’s investigation, on March 15, 2018, an indictment was filed against Employee-

NY for theft of government property (Title 18, United States Code, Section 641) in the 

Eastern District of New York (Indictment, United States v. Aytes, No. 18-cr-00132 (E.D.N.Y. 

March 15, 2018)). 

B. The Florida Incident 

 

 Figure 5:  Timeline for Florida Incident 

Our OIG audit entitled The FDIC’s Process for Identifying and Reporting Major Information 

Security Incidents reviewed the FDIC’s activities, records, decisions, and reports for one 

breach, referred to as the Florida Incident.  On October 23, 2015, the FDIC ISPS employee 

reviewing DLP tool hits of departing employees learned that on September 16-17 and 

                                                           
33

 Customer notifications were not required because the incident did not involve PII. 
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October 15, 2015, Employee-FL, a former FDIC employee in RMS, downloaded over 1,200 

documents containing sensitive information, including confidential information regarding 

the FDIC’s examination of financial institutions, customer Social Security Numbers, SARs, 

and other financial institution files, onto a removable media device.   

Examination reports and examination-related material may include the following 

information:  individuals’ Social Security Numbers, full names, dates of birth, home 

addresses, home phone numbers, employment information, loan numbers, or outstanding 

loan amounts; taxpayer identification numbers/employer identification numbers; account 

numbers; Reports of Examination; loan trial balances; investigative reports; consent orders; 

Call Report data; pre-exam planning memoranda; visitation memos; examination call-in 

memos; FinCEN downloads; automated clearinghouse information; or audit reports. 

By reviewing Employee-FL’s FDIC-issued computer, an FDIC ISPS employee determined that 

Employee-FL used a personally-owned removable media device that the FDIC did not have 

in its possession to download the data.  Prior to her departure from the FDIC, Employee-FL 

had signed the FDIC’s Pre-Exit Clearance Form, certifying she had not taken confidential 

information. 

On November 19, 2015, Employee-FL and her FDIC supervisors had three discussions, by 

telephone, where she denied copying the information or owning a removable media 

device.  Over the next two weeks, Employee-FL refused to meet with FDIC staff.  She 

eventually advised them that any further communication from the FDIC should be directed 

to her private legal counsel.  The FDIC also learned that Employee-FL had obtained 

employment with a financial services company based in India and that she was 

experiencing personal hardship as she was in the midst of a divorce and had lost her 

residence.  

On December 2, 2015, the FDIC determined that the Florida Incident involved more than 

10,000 unique Social Security Numbers.  Accordingly, the incident met the threshold in 

OMB Memorandum M-16-03 for 7-day reporting under FISMA 2014.  Despite several 

emails from Information Security staff inquiring as to when another DBMT meeting would 

occur, in a memorandum dated December 6, 2015, then-CIO Gross stated that the Florida 

Incident did not constitute a “major incident” under OMB Memorandum M-16-03.34  This 

decision was made without the benefit of a recommendation from the DBMT.  Then-CIO 

                                                           
34

 On December 7, 2015, at the request of then-CIO Gross, ISPS added an attachment to the memorandum 
that contained a timeline of events related to the Florida Incident.  The memorandum itself, including then-
CIO Gross’ “major incident” determination, did not change.   
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Gross further stated that “additional work is required by RMS, Legal, and ISPS before the 

impact level of the breach can be determined.” 

Subsequently, the FDIC learned that Employee-FL’s attorney had taken possession of the 

personally-owned removable media 

device.  The FDIC obtained the device 

from the attorney on December 8, 

2015, more than 11 weeks after the 

first download of information.  The 

FDIC did not determine whether and in 

what manner the data was accessed, 

copied, or disseminated. 

On February 19, 2016, during the 

course of our audit work on the Florida 

Incident, the OIG advised the FDIC that it should have reported the Florida Incident as a 

“major incident” to Congress, in accordance with FISMA 2014 and OMB Memorandum M-

16-03: 

[T]he incident should have been reported to the Congress not later than 
December 9, 2015 – 7 days after it was determined that more than 10,000 
unique [Social Security Numbers] were involved in the breach . . . Moreover, it 
is possible that the incident could have been designated as major as early as 
November 6, 2015 [7 days after OMB issued its Memorandum M-16-03], as 
the exfiltration involved records that had special importance.35   

The FDIC subsequently reported the incident to Congress and other appropriate 

government agencies pursuant to FISMA 2014 on February 26, 2016 (see Appendix VI).  

Then-CIO Gross later stated, on June 20, 2016, that “[a]fter receiving the OIG’s February 19, 

2016 memorandum, we adopted their analysis and conclusions and have since then 

reported consistent with it.”   

On March 25, 2016, Employee-FL’s attorney provided the FDIC with a signed statement 

from Employee-FL, which stated that since departing from the FDIC, Employee-FL had not 

“disseminated or copied any FDIC Confidential Information from the [USB drive] and no 

                                                           
35

 The information downloaded by the employee included SARs.  Inappropriate disclosure of a SAR to an 
unauthorized person is a violation of federal law.  Such disclosure could result in significant or demonstrable 
impact to public confidence in the FDIC’s ability to protect personal information since SARs often contain PII.  
The IRA for this incident noted that the downloaded information could be used to open new accounts or 
commit identity theft, and could be used to cause public/reputational embarrassment, jeopardize the mission 
of FDIC, or cause other harm. 

Protecting Sensitive Information 

FDIC Circular 1360.9 states that, in order to protect 
sensitive information, it is the policy of the FDIC to 
safeguard sensitive information from unauthorized 
access.  The Circular requires that sensitive 
information not be removed from the workplace 
without prior management approval.  The attorney’s 
possession of the device constituted unauthorized 
access as only those individuals who have a 
legitimate need to access sensitive information in the 
performance of their duties shall be provided access.   
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longer [had] in [her] possession, custody or control any FDIC Confidential Information in 

any format” (see Appendix V, page 125).   

On April 4, 2016, the DBMT determined that the incident was “low risk” based on 

“mitigating factors.”  Given this determination, the DBMT did not recommend that bank 

customers be notified, nor did the DBMT recommend credit monitoring for such 

individuals.  The IRA for this incident included a partially completed risk analysis/impact 

assessment—the overall sensitivity of the data was classified as high; however, no risk level 

was assigned for overall probability of misuse, overall likelihood of harm, and overall ability 

of the FDIC to mitigate harm.  The IRA did not indicate for this incident, nor did any of the 

IRAs for the other incidents examined in this Special Inquiry report, how these individual 

risk factor determinations led the DBMT to the overall risk designation for the incident.   

Based on our interviews, we determined that on May 12, 2016, after testifying before the 

SST Committee’s Subcommittee on Oversight, then-CIO Gross met with FDIC Chairman 

Martin Gruenberg (“Chairman Gruenberg” or “the FDIC Chairman”); Chief Operating Officer 

Barbara Ryan (“COO Ryan”); OLA Director Andy Jiminez (“OLA Director Jiminez”); and 

Barbara Hagenbaugh, Deputy to the Chairman for Communications, to discuss the hearing.  

They discussed notifying individuals potentially affected by the breach and the related 

concerns brought up in the Congressional hearing that day.  Based on this discussion, the 

group reached a consensus and the FDIC Chairman made the decision to notify individuals 

and provide credit monitoring.  Then-CIO Gross, in turn, advised his staff that credit 

monitoring would be offered to individuals whose sensitive information was involved in the 

breach.  The FDIC ultimately determined that the PII of 20,528 individuals was involved and 

began notifying consumers and offering credit monitoring to those individuals on 

November 12, 2016, more than a year after the information was downloaded. 

The OIG referred this matter to the U.S. Attorney’s Office in the Middle District of Florida 

for prosecutorial consideration.  On June 1, 2017, the U.S. Attorney’s Office declined 

prosecution. 
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C. Incident A 

 Figure 6:  Timeline for Incident A 

On November 10, 2015, the FDIC learned that Employee-A, a former RMS employee, had 

downloaded more than 500 documents containing sensitive information to a removable 

media device on September 30 and October 1, 2015.  The documents included FDIC 

examination-related material, including confidential Reports of Examination.  Prior to his 

separation from the FDIC, Employee-A had signed the FDIC’s Pre-Exit Clearance Form, 

certifying that he had not taken confidential information.  

On November 25, 2015, Employee-A’s former supervisor contacted him about the matter, 

and Employee-A turned in an FDIC-issued removable media device on November 30, 2015 

– approximately 2 months after the information was downloaded.  Employee-A stated that 

he had taken the data in case he returned to the FDIC to work.   

On December 16, 2015, the FDIC learned that the device Employee-A returned did not 

match the device that the DLP tool had identified.  Employee-A falsely asserted that there 

was “no other USB drive for the FDIC to review.”  In a later conversation, Employee-A 

claimed, again falsely, that the FDIC data was on the FDIC-issued device he had already 

returned and not on a personal device. 

On December 23, 2015, the DBMT decided that Employee-A’s former supervisor, the then-

CISO Christopher Farrow (“then-CISO Farrow” or “Mr. Farrow”), and FDIC Legal Division 

staff would call Employee-A again.  When Employee-A’s former supervisor later tried to 

arrange the call, Employee-A refused to speak to then-CISO Farrow and Assistant General 
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Counsel Henry Griffin (“AGC Griffin”).  AGC Griffin explained in an email to then-CIO Gross 

on January 11, 2016, that Legal Division attorneys had prepared a demand letter to send to 

Employee-A, since he was being “uncooperative when we tried to reason with him by 

telephone in the last week of December.”  On January 21, 2016, Employee-A turned in his 

personally-owned device, which contained the compromised data and matched the device 

detected by the DLP tool.36 

On February 11, 2016, the FDIC contacted Employee-A to confirm that he had not copied or 

disseminated the data, among other things.  On February 25, 2016, over 3 months after the 

FDIC discovered the breach and nearly 5 months after the information was downloaded, 

Employee-A signed a statement asserting that he did not “make any electronic copies of 

[the personally-owned drive], nor did [he] copy any Confidential Information from the [the 

personally-owned drive] onto another computer or electronic storage device” (see 

Appendix V, pages 126-127).  According to the IRA for Incident A, Legal Division staff 

determined that the statement was sufficient in responding to the Legal Division’s 

concerns discussed with Employee-A on February 11.   

On February 26, 2016, the DBMT determined that the incident was a breach with “low risk” 

of harm and, therefore, it neither recommended consumers be notified nor credit 

monitoring be offered.  The IRA for this incident contained a completed risk 

analysis/impact assessment, which classified the overall data sensitivity as moderate, the 

overall probability of misuse as low, the overall likelihood of harm as moderate, and the 

overall ability of the FDIC to mitigate harm as able to mitigate most harm. 

On April 29, 2016, nearly 5½ months after the FDIC first discovered the downloads, RMS 

completed its review of all but one file involved in the incident.  On May 5, 2016, the FDIC 

determined that the files could include the PII or sensitive information of over 10,000 

individuals, although the count was still ongoing at that time.  The FDIC reported the 

incident to Congress and other appropriate government agencies on May 9, 2016, over 7 

months after the information was downloaded (see Appendix VI).   

As with the Florida Incident, on May 12, 2016, after testifying before the SST Committee’s 

Subcommittee on Oversight and meeting with the FDIC Chairman, then-CIO Gross advised 

his staff that credit monitoring would be offered to individuals whose sensitive information 

was involved in the breach.  Subsequently, after further analysis, the FDIC determined that 

                                                           
36

 When subsequently interviewed about the data breach by OIG investigators, Employee-A said that he had 
copied the data from his personal device to the FDIC-issued device, because the personal drive was his 
personal property and it contained personal files.  He said he copied them directly from one drive to the 
other; he did not copy them to his computer and then onto the second drive.  Employee-A did not consent to 
a search of his personal computer but insisted that he did not have any FDIC information there. 
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the PII of 4,884 individuals was involved, and began offering credit monitoring to those 

individuals on November 12, 2016 – over 1 year after the information was downloaded.37 

D. Incident B 

 Figure 7:  Timeline for Incident B 

On November 10, 2015, the FDIC learned that Employee-B, a former RMS employee, had 

downloaded more than 1,200 documents containing sensitive information to a USB drive 

on October 29, 2015.  Employee-B took data including bank examination information, SARs, 

and confidential Reports of Examination, among other things.  Prior to his separation from 

the FDIC, Employee-B had signed the FDIC’s Pre-Exit Clearance Form, certifying that he had 

not taken confidential information.  

After his departure, Employee-B’s former supervisor in RMS contacted him, and on 

December 3, 2015, Employee-B provided a personally-owned external hard drive to his 

former FDIC supervisor.  He stated that he “mistakenly” copied the wrong folder to the 

personally-owned hard drive and had only accessed it to confirm that the data in question 

                                                           
37

 In each instance where the FDIC notified the customers and offered credit monitoring services, the FDIC 
performed further research, including contacting financial institutions to obtain addresses for individuals 
initially determined to be potentially affected.  In the course of doing so, the FDIC learned that the initial 
estimated figure was incorrect.  This resulted in the final number of individuals notified being substantially 
lower. 
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had been downloaded. 38  On December 17, 2015, the FDIC confirmed that the hard drive 

provided by Employee-B was the same as the drive identified in the DLP report. 

On February 19, 2016, about 3½ months after Employee-B downloaded the information, he 

returned a signed statement indicating that he had not stored the data anywhere other 

than the drive; no one else had access to the drive; the data had not been accessed, 

copied, downloaded, or disseminated in any way; and that he would further refrain from 

accessing or disclosing the information (see Appendix V, pages 128-129). 

On February 26, 2016, the DBMT determined that the breach was “low risk” and therefore 

did not recommend notifying customers or offering credit monitoring services.  The IRA 

included a completed risk analysis/impact assessment that classified the overall data 

sensitivity as moderate, the overall probability of misuse as low, the overall likelihood of 

harm as low, and the overall ability of the FDIC to mitigate harm as able to mitigate most 

harm. 

On April 27, 2016, almost 6 months after the information was downloaded, the FDIC 

determined that the PII or sensitive information of more than 10,000 individuals or entities 

was potentially involved in Incident B.  Two days later, the FDIC completed its review and 

found that the sensitive records of 28,232 individuals and entities were potentially 

affected.  The FDIC notified Congress and other appropriate government agencies of this 

incident on May 9, 2016, more than 6 months after the information was downloaded (see 

Appendix VI).  

On May 12, 2016, after testifying before the SST Committee’s Subcommittee on Oversight 

and after meeting with the FDIC Chairman, then-CIO Gross advised his staff that credit 

monitoring would be offered to individuals whose sensitive information was involved in the 

breach.  In its preparations for doing so, the FDIC determined that the final number of 

individuals to be notified and offered credit monitoring was 1,907.39  The FDIC began to 

notify bank customers on November 15, 2016, more than 1 year after the information was 

downloaded, and offered credit monitoring to those individuals. 

                                                           
38

 When later interviewed about the breach by OIG and FinCEN investigators on September 21, 2016, 
Employee-B did not consent to a search of his personal computer. 
39

 See footnote 37. 
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E. Incident C 

 Figure 8:  Timeline for Incident C 

On December 10, 2015, the FDIC ISPS employee reviewing DLP information discovered that 

Employee-C, a retiring Division of Depositor and Consumer Protection (“DCP”) employee, 

had copied sensitive information to a removable media device on November 15, 2015, 

before her last day in the office on November 25, 2015.  The data Employee-C downloaded 

included a bank’s loan trial balance, which could include sensitive information such as loan 

numbers and unpaid balances.  The ISM initially estimated that approximately 388 files had 

been compromised and copied, including approximately 28,000 Social Security Numbers as 

well as borrower names, addresses, loan numbers, and outstanding loan balances.  Prior to 

her separation from the FDIC, Employee-C had signed the FDIC’s Pre-Exit Clearance Form, 

certifying that she had not taken confidential information.  

On December 10, 2015, Employee-C’s former FDIC supervisor in DCP contacted her about 

the breach.  As reflected in the IRA, the supervisor reported that Employee-C had 

“inadvertently” copied some of the files that were flagged by the DLP tool while trying to 

copy personal files.40  Employee-C returned a personally-owned flash drive to the FDIC the 

following day.   

                                                           
40

 Employee-C was later interviewed by OIG and FinCEN investigators on September 20, 2016.  In that 
interview, Employee-C again indicated that she accidentally copied the files. 
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On January 5, 2016, Employee-C’s former supervisor reported that neither this drive nor 

the FDIC-issued flash drive Employee-C turned in during her separation process were the 

removable media device that the DLP tool had detected.  The personally-owned flash drive, 

however, contained the files that the DLP tool detected as those Employee-C had 

downloaded before she left the FDIC. 

On February 3, 2016, the DBMT recommended that ISPS conduct further forensic review to 

reexamine whether either of the flash drives matched the drive identified by the DLP tool.  

ISPS determined that Employee-C used an external hard drive, not a flash drive, to 

download the data.  

When Employee-C’s former FDIC supervisor in DCP confronted her with the findings of the 

additional forensic review, Employee-C admitted that she had used an external hard drive 

to download data and that she had not returned it to the FDIC.  Employee-C stated that 

once her former FDIC supervisor had contacted her to ask about the data, she copied the 

downloaded data from the external hard drive to the personally-owned flash drive that she 

returned to the FDIC on December 11, 2015.41   

This explanation raised concerns that Employee-C used a non-FDIC computer to copy the 

data from the hard drive to a flash drive, which could result in some of the sensitive FDIC 

data remaining on the non-FDIC computer, depending on how Employee-C copied the files 

from the hard drive to the flash drive.  Thus, Employee-C, or anyone else with access to her 

computer, may have been able to access sensitive FDIC information.  The FDIC’s CSIRT 

recommended that the FDIC examine the computer Employee-C used to transfer the data 

between the drives.  The FDIC did not do so.42 

On February 19, 2016, the DBMT learned additional information about Employee-C, 

including that: 

 Employee-C had been on a performance improvement plan during her 
employment at the FDIC, 

 Employee-C had not completed a requisite technical examination, 

 Employee-C  had been proposed for removal from her employment, and  

                                                           
41

 In her interview with OIG and FinCEN investigators on September 20, 2016, Employee-C told the 
investigators that she tried to destroy the external hard drive herself with a hammer, ran over it with her car, 
tried to damage it with a screwdriver, and eventually dropped it off at a hardware disposal company.   
42

 At the time of her interview on September 20, 2016, Employee-C allowed the investigators to review and 
image her personal computer.  Based on further investigation, we learned that 375 of the 388 FDIC files were 
found on Employee-C’s personal computer.  Employee-C indicated she did not know how that happened and 
suggested that the FDIC flash drive might have transferred some of those files to her personal computer. 
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 Employee-C had left the FDIC under a settlement agreement.  

On March 7, 2016, about 3½ months after the FDIC discovered Employee-C had 

downloaded the information, the FDIC Legal Division sent a letter to Employee-C seeking 

confirmation of the destruction of the hard drive and details regarding such destruction.  

Further, the letter requested a statement from Employee-C acknowledging her obligation 

not to disclose confidential information, to turn over any confidential information she had, 

and to cooperate with the FDIC to appropriately deal with any such confidential 

information that may have been copied or disseminated. 

On March 8, 2016, Employee-C provided a statement confirming that (1) she personally 

destroyed the hard drive after she transferred the files onto the personal USB that she 

turned over to the FDIC; (2) she took the hard drive to 

a hardware destruction facility; and (3) she did not 

receive a receipt for the destruction but she contacted 

the facility and was told that any devices dropped off 

during the time period when she dropped off her drive 

would have been destroyed.  Employee-C stated that 

she did not have any other confidential information 

and that no other personal devices were used to 

transfer, store, or manipulate the confidential data 

(see Appendix V, page 130).43  In subsequent email 

correspondence with the Legal Division, Employee-C 

additionally confirmed, on March 15, 2016, that she 

had not further copied or disseminated the sensitive 

PII.  

On March 18, 2016, the FDIC determined that the sensitive information downloaded by 

Employee-C contained the PII and sensitive information of 49,217 individuals and 15,446 

businesses and entities, exceeding the OMB Memorandum M-16-03 threshold.  On March 

28, 2016, about 4½ months after the information was downloaded, the DBMT 

recommended that the incident was a breach and a “major incident” that needed to be 

reported to Congress pursuant to FISMA 2014.  

On March 31, 2016, the DCP ISM contacted the hardware destruction facility and learned 

that it issued receipts and “Certificates of Destruction” for all disposals, although 

Employee-C had reported to the FDIC that she did not receive a receipt.  The ISM further 
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 As previously mentioned, OIG and FinCEN investigators later discovered 375 of the 388 FDIC files on 
Employee-C’s personal computer. 

FDIC Electronic Media Destruction 

FDIC employees are instructed to 
use secure “EShred” consoles to 
dispose of electronic media, 
including thumb drives, when it is no 
longer required to perform his/her 
job duties.  The consoles and 
destruction services are provided 
under a contract with Iron 
Mountain.  Accordingly, it was 

inappropriate for Employee-C to 

utilize this hardware disposal 
company that was not authorized by 
the FDIC to possess, maintain, or 
destroy a device used for official 
FDIC business.   
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noted that the company maintained a log of all disposals.  The DBMT later learned that the 

hardware destruction facility would not maintain a record or receipt for such destructions, 

as it only keeps such a record if the customer purchases a premium data destruction 

service.  That was not the case in this instance.  

During a meeting on April 12, 2016, the DBMT determined the risk level of Incident C to be 

low due to a number of factors:  

 Employee-C was cooperating with the FDIC in resolving the incident, 

 Employee-C’s integrity was not in doubt, 

 The DBMT believed that she did not have malicious intent in taking the data, 

 She confirmed that she did not misuse and had returned or destroyed the data, 
and  

 The DBMT did not feel she had a reason to misuse the data.   

The DBMT did not make a recommendation as to whether bank customers should be 

notified and/or offered credit monitoring services.  The IRA for this incident included a 

partially completed risk analysis/impact assessment, which classified the overall sensitivity 

of the data as high; however, no risk level was assigned for overall probability of misuse, 

overall likelihood of harm, and overall ability of the FDIC to mitigate harm. 

The FDIC ultimately reported Incident C, along with four other incidents, to Congress and 

other appropriate government agencies on May 9, 2016, approximately 6 months after the 

information was downloaded (see Appendix VI). 

On May 12, 2016, after testifying before the SST Committee’s Subcommittee on Oversight 

and after meeting with the FDIC Chairman, then-CIO Gross advised his staff that credit 

monitoring would be offered to individuals whose sensitive information was involved in the 

breach.  The FDIC began notifying bank customers of the breach on December 13, 2016, 

more than 1 year after the information was downloaded, and offered credit monitoring 

services.   Based on FDIC records, we understand that 33,969 individuals were offered 

credit monitoring services.44 
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 See footnote 37. 
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F. Incident D 

 Figure 9:  Timeline for Incident D 

On January 8, 2016, the FDIC learned that Employee-D, a retiring RMS employee, had 

downloaded more than 2,000 files containing PII and sensitive information to two 

removable media devices on November 1 and December 2, 2015, before his last day in the 

office on December 11, 2015.  The information included financial institution examination 

information, including SARs.  Prior to his separation from the FDIC, Employee-D had signed 

the FDIC’s standard Pre-Exit Clearance Form, certifying that he had not taken confidential 

information. 

When first contacted in January 2016, Employee-D told his former supervisor that he 

intended to copy only training files and he asserted that he was not aware that the files 

contained embedded bank data.  On January 13, 2016, Employee-D returned two USB 

drives, but based on the FDIC forensic analysis, the drives were blank.   

When he returned the drives, Employee-D provided his former supervisor with a different 

explanation for his actions, indicating that he had downloaded the data to the USB drives 

as part of a monthly data backup process he used while working at the FDIC.  Employee-D 

said that once he was contacted by his former supervisor, he reviewed the drives and 

found them to be blank.  He then claimed that he had erased the data sometime between 

his last day in the office (December 11, 2015) and Christmas.  Employee-D did not offer an 

explanation as to why he would erase the backup copies.  Also, Employee-D presumably 

would have used an electronic device to erase the data from the USB drives.   
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The FDIC did not attempt to review Employee-D’s personal computer.45  At the FDIC’s 

request, Employee-D signed a statement asserting the USB drives “were locked in a safe” at 

his home, that he had not disseminated any information, and that “the materials 

downloaded from [his] FDIC laptop to these USB storage devices were erased by [him] 

sometime in late December 2015” (see Appendix V, page 131).46 

On February 26, 2016, the DBMT determined that the incident was a breach with a “low 

risk” of harm, and credit monitoring would not be offered “as a result of mitigating 

factors,” which were not further described.  The IRA for this incident contained a 

completed risk analysis/impact assessment, which classified the overall data sensitivity as 

high, the overall probability of misuse as low, the overall likelihood of harm as low, and the 

overall ability of the FDIC to mitigate harm as able to mitigate most harm. 

On April 27, 2016, nearly 6 months since the first download of information by Employee-D, 

the FDIC determined that the PII or sensitive information of more than 10,000 individuals 

or entities was potentially involved in Incident D.  On April 29, 2016, the count was finalized 

at 22,522 individuals and entities.  The FDIC reported this incident to Congress and other 

appropriate government agencies pursuant to the requirements of FISMA 2014 on May 9, 

2016, more than 6 months after the information was downloaded (see Appendix VI).  

On May 12, 2016, after testifying before the SST Committee’s Subcommittee on Oversight 

and meeting with the FDIC Chairman, then-CIO Gross advised his staff that credit 

monitoring would be offered to individuals whose sensitive information was involved in the 

breach.  In its preparations for offering notification and credit monitoring, the FDIC 

determined that the final number of individuals to be offered notification and credit 

monitoring was 11,931.47  The FDIC began notifying bank customers of the breach on 

November 11, 2016, over a year after the first download of information, and offered credit 

monitoring services. 

                                                           
45

 In a later interview with OIG and FinCEN investigators on September 19, 2016, Employee-D did not consent 
to a search of his personal computer but insisted he no longer had any sensitive FDIC or banking information 
on his computer. 
46

 In the subsequent interview with OIG and FinCEN investigators, Employee-D claimed that he first used his 
FDIC computer to wipe the drives, but he continued to state that he then wiped the drives again using his 
personal computer.  He rationalized that the drives were already wiped of the FDIC data before he plugged 
them in to his personal computer.   
47

 See footnote 37. 
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G. Incident E 

 Figure 10:  Timeline for Incident E 

On January 7, 2016, the FDIC learned that Employee-E, a retiring RMS employee, had 

downloaded approximately 3,000 records containing bank customers’ PII and other 

sensitive information, including SARs, to multiple removal media devices on December 28, 

2015.  Prior to his separation from the FDIC, Employee-E had signed the FDIC’s standard 

Pre-Exit Clearance Form, certifying that he had not taken confidential information.   

On January 8, 2016, Employee-E represented to his former FDIC supervisor that he was 

attempting to transfer personal files to the removable media devices, but the software he 

used did not allow him to select individual files.  According to Employee-E, he initially tried 

to transfer the data to two FDIC-issued removable media drives, but when he was not able 

to do so, he transferred all of the data to a drive that he personally owned and later 

deleted the FDIC data from his personally-owned drive.  Employee-E returned all three 

drives to his former FDIC supervisor on the same day, January 8, 2016. 

Employee-E’s former FDIC supervisor reviewed the drives and confirmed that no FDIC data 

were present on any of the drives, but the personally-owned drive contained some 

personal files.  According to the IRA, on January 14, 2016, the RMS ISM informed the ISPS 

Incident Lead that the devices that Employee-E returned matched the devices flagged by 

the DLP tool and that the drives did not contain any FDIC data.  Based on that information, 

the ISPS Incident Lead decided a DBMT was not needed at that time.  

Employee-E returned a signed statement to the FDIC on February 19, 2016.  Employee-E 

confirmed that he had not stored the data anywhere other than the drives; no one else had 
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access to the drives; the data had not been accessed, copied, downloaded, or disseminated 

in any way; and that he would further refrain from accessing or disclosing the information 

(see Appendix V, pages 132-133). 

On February 26, 2016, the DBMT determined that Employee-E’s personally-owned drive 

would be returned to him after the FDIC ensured that all FDIC data had been erased from 

the drive.  The DBMT determined that this was a breach with a “low risk” of harm, and 

credit monitoring would not be offered “as a result of mitigating factors,” which were not 

further described.  The IRA for this incident contained a completed risk analysis/impact 

assessment, which classified the overall data sensitivity as high, the overall probability of 

misuse as low, the overall likelihood of harm as low, and the overall ability of the FDIC to 

mitigate harm as able to mitigate most harm.   

On April 29, 2016, about 4 months after the information was downloaded, the FDIC 

determined that the initial results of its review showed the PII or sensitive information of 

more than 10,000 individuals or entities was potentially compromised.  As of May 3, 2016, 

the FDIC had determined that the PII and sensitive information of 18,668 individuals and 

397 entities was compromised.  The FDIC notified Congress and other appropriate 

government agencies of Incident E on May 9, 2016, over 4 months after the information 

was downloaded (see Appendix VI).   

On May 12, 2016, after testifying before the SST Committee’s Subcommittee on Oversight 

and after meeting with the FDIC Chairman, then-CIO Gross advised his staff that credit 

monitoring would be offered to individuals whose sensitive information was involved in the 

breach.  In its preparations for offering notification and credit monitoring, the FDIC 

determined that the final number of individuals to be offered notification and credit 

monitoring was 11,417.48  The FDIC began notifying bank customers of the data breach on 

November 14, 2016, nearly 11 months after the information was downloaded, and offered 

credit monitoring services. 

                                                           
48

 See footnote 37. 
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H. Incident F 

 

 Figure 11:  Timeline for Incident F 

On February 29, 2016, the FDIC learned that Employee-F, a former DRR employee, had 

copied PII and sensitive information to a removable media device in January and February 

2016.  The device contained 112 files, including appraisals, compliance review reports, 

purchase and assumption agreements, and other loss-share related documents, that 

contained the PII of nearly 45,000 bank customers.  Later that same day, DRR staff 

contacted Employee-F, and she returned the device that contained the data the following 

day, March 1, 2016.  Prior to her separation from the FDIC, Employee-F had signed the 

FDIC’s standard Pre-Exit Clearance Form, certifying that she had not taken confidential 

information. 

According to the IRA for this incident, the DBMT “agreed that based on evidence provided, 

the download of FDIC information by the former employee was inadvertent.  The former 

employee was copying a significant number of personal files (photographs, music) prior to 
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her departure from FDIC, and the FDIC files were inadvertently saved along with the 

personal data.”49   

On March 18, 2016, almost 7 weeks after the first download of information, the FDIC 

notified Congress and other appropriate government agencies of the “major incident” 

pursuant to FISMA 2014 (see Appendix VI).  On April 11, 2016, 10 weeks after the first 

download of information, Employee-F signed a statement agreeing that “[t]he Confidential 

Information was not accessed, copied, downloaded, or disseminated in any way” (see 

Appendix V, page 134). 

On April 13, 2016, the DBMT determined the risk of harm of the breach to be “low” due to 

mitigating factors, including:  the download was inadvertent; the employee was copying 

many personal files prior to her departure; she was a trusted employee, had no apparent 

malicious intent, and remained cooperative and responsive throughout the handling of the 

Incident; and there was no reason to believe she had done anything improper with the 

information.  The IRA for this incident contained a completed risk analysis/impact 

assessment, which classified the overall data sensitivity as high, the overall probability of 

misuse as low, the overall likelihood of harm as low, and the overall ability of the FDIC to 

mitigate harm as able to mitigate most harm.  Because they viewed the risk of harm to be 

low, the DBMT did not recommend notifying bank customers of the breach, nor did it 

recommend offering credit monitoring services.  

Later, on May 12, 2016, after testifying before the SST Committee’s Subcommittee on 

Oversight and after meeting with the FDIC Chairman, then-CIO Gross advised his staff that 

credit monitoring would be offered to individuals whose sensitive information was involved 

in the breach.  In its preparations for offering notification and credit monitoring, the FDIC 

determined that the final number of individuals to be offered notification and credit 

monitoring was 36,997.50  The FDIC began notifying bank customers of the data breach on 

November 15, 2016, over 10 months after the first download of information, and offered 

credit monitoring services. 
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 In a subsequent interview with OIG and FinCEN investigators on September 20, 2016, Employee-F stated 
that she did not own a personal computer.   
50

 See footnote 37. 
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V. OIG Findings and Analysis Regarding the FDIC’s Handling of 
Information Security Incidents and Breaches   

A. The FDIC Did Not Have Implementation Guidance and Procedures 
to Meet Statutory FISMA 2014 Deadlines 

The FISMA 2014 statute required that Federal agencies develop, document, and implement 

an agency-wide information security program that included, among other things, 

procedures for detecting, reporting, and responding to information security incidents.  As 

noted earlier, FISMA 2014 introduced the concept of “major incident” and outlined a 7-day 

reporting requirement.  Specifically, for “major incidents,” an agency had to notify and 

consult with appropriate Congressional Committees no later than 7 days after the date on 

which there was a reasonable basis to conclude that a “major incident” has occurred.51  

FISMA 2014 did not define the term “major incident” in the statute, but tasked OMB with 

developing guidance on what constitutes a “major incident.”  OMB issued guidance relating 

to this term, in its Memorandum M-16-03, on October 30, 2015. 

During the relevant timeframe of this Special Inquiry, OMB Memorandum M-16-03 

provided that in determining when a data breach is a “major incident,” a Federal agency 

“shall consider” whether the incident involves data that is:  

 “not recoverable, not recoverable within a specified amount of time, or is 
recoverable only with supplemental resources;” 

 “a high or medium functional impact to the mission of an agency;” or 

 “the exfiltration, modification, deletion or unauthorized access or lack of 
availability to information or systems within certain parameters to include 
either:   

• A specific threshold of number of records or users affected [10,000 or 
more records or 10,000 or more users affected]; or  

• any record of special importance [that is likely to result in a significant or 
demonstrable impact onto agency mission, public health or safety, 
national security, economic security, foreign relations, civil liberties, or 
public confidence].” 

Our work showed that between the enactment of FISMA 2014 in December 2014 and the 

New York Incident in September 2015, which predated the issuance of OMB Memorandum 

                                                           
51

 This FISMA reporting requirement became effective the date the statute was enacted.  The general rule is 
“that when a statute has no effective date, ‘absent a clear direction by Congress to the contrary, [it] takes 
effect on the date of its enactment.’” Johnson v. U.S., 529 U.S. 694 (2000) (citing Gozlon–Peretz v. U.S., 498 
U.S. 395 (1991)).       
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M-16-03, the FDIC had not developed a comprehensive and thorough incident response 

plan, program, policies, or procedures to include reporting of such “major incidents” if or 

when they occurred.  As a result, when confronted with the New York Incident, the FDIC 

was unprepared to promptly implement an effective and efficient process for reporting 

what was a serious breach of sensitive information.  

Shortly after discovery of the New York Incident, in October 2015, attorneys in the FDIC 

Legal Division began discussing whether FISMA 2014 required the FDIC to notify Congress 

about the incident as a “major incident.”  FDIC Legal Division management also internally 

debated whether to draft a legal opinion or interim guidance regarding the interpretation 

of FISMA 2014 and its reporting requirements.  AGC Griffin and another Legal Division 

attorney perceived that FDIC upper management might not want a written legal opinion on 

this issue.  In his interview for this Special Inquiry, AGC Griffin stated that “our sense at the 

time was that, it was a matter of high sensitivity on the 6th floor, very high sensitivity.  And 

therefore, and because things aren’t cooked yet, don’t put it in writing.”   

In late October 2015, after a series of discussions about whether or not to report the New 

York Incident to Congress, the Legal Division attorney began to draft interim guidance 

regarding what constituted a “major incident” under FISMA 2014.  According to our 

interview for this Special Inquiry, the Legal Division attorney said that he was instructed by 

AGC Griffin not to type up the interim guidance and not to save it on an agency’s 

computer—rather, to handwrite it.  Attorney work product is not typically handwritten; 

instead, it is usually drafted and saved in electronic form on the FDIC’s network.  In the OIG 

interviews for this Special Inquiry, AGC Griffin acknowledged that the instruction was 

“inconvenient,” “troubling,” and “not the way one does business;” the Legal Division 

attorney described it as “strange;” and a Supervisory Counsel described it as “unusual.”  

The Legal Division attorney believed that AGC Griffin was speaking on behalf of then-

Deputy General Counsel Roberta McInerney (“then-DGC McInerney”).52  AGC Griffin 

confirmed that then-DGC McInerney had given the instruction.  The Legal Division attorney 

said that “it is the first time in decades that I was ever directed to do any legal work that 

required scratching it out by hand on a yellow legal pad.”  The Legal Division attorney’s 

supervisor, the Supervisory Counsel, also recalled a similar instruction being relayed – “the 

instruction was to first put it on paper, and I think [AGC Griffin] gave instruction to [the 

Legal Division attorney] to start long hand-writing it as opposed to . . . saving it to [a] file.”   

                                                           
52

 Ms. McInerney retired from the FDIC on September 30, 2017, and is therefore referred to throughout this 
report as “then-DGC McInerney” or “former DGC McInerney.” 
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Then, on October 27, 2015, the Legal Division attorney made a contemporaneous note that 

he was instructed by AGC Griffin that pursuant to instructions from then-DGC McInerney, 

he could type, but not save to the FDIC’s computer system, his handwritten draft, because 

“the sixth fl. may not want.”  It is not precisely clear to whom she was referring, but the 

“Sixth Floor” is generally understood to mean the Office of the Chairman.  AGC Griffin 

recalled that then-DGC McInerney provided the instruction to the Supervisory Counsel, the 

Legal Division attorney, and him on a conference call.  According to the Legal Division 

attorney, once the text of the draft guidance was typed, a hard copy was printed for 

limited distribution to the Supervisory Counsel and AGC Griffin later on October 27. 

The next day, October 28, 2015, the Legal Division attorney made a contemporaneous note 

during a conference call that AGC Griffin reported that, according to then-DGC McInerney 

and then-OLA Director Eric Spitler,53 “we can’t share policy ideas until [the] 6th fl. is clear.”     

We interviewed both Chairman Gruenberg and COO Ryan and neither of them recalled 

expressing a view that the Executive Office must approve the provision of legal advice or 

guidance.  Chairman Gruenberg further stated that he was not aware of anyone in the 

Chairman’s Office driving the policy ideas related to “major incident” reporting.  

According to our interview with the Legal Division attorney, AGC Griffin advised that then-

DGC McInerney had asked for a copy of the interim guidance on FISMA 2014 on October 

29, 2015.  Apparently, then-DGC McInerney was looking for something else, because when 

AGC Griffin emailed the interim guidance, she replied by email:  

As we discussed the day before yesterday and before, I asked you not to send 
around your suggested ideas for interim procedures (or anyone’s ideas) 
because there are significant questions about what should be in the 
procedures and we need more input before drafts are ready to circulate. 

Then-CISO Farrow similarly recounted in his OIG interview for this Special Inquiry that then-

DGC McInerney told him, on or about November 16, 2015, that he should not put 

references to OMB Memorandum M-16-03 in email.   

Then-DGC McInerney, in her interview for this Special Inquiry, stated that she neither 

instructed Legal Division staff to draft the interim implementation guidance regarding 

FISMA 2014 by hand, nor told staff to type but not save the draft implementation 

guidance.  Then-DGC McInerney also denied instructing then-CISO Farrow not to put 

references to the OMB guidance in writing.   

                                                           
53

 Eric Spitler retired from his position as OLA Director on December 31, 2015.  The FDIC Board of Directors 
approved the appointment of M. Andy Jiminez as the new OLA Director at that time. 
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Further, then-DGC McInerney explained in her interview that she told AGC Griffin in her 

email to him not to circulate ideas about interim procedures, because she had previously 

explained to him that she thought it was “a waste of resources to start drafting interim 

guidance for the seven-day reporting requirement.”  Then-DGC McInerney believed that 

such work was premature, because, in her view, FISMA 2014’s reporting requirement for 

“major incidents” was not in effect until OMB issued guidance on what constituted a 

“major incident.”54  She further stated that “there would need to be discussions about it, 

about what to put in it, how it would work, etc.  So I basically, I did tell them not to send 

me any emails or anything more about it, because I just didn’t want it.  To me, it was a 

complete waste of time to work on it.”   

Meanwhile, in the absence of implementation guidance from the Legal Division, the CISO’s 

Office also began drafting an analysis of FISMA 2014’s reporting requirements.  On October 

20, 2015, a DIT employee began working with the Legal Division on implementation 

guidance regarding whether and how to report a “major incident” so that the Breach Guide 

could be updated.  On October 29, 2015, the DIT employee wrote an email to himself in 

which he stated that “[w]e have identified a gap in policy in the Guide and need to fill in 

the gap; however, we are unable to receive any legal advice for what seems to be a rather 

routine matter.”  He further stated that “[a]s I haven't referenced the particular subject of 

what we're not supposed to be talking about, I don't consider this memorandum for record 

to violate [AGC Griffin’s] guidance not to create records.” 

In an area as critical as information security, delayed or non-existent guidance hampers the 

ability of the FDIC to effectively address information security incidents and comply with 

applicable laws.  Irrespective of the discussions or instructions within the Legal Division, the 

CIOO, ISPS, and other divisions within the FDIC did not have timely interim guidance on 

how to implement the provisions of FISMA 2014 and whether and how to report a “major 

incident.”  Moreover, although then-DGC McInerney stated that her intention was to 

communicate to staff that it was too early to begin drafting interim guidance, her staff 

interpreted the message to be focused on not creating electronic records relating to 

formulating positions and implementation guidance for “major incident” reporting. 

OMB published its Memorandum M-16-03 on October 30, 2015.  On November 18, 2015, 

the Legal Division issued an opinion on the applicability of OMB Memorandum M-16-03.  

The opinion was signed by the Legal Division attorney through the Supervisory Counsel.  

The opinion indicated that OMB Memorandum M-16-03 is “generally applicable” to the 

FDIC.  It also noted that to the extent the memorandum established policies and practices 
                                                           
54

 As noted earlier in footnote 51, the FISMA 2014 reporting requirement for “major incidents” was in effect 
upon enactment of the statute. 



 

59 
 

that were within OMB’s authority under FISMA, OMB Memorandum M-16-03 imposes 

legally binding obligations on the FDIC.   The opinion also noted that OMB’s approach for 

analyzing “major incidents” appeared to be legally sound.  The opinion did not provide 

clarity regarding how the FDIC should implement the guidance, but did describe 10,000 

records as a “threshold number” for reporting incidents to Congress. 

On February 19, 2016, in the course of our audit of The FDIC’s Process for Identifying and 

Reporting Major Information Security Incidents, we issued a memorandum to then-CIO 

Gross entitled Information Security Incident Warranting Congressional Reporting.  The OIG 

memorandum stated that reasonable grounds existed to designate the Florida Incident as 

major as of December 2, 2015, and, as such, the incident should have been reported to 

Congress.  We noted in the memorandum that the CIO articulated several factors that, in 

his view, mitigated the potential risk or impact of the incident.  We stated that OMB 

Memorandum M-16-03 does not provide for the application of such factors in determining 

whether an incident is major.   

When interviewed by our office, the Legal Division attorney concurred with the conclusions 

in the OIG’s memorandum dated February 19, 2016, and he further stated that he felt that 

“[t]he agency should’ve reported [the Florida Incident] a long time ago” probably on or 

around December 9, 2015. 

In his response to the FDIC OIG memorandum, on February 24, 2016, then-CIO Gross 

stated that “[i]n evaluating whether or not to classify an incident as ’major’ using the M-16-

03 guidance, mitigating factors should be taken into consideration . . . After reviewing your 

memorandum, carefully considering the analysis presented, and out of an abundance of 

caution, it is agreed the FDIC will immediately notify the appropriate congressional 

committees.”   

Although the CIO agreed to notify Congress of the Florida Incident, there still appeared to 

be an absence of direction from the Legal Division on implementing the FISMA 2014 and 

OMB Memorandum M-16-03 reporting requirements.  On April 6, 2016, the DIT employee 

e-mailed the Supervisory Counsel about the 30-day reporting requirement in FISMA 2014:   

I was told that the Legal Division's position is that the FDIC is not required to 
notify Congress about every data breach under the "30 day notification" until 
such time as OMB issues further guidance . . . on how to accomplish the 
notification and any other details OMB may further stipulate . . . could you 
please confirm that I have correctly stated Legal's position regarding the 30 
day notification? 
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In an e-mail to himself on April 22, 2016, the DIT employee wrote: 

After [the Supervisory Counsel] received my email, he called me to address my 
concern (no email reply).  My take away was that the 30 day requirement 
should be there, but there appears to be some hang-ups within Legal ([AGC 
Griffin]? [then-DGC McInerney]?) that are interested in finding ways to 
postpone Congressional notifications. 

Since the incident back in September 2015 and then again with the Florida 
incident, it has been extremely difficult to get any written feedback from [the 
Supervisory Counsel’s] Opinions Unit or from [AGC] Griffin . . .   

I'm not sure whether the actions over there are trying to cover-up the Florida 
incident or are trying to misconstrue what is really pretty straightforward 
reporting [requirements] in FISMA 2014 and OMB M-16-03. 

Subsequently, on June 20, 2016, in his response to questions-for-the-record (“QFR”) from 

the SST Committee’s Subcommittee on Oversight following the May 12, 2016, 

Subcommittee hearing, then-CIO Gross stated that he had received the FDIC OIG’s 

February 19, 2016, memorandum and “understood the reasoning behind the OIG’s 

interpretation of OMB Memorandum M-16-03 as it applied to the ‘Florida breach’.”  He 

further stated that “I communicated to staff that we would use the OIG’s interpretation 

going forward.”   

We also note that in his testimony before the SST Committee on July 14, 2016, Chairman 

Gruenberg stated that “[i]n retrospect, and in light of the OIG’s report findings, we should 

not have considered what we believed to be mitigating factors when applying the OMB 

guidelines.” 

B. The FDIC Did Not Adhere to Existing Policies in Responding to the 
Florida Incident and That Approach Carried Over to Subsequent 
Incidents 

On December 2, 2015, ISPS determined that the Florida Incident involved the breach of 

more than 10,000 Social Security Numbers.  As discussed earlier in this report, OMB 

Memorandum M-16-03 stated that an agency should consider a data breach a “major 

incident” when 10,000 or more records or individuals were affected.   

However, the DBHG, at the time, did not yet contain procedures for making the 

determination that an incident was a “major incident.”  Therefore, the DBMT members 

believed that they did not have authority to recommend that the Florida Incident was a 

“major incident.”  Instead, they viewed their role as recommending that the Florida 
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Incident was a breach, with then-CIO Gross having the authority to accept or reject their 

recommendation.  Accordingly, the DBMT met on November 25, 2015—the day before 

Thanksgiving—and recommended to the CIO that the Florida Incident be declared a 

breach.   

Then-CIO Gross did not formally declare the Florida Incident a breach within the timeframe 

required under the DBHG.  The DBHG required that the CIO review the DBMT’s 

recommendation to declare it a breach within 8 hours of its determination and that he 

notify the Executive Office.  Instead, after the DBMT meeting on November 25, 2015, then-

CIO Gross immediately notified COO Ryan that the DBMT had recommended that the 

Florida Incident be classified as a “breach” and advised that his staff was preparing a report 

for the Executive Office.  However, in an email to then-CIO Gross, COO Ryan, on leave for 

the Thanksgiving holiday, suggested “it would be a good idea if we discussed process on 

this issue prior to a final report.  Given the holiday, can this wait until next week?”  Then-

CIO Gross agreed and stated that he would reach out to COO Ryan the following week to 

discuss.    

After the holiday, then-CIO Gross provided daily updates to senior management at the 

FDIC, including COO Ryan.  Then-CIO Gross also provided regular updates to then-DGC 

McInerney.  In an email from Special Advisor Martin Henning (“Special Advisor Henning”) 

to then-CIO Gross, such updates were in order “given the potential for Congressional 

reporting.”  Then-CIO Gross agreed and cited the “seriousness of the Florida incident” in an 

email to then-CISO Farrow, Director of RMS Doreen Eberley, Special Advisor Henning, and 

COO Ryan.  At this time, the FDIC was attempting to retrieve the device from Employee-FL.  

On December 2, 2015, shortly after the Thanksgiving holiday, FDIC staff confirmed that the 

Florida Incident involved more than 10,000 unique Social Security Numbers.  At this time, 

the FDIC had not yet secured the return of the device.  The ISPS Incident Lead, pursuant to 

his role as described in the DBHG, requested a DBMT meeting that same day to consider 

further actions.  The DBHG stated that it was the DBMT’s responsibility to consider and 

recommend further breach response and mitigation strategies, including determining the 

risk level of the breach and whether consumer notification was warranted for affected 

individuals and whether credit monitoring services were appropriate.   

On December 3, 2015, then-CIO Gross emailed COO Ryan and then-DGC McInerney to 

inform them that he had decided to “forgo any additional DBMT meetings.”  In his 

interview for this Special Inquiry, then-CIO Gross stated that he likely believed the DBMT 

was continuing its analysis, and he did not believe that further meetings or updates were 
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necessary at that time.  COO Ryan and then-DGC McInerney reported to us that they 

assumed the DBMT would continue to work.   

On December 6, 2015, then-CIO Gross finalized a summary report that included a 

recommendation to the Chairman—without consulting or conferring with the DBMT—that 

stated the Florida Incident was not considered a “major incident.”  The report did not 

contain any analysis supporting his decision.  The next day, then-CIO Gross advised the ISPS 

Incident Lead that no further daily status reports or DMBT meetings would be required.     

The CIO said that he had discussed his recommendation with COO Ryan, then-DGC 

McInerney, and a representative from OLA on or about December 7, 2015.  According to 

then-CIO Gross, the participants considered and discussed the “major incident” guidance 

articulated in OMB Memorandum M-16-03.  

The DBMT was not kept apprised of then-CIO Gross’ report, including his recommendation 

to the Chairman, or the related discussions.  As a result, DBMT members and other FDIC 

staff with significant roles were not able to perform their functions, particularly with regard 

to the risk assessment and mitigation aspects of the breach response lifecycle, and did not 

know how to proceed.     

Because the DBMT was not involved in, nor was notified of, this determination, its 

members neither understood the basis of the determination that the incident was not 

“major,” nor the reason why DBMT meetings were discontinued.  Members of the DBMT 

continued to request that then-CIO Gross schedule another DBMT meeting, so that they 

could meet their responsibilities under the DBHG.  This confusion was evident in the IRA, 

which contained information that was inconsistent with then-CIO Gross’ recommendation.  

The IRA indicated that RMS and ISPS personnel were still awaiting approval from Executive 

Management to declare the Florida Incident a breach during the 6-week period from 

December 14, 2015 through February 8, 2016—well after then-CIO Gross had 

recommended that the Florida Incident was considered to be a breach.  The IRA also did 

not contain a completed risk analysis, which should have recorded and documented the 

risk determination for the Florida Incident.   

In fact, the breach involved over 10,000 individuals, thereby exceeding one of OMB’s 

thresholds for considering a breach a “major incident,” and it concerned numerous Social 

Security Numbers.  Pursuant to the DBHG, the risk of identity theft and the loss of Social 

Security Numbers could result in a finding of high risk that individuals might be harmed.  

Then-CIO Gross did not provide the DBMT an explanation for his determination that the 
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breach was not a “major incident,” even though the DBMT was suggesting that another 

meeting would be appropriate.   

At the time that then-CIO Gross made his determination: 

 The DBMT had not examined the device and could not have considered the risk 
that PII had been accessed or transferred to other devices by the employee.   

 Employee-FL had not provided any written assurances that the data had not 
been accessed or transferred.   

 Employee-FL’s attorney took possession of the device, which was not authorized 
and resulted in greater risk of unauthorized access to the information it 
contained.  The DBMT had not considered the impact that this possession had 
on the risk level of the breach.   

 The DBMT had not considered whether affected individuals should be notified 
that their PII had been breached.   

Then-CIO Gross’ report to the Chairman dated December 6, 2015, appeared to influence 

the DBMT’s reviews of other incidents (Incidents A, B, D, E, and F).  The DBMT determined 

that all of those incidents were “low risk” without fully considering and/or documenting 

the unique circumstances and risks they involved.  We found that the IRA for Incident C, 

like the Florida Incident IRA, did not contain a completed, documented risk analysis/impact 

assessment, and there was insufficient information in the IRAs for Incidents A, B, D, E, and 

F to support the overall risk designation of low.   

The importance of documenting risk determinations was highlighted for the FDIC in a 2013 

review by the GAO, entitled Agency Responses to Breaches of Personally Identifiable 

Information Need to Be More Consistent, regarding the extent to which the FDIC (and other 

agencies) had developed and implemented policies and procedures for responding to 

breaches of PII.  The GAO made three recommendations directed to the FDIC to improve its 

responses to breaches of PII.  

With respect to risk assessments, the GAO noted “unless these agencies document the 

reasoning behind their risk determinations, they may not be able to ensure they are 

assessing data breaches accurately and consistently.”  The FDIC concurred with the GAO’s 

recommendations.  Indeed, on November 22, 2013, the FDIC’s Acting CIO/CPO stated that 

the FDIC was “in the process of reviewing and revising our data breach guidance to make 

more explicit the need to conduct lessons learned for all applicable breaches.”  In addition, 

the FDIC’s Acting CIO/CPO continued:  
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The FDIC is taking steps to review and strengthen the documentation process 
for breaches involving PII, including the supporting case file information, to 
facilitate greater understanding of the reasoning behind risk determinations 
and the timely offer of credit monitoring services to affected individuals, 
when applicable. 

The GAO has since closed its three recommendations.  Nevertheless, our Special Inquiry 

findings show that the actions taken were not effective in ensuring that the decisions and 

actions for the incidents we reviewed were properly documented.  

As a result, the FDIC’s ability to analyze, assess, replicate, or learn from these incident 

responses was limited.  In addition, the FDIC did not benefit from the expertise of DBMT 

team members, information and risks unique to incidents were not properly and timely 

considered, and the need to notify individuals or provide them credit monitoring was not 

addressed thoroughly and with urgency.  Further, the IRAs for the incidents we reviewed 

did not contain (1) complete and reliable information to protect the FDIC’s business and 

legal interests or (2) a sufficient basis for the FDIC or an oversight body to conduct proper 

supervision of the incident response program. 

C. The FDIC Placed Undue Reliance on Post-Employment Written 
Statements from Former Employees 

The FDIC’s approach to investigating and assessing the risk of the 2015 and 2016 data 

breaches was not effective, in part because it relied on post-employment statements of 

former employees.  The FDIC intended that the statements—in some cases prepared by 

FDIC officials—would help establish 

that the data was recovered and not 

disseminated, thus indicating that the 

risk of harm was mitigated.  However, 

such statements could not substitute 

for a complete investigation of each 

incident.  Moreover, the reliance that 

the FDIC placed in the post-

employment statements was not 

prudent, because, as discussed below, 

they were no more credible than the 

Pre-Exit Clearance Forms and data 

questionnaires on which the employees 

denied taking data, and portions of the 

statements were contradicted by facts known to the FDIC.  

Excerpt of FDIC Pre-Exit Clearance Record 
for Employees 

I certify that: 

All Corporation-owned property, equipment, and 
documents that were in my possession have been 
returned to the proper division/office or have been 
accounted for.  

I have not removed any Confidential Information (as 
defined below) from FDIC premises … I have returned 
to the FDIC all Confidential Information that I 
possessed (in whatever form it existed) and will not 
transmit or remove (in any format or in any medium) 
any Confidential Information to any address outside 
the FDIC between the signing of this certification and 
my departure from FDIC employment. 
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With respect to each of the former employees in all eight incidents, each falsely or 

inaccurately certified that they had not removed any confidential information from FDIC 

premises when they signed the Pre-Exit Clearance Form. 

Departing employees were also required to complete the Data Questionnaire for 

Departing/Transferring Employees/Contractors.  Each of the departing employees 

submitted the form, except the employee involved in the New York Incident.  Employees A, 

B, D, and E, and the employee involved in the Florida Incident, each marked “No” on the 

questionnaire item that asks, “[a]re there other data locations off-site where FDIC 

documents might be held?”  Employee-C also marked “No” for that item, but also noted on 

the questionnaire that she did have documents off-site on “[p]ortable electronic files, such 

as DVDs, CDs, [and] Thumb Drives.”  The FDIC did not conduct follow-up inquiries regarding 

these responses. 

Each of the former FDIC employees involved in the seven breaches (Employees FL, A, B, C, 

D, E, and F) also made written representations about the data after their breaches were 

detected.  In some cases, the representations were contradicted by prior statements 

and/or a lack of truthfulness and cooperation exhibited by the former employees after the 

breaches were detected.   

In two instances, assertions made in the post-employment statements were inconsistent 

with facts known to the FDIC and recorded in the IRAs.  For example, Employee-A 

indicated, in his post-employment statement, that he had not copied the data to another 

device, while the IRA showed that he had.   

In the case of Employee-E, the FDIC sent a letter prepared by the FDIC Legal Division that 

stated: 

We realize that departing employees sometimes leave with Confidential 
Information inadvertently included among their personal information and 
possessions, and we appreciate your acting quickly to provide to us the 
equipment (described below a/k/a (“Device")) containing the Confidential 
Information. 

The IRA for Incident E showed that the FDIC was aware that Employee-E had claimed he 

downloaded FDIC data because he was not able to select and copy only his personal data.  

Regardless of the reason for doing so, Employee-E purposely downloaded the sensitive 

data.  Further, by including the language quoted above, the FDIC provided Employee-E with 

a rationale that he could assert for downloading the data.  We note that the FDIC was 
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aware at the time that this rationale was contrary to Employee-E’s own statement as to 

why he had downloaded the data.  

In response to the incidents and breaches discussed in this report, the FDIC’s Legal Division 

researched potential actions that the FDIC could undertake to minimize breaches and 

discourage inappropriate behavior by current and former employees and contractors.  The 

Legal Division officials identified several legal theories for seeking civil and administrative 

remedies against employees and contractors who violate FDIC cyber-security policies and 

procedures. The Legal Division determined that none of these theories was found to be 

compelling or straightforward in pursuing past cases.  However, the Legal Division 

indicated that the FDIC had:  (1) taken disciplinary steps, including proposed removal, 

against current employees for failure to safeguard sensitive government information (and 

certain contractor organizations had removed contractors from FDIC contracts); and (2) 

utilized the certification signed by separating personnel in obtaining cooperation from 

former employees or contractors.  

D. The FDIC’s Notifications to Consumers Were Not Timely  

The DBHG stated that the FDIC aimed to provide notification to affected individuals and/or 

entities within 10 business days of completing the analysis of breach data.  In the case of 

the seven incidents the FDIC determined to be breaches, (the Florida Incident and Incidents 

A, B, C, D, E, and F), it took between 181 and 264 business days from the date the FDIC 

discovered the information was downloaded until it began sending notification letters to 

affected individuals and offering credit monitoring services.  These delays were the 

culmination of lengthy timeframes for investigating the breaches, deciding whether 

notification was warranted, and ultimately executing the notifications.  Such delays in 

customer notification did not permit affected individuals to take steps on their own to 

mitigate the risks caused by the breaches. 

OMB Memorandum M-17-12 provided that: 

Once the SAOP assessed the risk of harm to individuals potentially affected by a 

breach, the SAOP, in coordination with the breach response team when applicable, 

should consider how best to mitigate the identified risks.  The SAOP, in coordination 

with the breach response team when applicable, was responsible for advising the 

head of the agency on whether to take countermeasures, offer guidance, or provide 

services to individuals potentially affected by a breach.  

The SAOP should determine and document the actions that the agency would take 

to mitigate the risk of harm.  These actions could include:  
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 Countermeasures, such as expiring potentially compromised passwords or 
placing an alert in a database containing potentially compromised PII;   

 Guidance, such as how individuals may obtain a free credit report and whether 
they should consider closing certain accounts; and  

 Services, such as identity and/or credit monitoring.  

When determining how to mitigate the risk of harm to individuals potentially affected by a 

breach, the SAOP should consider what guidance to provide to those individuals about how 

they may mitigate their own risk of harm.  There are several steps that individuals can take 

to mitigate their own risk of harm resulting from a breach, including setting up fraud alerts 

or credit freezes, changing or closing accounts, and taking advantage of services made 

available by the FTC. 55   

The SAOP should also determine if there are services the agency could provide, such as 

credit monitoring, identity monitoring, full-service identity counseling and remediation 

services, or identity theft insurance.  Choosing not to provide services is a decision separate 

from the decision to provide notification, and there may be circumstances where 

potentially affected individuals are notified but not provided such services. 

The Breach Guide recognized that a critical function of the DBMT was determining 

appropriate actions to mitigate harm, and recommending whether to notify affected 

individuals and/or provide credit monitoring.  Neither our review of documentation, nor 

interviews of those involved in the breach response process (including members of the 

DBMT), provided an indication that customer notice and credit monitoring were evaluated 

as separate decisions. 

As noted above, the work of the DBMT was effectively suspended after then-CIO Gross 

determined that the Florida Incident was not a “major incident.”  As a result, the DBMT did 

not consider, in a timely manner, the risk of harm to the more than 10,000 individuals 

initially estimated to have been impacted by the incident.  Further, because the analysis 

supporting then-CIO Gross’ “major incident” determination was not documented, it was 

not clear how he reached this conclusion.  The IRA for the Florida Incident reflected that 

about 4 months later, on April 4, 2016, the DBMT declared the incident was low risk and 

recommended that consumers not be notified or offered credit monitoring services.   

Similarly, for five incidents determined to be breaches (Incidents A, B, D, E, and F), it took 

the FDIC between 1½ and 3½ months from the date on which it learned of the download to 

                                                           
55

 The FTC provides information for consumers impacted by identity theft at 
https://www.consumer.ftc.gov/features/feature-0014-identity-theft and https://www.identitytheft.gov/. 

https://www.consumer.ftc.gov/features/feature-0014-identity-theft
https://www.identitytheft.gov/
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make a determination regarding whether notification and credit monitoring were 

necessary.  For Incident C, the DBMT still had not made a determination about customer 

notification and credit monitoring services at the time that Chairman Gruenberg declared 

they would be offered (May 12, 2016).   

At the SST Committee’s Subcommittee on Oversight hearing on May 12, 2016, then-CIO 

Gross stated that the FDIC had decided not to offer credit monitoring services to 

consumers affected by these breaches; however, as previously discussed, that decision was 

reversed later the same day.  Based on our work related to this Special Inquiry, we did not 

locate documentation for the reasons behind this decision. 

As noted earlier in this report, the OIG issued an audit report entitled The FDIC’s Processes 

for Responding to Breaches of Personally Identifiable Information.  This audit performed in-

depth analysis of the adequacy of the FDIC’s process for (1) evaluating the risk of harm to 

individuals potentially affected by a breach and (2) notifying and providing services to 

those individuals, when appropriate.  OIG auditors interviewed then-CIO Gross, Chairman 

Gruenberg, and COO Ryan regarding the decision to ultimately provide notification and 

credit monitoring to individuals potentially affected by the breaches.  According to then-

CIO Gross, the FDIC changed its position because the original decisions not to notify 

potentially affected individuals were inconsistent with “major incident” designations, and 

because of public visibility and the Congressional hearing.  Then-CIO Gross also indicated 

that that the decision to provide notification and credit monitoring would have required 

the Chairman’s approval.   

Chairman Gruenberg stated that then-CIO Gross’ recollection of events is generally 

consistent with his own.  He stated that he recalled having an informal meeting after the 

hearing.  Based on advice he received from the COO, CIO, OLA Director, and Deputy to the 

Chairman for Communications at the meeting, he decided that the FDIC should provide 

notification to potentially affected individuals and credit monitoring services.  Later that 

same evening, then-CIO Gross advised his staff that credit monitoring services would be 

offered to all bank customers whose PII had been compromised. 

Notably, the FDIC did not begin delivering notices to potentially affected individuals for at 

least another 6 months, in November and December 2016.   

E. Designating the CIO and SAOP/CPO Roles Within the Same Position 
Warrants Further Evaluation 

As noted earlier in our report, the FDIC designated the CIO as CPO in response to statutory 

requirements and associated OMB guidance.  The CIO/CPO also serves as the FDIC’s SAOP.  
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Guidance issued subsequent to these data breaches in 2015 and 2016 suggests that the 

FDIC may wish to reconsider its designation for the CIO as SAOP/CPO. 

On September 15, 2016, OMB issued revised guidance regarding the role of the SAOP.  

OMB Memorandum M-16-24 stated that each agency must have an agency-wide program 

led by an SAOP for ensuring compliance with applicable privacy requirements, developing 

and evaluating privacy policy, and managing privacy risks consistent with the agency’s 

mission.  For example, “[i]n this role, the SAOP shall ensure that the agency considers and 

addresses the privacy implications of all agency regulations and policies, and shall lead the 

agency’s evaluation of the privacy implications of legislative proposals, congressional 

testimony, and other materials pursuant to OMB Circular No. A-19.”56 

Notably, OMB Memorandum M-16-24 stated that: 

[A]gencies should recognize that privacy and security are independent and 
separate disciplines.  While privacy and security require coordination, they 
often raise distinct concerns and require different expertise and different 
approaches.  The distinction between privacy and security is one of the 
reasons that the Executive Branch has established a Federal Privacy Council 
independent from the Chief Information Officers Council. 

In response, on November 9, 2016, the FDIC’s CIO/CPO submitted a Memorandum to the 

Chairman regarding an internal evaluation of the FDIC Privacy Program.  In particular, this 

evaluation memorandum considered the “Designation of the Senior Agency Official for 

Privacy,” particularly in light of the position, expertise, and authority.  The CIO/CPO’s 

evaluation memorandum concluded that the FDIC Privacy Program—with the CIO serving 

as SAOP/CPO—was compliant with existing law and OMB guidance.   

Later, on January 3, 2017, OMB issued follow-up guidance regarding additional 

requirements for the agencies and the SAOP with respect to preparing for and responding 

to breaches of PII.  The OMB guidance also expanded the SAOP’s direct responsibility, as 

distinct from the CIO’s role, for preparing for and responding to breaches.  The OMB 

guidance provided a list of individuals that should be on the agency's breach response 

team and listed the SAOP and CIO separately. 

                                                           
56

 The SAOP must ensure statutory compliance with the relevant authorities, including the Privacy Act of 
1974; the Paperwork Reduction Act of 1995; the E-Government Act of 2002; the Health Insurance Portability 
and Accountability Act of 1996; OMB Circular A-130; Privacy Act Implementation:  Guidelines and 
Responsibilities; OMB Circular A-108; OMB’s Final Guidance Interpreting the Provisions of Public Law 100-
503, the Computer Matching and Privacy Protection Act of 1988; and OMB Guidance for Implementing the 
Privacy Provisions of the E-Government Act of 2002. 
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In light of the updated requirements and responsibilities for the SAOP/CPO, the FDIC may 

wish to reconsider and make more distinct its designated roles for the CIO and SAOP/CPO, 

taking into account the following factors: 

 The perspectives of the SAOP/CPO are different from those of the CIO.  The CIO 
has responsibility for maintaining a broad, strategic orientation focused on 
enterprise issues and concerns and protecting the agency’s IT resources.  These 
issues relate to the management of the FDIC’s IT systems, enterprise 
architecture for its IT systems, governance of the IT programs and resources, 
acquisition of IT hardware, IT personnel, information security, and continuity of 
operations.  By contrast, the CPO’s (and SAOP’s) role is oriented towards the 
privacy of individuals, including FDIC programs, policies, and procedures that 
affect bank customers and those that impact its own FDIC personnel, and 
reducing the risk of harm to potentially affected individuals in the event of a 
breach.   

 The SAOP/CPO has responsibility for privacy issues and concerns that extend 
beyond IT issues.  For example, the SAOP/CPO has responsibilities for the 
privacy implications related to FDIC materials that are not in electronic form.  In 
addition, the SAOP/CPO is responsible for the privacy implications of internal 
FDIC programs that might affect FDIC personnel.  The SAOP/CPO is further 
responsible for the privacy implications of disclosures of information outside of 
the FDIC, and this individual may need to make decisions about the laws and 
regulations governing privacy law, discovery productions in litigation, Freedom 
of Information Act requests, and other disclosure laws and regulations.  

We view this matter as one of continuing interest that warrants further consideration. 

F. The FDIC Did Not Timely Notify the Financial Crimes Enforcement 
Network 

On November 23, 2010, FinCEN issued an advisory to regulatory and law enforcement 

agencies, self-regulatory organizations, and financial institutions to reinforce and reiterate 

the requirement to preserve the confidentiality of information contained within Suspicious 

Activity Reports.  The advisory stated, among other things, that if a regulatory or law 

enforcement entity became aware of an unauthorized disclosure of a SAR, the agency 

should notify FinCEN’s Office of Chief Counsel immediately.   

As noted in FinCEN Advisory FIN-2012-A002, SAR Confidentiality Reminder for Internal and 

External Counsel of Financial Institutions, dated March 2, 2012:  

The unauthorized disclosure of SARs could undermine ongoing and future 
investigations by tipping off suspects, deterring financial institutions from 
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filing SARs, and threatening the safety and security of institutions and 
individuals who file such reports.  Such disclosure of SARs compromises the 
essential role SARs play in protecting our financial system and in preventing 
and detecting financial crimes and terrorist financing.  The success of the SAR 
reporting system depends upon the financial sector's confidence that these 
reports will be appropriately protected. 

On April 12, 2016, the OIG informed the FDIC that it should notify FinCEN to determine its 

breach-related reporting requirements in connection with the Florida Incident.  The FDIC 

initially contacted FinCEN on May 4, 2016, and 

provided FinCEN with specific data regarding the 

breach during subsequent communications.  

Three other incidents discussed above in this 

Special Inquiry report (Incidents B, D, and E) also 

involved an unauthorized disclosure of SAR 

information.  FDIC records we reviewed did not 

indicate that SAR information was involved in 

Incidents A, C, and F; however, FinCEN’s 

investigative reports do indicate that BSA material was involved in these incidents.  

Incidents B, D, and E were detected by the FDIC between November 2015 and January 

2016.  The FDIC reported these breaches to FinCEN on May 18, 2016— approximately 4 to 

6 months after the incidents were identified. 

FinCEN opened cases on Incidents A, B, C, D, E, and F.  In reporting its results, FinCEN 

indicated that the information was not further disseminated or misused and there was no 

criminal intent in the unauthorized download.  FinCEN also determined that the electronic 

devices used to store the unauthorized data were returned to the FDIC for destruction in 

all but one case (Incident C).  In that case, Employee-C asserted that she had destroyed the 

FDIC’s device and returned the personal external drive on which she had saved the 

unauthorized data to the FDIC.  FinCEN closed all six cases. 

G. The FDIC Lacked Procedures and Resources to Promptly Review 
Information Generated by the Data Loss Prevention Tool 

The DLP tool detected each of the incidents discussed in this report and is a useful resource 

to assist the FDIC in safeguarding information.  The DLP tool captures potential 

vulnerabilities, but absent resources, the information it provides cannot be timely reviewed 

and used to protect FDIC data.  Each event flagged by the DLP tool required a manual 

review to determine whether it was a false positive, such as an employee downloading 

Suspicious Activity Reports 

Federal law (31 U.S.C. 5318(g)(2)) 
prohibits the notification of any 
person that is involved in the activity 
being reported on a SAR that the 
activity has been reported. FinCEN 
guidance explains that this 
prohibition effectively precludes the 
disclosure of a SAR or the fact that a 
SAR has been filed to anyone.   
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business information to a flash drive for a legitimate business purpose (when that practice 

was still permitted at the FDIC).  However, as the OIG reported in its audit entitled The 

FDIC’s Process for Identifying and Reporting Major Information Security Incidents, the FDIC 

had insufficient staffing to monitor the information provided by the DLP tool.  At the time 

of the incidents, only one ISPS member was reviewing the potential hits generated by the 

DLP tool.   

At the time of the incidents, from September 2015 to February 2016, the DLP tool flagged 

604,178 potential security violations (events).  The chart below illustrates the types of 

events involved.   

 

 

With respect to the incidents reviewed as part of this Special Inquiry, responsible FDIC staff 

did not discover the downloads of information until 4 to 68 days after the DLP tool had 

detected them.  In each case, the FDIC had not become aware of the download until after 

the former employee had already separated. 

The large volume of potential security violations identified by the DLP tool, together with 

limited resources devoted to reviewing these potential violations, hindered meaningful 

analysis of the information and the FDIC’s ability to identify all incidents, including “major 

incidents.”  Moreover, the FDIC’s practice at the time of these incidents was to review 

information for departing employees after their departure.  Accordingly, the FDIC was not 

able to review the information in a timely manner, and it missed opportunities to prevent 

the incidents.  Our previous audit report entitled The FDIC’s Process for Identifying and 

Reporting Major Information Security Incidents recommended that the FDIC review its 

implementation and use of the DLP tool to determine how the tool can be better leveraged 

389,338 
105,678 

109,162 

September 2015 - February 2016 

Removable Media

E-Mail and Web Uploads

Open File Shares on the
Internal Network

Figure 12:  Security Violations Detected 
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to safeguard sensitive FDIC information.  The FDIC has taken steps to implement this 

recommendation, and it is now closed. 

The OIG’s evaluation of Controls over Separating Personnel’s Access to Sensitive 

Information also found that the FDIC’s current pre-exit clearance guidance for FDIC 

employees or contractors did not include using the DLP tool, despite its use for the past 

year to monitor the network activity of separating employees.  After the breaches by 

separating employees that occurred in late 2015 and early 2016, ISPS began receiving 

notice of employee separations and was informed by the Legal Division when employees of 

interest were scheduled to separate from the FDIC.57  However, the FDIC was not 

conducting such reviews for contractors until after they separated.  Our evaluation report 

included two recommendations to address these findings and the FDIC has indicated that 

related corrective actions are due to be implemented throughout 2018. 

H. Recommendations 

Our Special Inquiry shows that the FDIC had not taken sufficient steps to ensure that it had 

a comprehensive incident response program and plan.  Importantly, it did not have timely 

legal guidance on whether and how FISMA 2014 and OMB implementing guidance on 

reporting incidents applied to the FDIC.  The FDIC must ensure that risk assessments and 

decisions associated with incidents are clearly documented, contrary to what we found for 

the incidents addressed in this Special Inquiry.  Absent such documentation, the FDIC: 

 could not ensure consistent treatment of incidents; 

 did not have precedent to evaluate future misconduct in a consistent manner 
and take appropriate action; and 

 lacked sufficient information for the agency or an oversight body to conduct 
proper supervision or control over the program. 

The program should be designed to address these findings and ensure compliance with 

reporting requirements and applicable implementation guidance, including urgent 

reporting of “major incidents” to Congress and other government agencies, as required.  

Once established, the FDIC should put measures in place to assure adherence to incident 

response procedures.  Such measures should include tabletop exercises, as prescribed by 

OMB Memorandum M-17-12, which serve to test the breach response plan and help 

                                                           
57

 Employees of interest include: (1) employees subject to removal actions; (2) employees retiring in less than 
2 weeks because they would not appear on the Division of Administration-Human Resources Branch 
personnel actions email; and (3) employees involved in suspicious information security practices such as 
having a family member send an email that contains sensitive information from the employee’s home 
computer to their work email address. 
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ensure all those involved in breach response are familiar with the plan and understand 

their specific roles. 

Throughout and subsequent to our Special Inquiry, the FDIC took steps to address prior 

recommendations pertaining to incident and breach response.   Notably, as discussed 

earlier, the FDIC issued revised incident and breach response guidance.  To further improve 

its incident response program, we recommend that the FDIC:  

1. Ensure that revised incident and breach response guidance clearly defines the 

roles and responsibilities for each participant in the incident response lifecycle, 

including the DBMT members, Chief Information Security Officer, Chief 

Information Officer, Chief Privacy Officer/Senior Agency Official for Privacy, 

Chief Operating Officer, and Chairman, and the participants are advised of and 

trained in those roles. 

2. Establish procedures for identifying, tracking, and providing guidance on the 

applicability and implementation of new statutory requirements and 

government-wide guidance.     

3. Establish procedures that describe the manner in which legal opinions are 

developed, deliberated, and provided to divisions and offices and that are 

consistent with legal, regulatory, and/or operational requirements for records 

management. 

4. Emphasize that consumer notification of a breach should be considered 

separate from the decision to offer credit monitoring services. 

5. Establish responsibility and adhere to established timeframes for reporting 

incidents to FinCEN where SAR information has been compromised. 

6. Ensure that all key officials involved in incident responses are required to 

participate in periodic tabletop exercises to test the incident response plan. 

7. Ensure that annual reviews established in the Breach Response Plan include 

steps designed to confirm that it has been consistently followed in responding 

to incidents during the past year.  

Once faced with determining the risk associated with the data breaches and recovering the 

data involved, we determined that the FDIC’s approach to investigating and assessing the 

risk of the data breaches was not effective.  The manner in which the FDIC prepared the 

post-employment statements did not fully protect the FDIC’s interests, including holding 



 

75 
 

former employees and contractors accountable for their actions.  Accordingly, we 

recommend that the FDIC:   

8. Define and determine the purpose of post-employment statements from former 

FDIC personnel and ensure the statements are consistently constructed to 

accomplish the defined purpose. 

9. Develop guidance and training to ensure that employees and contractors are 

fully aware of the responsibility to return all FDIC equipment and documents 

and the prohibition against removing any sensitive information from FDIC 

premises before they depart, and understand the consequences—including 

available legal remedies—of providing false or inaccurate statements to the 

FDIC related to that responsibility. 

VI. The FDIC’s Reporting and Statements Regarding the Information 
Security Incidents and Breaches  

This Section of the Special Inquiry Report discusses the FDIC’s reporting of the various 

information security incidents and breaches to Congress and the statements the FDIC made 

regarding them in its initial notifications to Congress and in subsequent interactions with 

Congress.  

Congress derives its authority to conduct oversight of government agencies of the 

Executive Branch from its inherent legislative powers conferred by the U.S. Constitution.  

The Legislative Reorganization Acts of 1946 and 1970 codified this authority and authorized 

Congressional Committees to “review and study, on a continuing basis, the application, 

administration and execution” of laws.  Congress, in its oversight capacity through its 

Committees, may conduct hearings and investigations and make requests for information 

of Executive agencies.   

As discussed earlier, FISMA 2014 and related OMB implementing guidance required 

agencies to report security incidents to certain Committees of Congress.   

A. Initial Notifications to Congress Under FISMA 2014 

1. Reporting the New York Incident  

On three separate occasions in early November 2015, senior FDIC officials (including the 

CIO and CISO) convened to discuss reporting requirements under FISMA 2014, with respect 

to the New York Incident.  The Chairman attended two of the meetings.  As referenced 
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earlier, OMB Memorandum M-16-03 had recently been issued on October 30, 2015, and 

the FDIC was finalizing its annual submission to OMB pursuant to FISMA 2014.   

According to our OIG interview with then-CISO Farrow for this Special Inquiry, he indicated 

that the meetings were focused on whether OMB Memorandum M-16-03 applied to the 

FDIC for the New York Incident, since the incident had occurred prior to the issuance of 

OMB Memorandum M-16-03.   

Ultimately, the FDIC decided to include the New York Incident in its annual FISMA 

submission rather than reporting it separately.   In his OIG interview for this Special Inquiry, 

Chairman Gruenberg noted that the annual FISMA submission would be the “natural 

vehicle” to report the incident, particularly given the closeness in time of the incident to 

the filing of the annual FISMA submission.   

On November 13, 2015, the FDIC submitted the annual FISMA report, including a reference 

to the New York Incident.  The transmittal for this report indicated that it had been 

“prepared following the guidance in OMB Memorandum M-16-03, Fiscal Year 2015-2016 

Guidance on Federal Information Security and Privacy Management Requirements.” The 

transmittal letter also noted that none of the incidents in the annual report required 

“immediate Congressional notification.”58  

The FDIC’s annual FISMA report (November 2015) contained the following language: 

No incidents reported to US-CERT required immediate Congressional 
notification nor did they involve the loss of PII that would have required FDIC's 
provision of credit monitoring services. There were 20 breaches, 9 of which 
involved PII.  For example, there were instances where sensitive financial 
institution information was mistakenly provided to a non-authorized party via 
an inadvertent email or via posting to an information exchange site in the 
wrong location.  The unauthorized parties were contacted in each case to 
destroy the sensitive information.  In one instance sensitive business 
information regarding a limited number of large financial institutions was 
taken off premises by a departing employee.  The sensitive information was 
recovered, and there is no evidence that the data was disseminated.   There 
were multiple instances where sensitive information was discovered in an 
internal location where access was too broad.  Access control was corrected.  
[Emphasis added.] 

                                                           
58

 The FDIC reported 20 incidents in the annual FISMA report, including the New York Incident.  The remaining 
19 incidents did not include the incidents that we reviewed in this Special Inquiry, as all of the incidents in this 
report, except for the New York Incident, occurred after the FISMA 2015 reporting period. 
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During the course of our Special Inquiry, we learned that an earlier draft of this FISMA 

submission contained more details about the incident—namely that "[t]here was also an 

instance where a flash drive containing sensitive information regarding large financial 

institutions was taken off premises by a departing employee.  The flash drive was 

recovered and there is no evidence that the data traveled beyond that flash drive.”  These 

details about the flash drive were ultimately not included in the final FISMA report. 

2. Reporting the Florida Incident 

With respect to the Florida Incident, while the DBMT considered the incident a breach, 

then-CIO Gross initially determined that it was not a “major incident” pursuant to OMB 

Memorandum M-16-03.  He communicated his determination in a summary report that 

included a “Recommendation to the Chairman” on December 6, 2015:  “after careful 

review of the Office of Management and Budget, Memorandum 16-03, dated October 30, 

2015, the CIO does not recommend classification of this incident as a ‘Major Incident.’”  

Then-CIO Gross did not provide a rationale or an explanation for his conclusion in the 

report.   

Based on the OIG interviews with COO Ryan and Chairman Gruenberg for this Special 

Inquiry, it appears that COO Ryan relayed then-CIO Gross’ recommendation about the 

reporting of the Florida Incident to the Chairman, and the Chairman accepted it.  Then-CIO 

Gross, in his interview for this Special Inquiry, said that he was not aware, at the time, that 

the Chairman had accepted his recommendation. 

Our Special Inquiry revealed that there had been some confusion within the FDIC about 

who was ultimately responsible for the determination as to whether an incident was 

considered a “major incident” and thus needed to be reported to Congress within 7 days.  

Then-CIO Gross, in his interviews for our audit of The FDIC’s Process for Identifying and 

Reporting Major Information Security Incidents, said that he did not expect the Chairman to 

review or approve his recommendation regarding the Florida Incident.  Then-CIO Gross 

believed that because he made a determination the Florida Incident was not a “major 

incident,” there would be no reason for the Chairman to review or approve this 

determination.  Then-CIO Gross further stated that he expected the Chairman only to 

review the CIO’s determination if then-CIO Gross had recommended that the Florida 

Incident was a “major incident.”   

According to the FISMA 2014 statute, OMB Memorandum M-16-03, and FDIC policy, the 

agency head—the FDIC Chairman, in this instance—would be required to submit the report 

to Congress and, therefore, it would be his responsibility to make such a determination. 



 

78 
 

Subsequently, on February 26, 2016, the FDIC changed its view and reported the Florida 

Incident to Congress as a “major incident,” in accordance with FISMA 2014 and OMB 

Memorandum M-16-03.  As discussed previously, the OIG had notified then-CIO Gross, on 

February 19, 2016, that because the Florida Incident involved the breach of more than 

10,000 records containing PII, it should have been reported to Congress as a “major 

incident” within the 7-day reporting period under FISMA 2014 and OMB Memorandum M-

16-03.  According to then-CIO Gross, after “carefully considering the analysis presented, 

and out of an abundance of caution,” the FDIC notified the Congressional Committees 

about the Florida Incident.   

The FDIC notified the following Congressional Committees and government agencies:       

U.S. Senate Committee on Banking, Housing, and Urban Affairs; U.S. Senate Committee on 

Homeland Security and Governmental Affairs; U.S. Senate Committee on Commerce, 

Science, and Transportation; U.S. Senate Committee on the Judiciary; U.S. House of 

Representatives Committee on Financial Services; U.S. House of Representatives 

Committee on Science, Space, and Technology; U.S. House of Representatives Committee 

on Oversight and Government Reform; U.S. House of Representatives Committee on 

Homeland Security; U.S. House of Representatives Committee on the Judiciary; OMB; GAO; 

and the Department of Homeland Security. 

3. Memoranda Supporting the Congressional Notifications 

As noted above, on February 26, 2016, the FDIC reported the Florida Incident to the 

Congressional Committees and government agencies.  On March 18, 2016, the FDIC 

reported Incident F.  The remaining five incidents (Incidents A, B, C, D, and E) were 

reported on May 9, 2016.  In this notification, the FDIC stated that it had identified these 

five incidents as a result of its “retroactive review,” following the OIG’s Memorandum 

dated February 19, 2016.   

For each of these incidents, the FDIC notification letter and memorandum conveyed the 

following information:   

 The employee had access to the sensitive information for work purposes while 
employed by the FDIC.  

 The evidence suggested that the sensitive information was downloaded by the 
former employee “inadvertently” and “without malicious intent.” 

 The FDIC’s investigation did not indicate that any sensitive information had 
been disseminated or compromised beyond the former employee. 
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 The FDIC’s relationship with the former employee had not been “adversarial.”  
(This point was not included in the letter and memorandum associated with 
Incident C.) 

 The individual signed (or indicated that they would be willing to sign) a 
statement attesting that the compromised information had not been further 
disseminated. 

 The FDIC estimated the number of individuals whose personal information had 
been compromised by the breach. 

B. Subsequent FDIC Interactions with Congress Regarding the 
Information Security Incidents and Breaches 

In connection with these reports to Congress regarding the breaches, the FDIC had a 

number of interactions with Congressional Committees, including briefings, 

correspondence, and formal testimony: 

 On April 8, 2016, the SST Committee requested documents regarding Incident F, 
all “major security breaches” involving FDIC information since 2009, documents 
and communications relating to FDIC policies and procedures regarding 
handling sensitive information on FDIC computers, and organization charts.  The 
SST Committee also requested that the FDIC brief the Committee.  The FDIC 
responded to this request on April 22, 2016 (see Appendix VII). 

 On April 20, 2016, the SST Committee requested documents on the Florida 
Incident as well as documents and communications relating to OMB 
Memorandum M-16-03.  On April 21, 2016, SST Committee staff requested 
modifications to the date range of the relevant documents by email.  The FDIC 
responded to this request on May 4 and May 9, 2016 (see Appendix VIII).   

 On April 21, 22, and 28, 2016, the FDIC conducted briefings for the staff of five 
Congressional Committees:  the SST Committee; House Oversight and 
Government Reform Committee; Senate Banking Committee; Senate 
Commerce, Science, and Transportation Committee; and Senate Homeland 
Security and Governmental Affairs Committee. 

 On May 6, 2016, SST Committee staff called the FDIC with questions about the 
document production. 

 On May 12, 2016, then-CIO Gross testified before the SST Committee’s 
Subcommittee on Oversight on behalf of Chairman Gruenberg. 

 On May 19, 2016, SST Committee Chairman Lamar Smith and Subcommittee on 
Oversight Chairman Barry Loudermilk questioned the completeness of the 
FDIC’s document production and characterized certain aspects of then-CIO 
Gross’ testimony as “false and misleading.”  The two Chairmen requested that 
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FDIC Chairman Gruenberg review the testimony, provide further details, and 
clarify and/or amend it as necessary (see Appendix IX).   

 On May 24, 2016, the SST Committee raised additional concerns about the 
FDIC’s cybersecurity practices and then-CIO Gross’ testimony, requested a 
preservation of pertinent documents, and requested transcribed interviews 
with nine FDIC employees (see Appendix XIV). 

 On May 25, 2016, the FDIC requested clarification from the SST Committee for 
parameters of how it would like a search performed of the email vault in 
response to the April 8 and April 20 letters. 

 On May 25, 2016, Chairman Gruenberg responded to the SST Committee and 
indicated that he would review the hearing transcript, once it became available 
(see Appendix IX). 

 On May 27, 2016, the SST Committee’s Subcommittee on Oversight provided 
then-CIO Gross with an opportunity to correct or clarify his testimony (see 
Appendix X).   

 On June 7, 2016, FDIC General Counsel Charles Yi (“General Counsel Yi”) 
responded to the SST Committee’s letter of May 24, 2016, and provided 
documents that were responsive to the Committee’s request.  General Counsel 
Yi stated that the FDIC was continuing to review documents and would provide 
responsive materials on a rolling basis.   He also stated that the FDIC had 
arranged the interviews with individuals requested by the SST Committee. 

 On June 14, 2016, FDIC staff proposed parameters for performing the search of 
email requested by the SST Committee.  The FDIC followed up this request with 
another request on June 22, 2016. 

 On June 20, 2016, then-CIO Gross responded to the SST Committee’s 
Subcommittee on Oversight, but he did not directly address the concern that his 
testimony was “false and misleading” (see Appendix X). 

 On June 28, 2016, FDIC staff requested guidance from SST Committee staff on 
prioritizing documents for review and production. 

 On July 14, 2016, Chairman Gruenberg testified before the SST Committee.  

 On August 1, 2016, the SST Committee Chairman sent QFRs to the FDIC 
Chairman (see Appendix XI).  

 On August 18, 2016, FDIC staff met with SST Committee staff to discuss aspects 
of the document production. 

 On August 25, 2016, the FDIC responded to the QFRs (see Appendix XI). 

 On September 23, 2016, the FDIC Chairman responded in writing to questions 
raised during the July 14, 2016, hearing (see Appendix XII). 
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1. Statements Made in Congressional Briefings (April 21, 22,                
and 28, 2016) 

On April 14, 2016, the FDIC offered briefings to the staff of seven Congressional 

Committees, and five Committees’ staff accepted the offer.  In advance of the first briefing 

scheduled with SST Committee staff, an OLA employee sent a meeting invitation by email, 

indicating that in speaking with Committee staff, the FDIC had been requested to brief staff 

on Incident F and “items similar in nature.”  The SST Committee letter of April 20, 2016, 

further reiterated that the Committee wanted to be briefed on the Florida Incident.  OLA 

Director Jiminez confirmed to SST Committee staff that the FDIC would be prepared to 

brief on the Florida Incident. 

The FDIC personnel involved in preparing for and conducting the briefings included then-

DGC McInerney, AGC Griffin, Special Advisor Henning, DRR Deputy Director Pamela Farwig 

(“Deputy Director Farwig”), OLA Director Jimenez, and the OLA employee who set up the 

meetings with SST Committee staff.  At the time of these briefings, the FDIC was 

investigating numerous potential “major incidents” and had already determined that three 

incidents reached the level of a “major incident”:  the Florida Incident, Incident C, and 

Incident F.  

However, based upon our interview with Deputy Director Farwig for this Special Inquiry, 

we learned that the FDIC briefed the SST Committee staff on April 21, 2016, about only two 

such incidents—the Florida Incident and Incident F—and did not brief staff about Incident 

C.  In that regard, we note that there was no representative from DCP at the briefing to 

speak specifically to the facts associated with Incident C, which involved a former DCP 

employee.  An SST Committee staff member followed up on this apparent omission in an e-

mail to the OLA employee.  The e-mail cited a Federal Times article, which stated that there 

were additional “major incidents” to be reported: “[m]y recollection from the briefing is 

that FDIC said the two incidents from Oct. 2015 and Feb. 2016 were the ONLY two that 

they were aware of that rose to the level of a ‘major breach.’” [Emphasis in original] 

Subsequent briefings were held with the Senate Banking Committee (April 21), with the 

House Oversight and Government Reform Committee and Senate Commerce Committee 

(both on April 22), and with the Senate Homeland Security and Governmental Affairs 

Committee (April 28).  The FDIC did not discuss Incident C at these briefings.  At each of the 

briefings, FDIC staff explained that a review of other incidents was underway. 
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2. Congressional Testimony before the SST Committee’s Subcommittee 
on Oversight (May 12, 2016) 

On May 12, 2016, then-CIO Gross testified before the SST Committee’s Subcommittee on 

Oversight.  In his written statement for his testimony, he stated that, for each of the seven 

reported “major incidents” (the Florida Incident and Incidents A, B, C, D, E, and F), the 

FDIC’s analysis indicated that: 

 The employee had legitimate access to the sensitive data while at the FDIC; 

 The downloading of PII was “inadvertent;”  

 The data had been recovered from the former employee;  

 There was no evidence that the former employee had disseminated the data 
beyond himself/herself;  

 The former employee signed a statement indicating he/she had not 
disseminated the data; and  

 The circumstances surrounding the employee’s departure from the FDIC were 
“non-adversarial.”   

Then-CIO Gross provided similar information in his prepared oral remarks.  During the 

hearing, in response to questions from members of Congress, then-CIO Gross reiterated 

that the departing FDIC employees inadvertently downloaded sensitive information, that 

the former employees were “non-adversarial,” and added that “[t]he individuals involved in 

these incidents were not computer proficient.”  Then-CIO Gross further acknowledged that 

there was no way technologically to determine if the data had been copied and/or 

disseminated further, despite stating in his prepared remarks that there was no evidence 

of dissemination. 

3. Follow-Up Letter from the SST Committee and the FDIC’s Response 
(May 19 and 25, 2016) 

On May 19, 2016, SST Committee Chairman Lamar Smith and Subcommittee on Oversight 

Chairman Barry Loudermilk sent a letter to the FDIC Chairman expressing concern that “it 

appears there are several instances where Mr. Gross’ responses to questions posed by 

Members were false and misleading.  Prior to further investigative action by the 

Committee, we invite you to review Mr. Gross’ testimony and provide further details.  

Should it be necessary to clarify or amend Mr. Gross’ testimony, we request that you do so 

as quickly as possible.”  
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The SST Committee letter outlined several areas of concern: 

 Then-CIO Gross’ testimony regarding the completeness of the FDIC’s responses 
to the SST Committee’s requests for documents and information. 

 Then-CIO Gross’ characterization of the Florida Incident at the hearing and in 
Congressional briefings in advance. 

 Then-CIO Gross’ description of the reported “major incidents” as “low risk” thus 
justifying a decision not to provide credit monitoring. 

 The FDIC’s continued failure to report “major incidents” to Congress within 7 
days. 

The SST Committee letter requested that the FDIC Chairman “request that Mr. Gross 

correct the record and to implore him to be truthful with the American public about 

matters related to FDIC cybersecurity breaches.” 

On May 25, 2016, the FDIC Chairman responded by stating that “[w]e look forward to 

reviewing the full, official hearing transcript so that additional responses may be provided 

as needed.”  Chairman Gruenberg’s response further stated that “[i]n each [data breach], 

the information was recovered and there was no evidence of further dissemination or 

disclosure.”   

4. Follow-Up Letter from SST Subcommittee on Oversight Hearing and 
the FDIC’s Response (May 27 and June 20, 2016) 

On May 27, 2016, the SST Committee’s Subcommittee on Oversight sent a letter to then-

CIO Gross requesting that he review the transcript from the hearing of May 12, 2016, and 

provide responses to certain QFRs.   

On June 20, 2016, then-CIO Gross responded by submitting his transcript corrections and 

responses to the QFRs.  While then-CIO Gross provided factual clarifications to his 

testimony in three instances and grammatical corrections to specific lines in his testimony, 

his response did not address substantive issues.  Then-CIO Gross’ response did not address 

the issues raised by the SST Subcommittee on Oversight during his testimony, nor did it 

address the issues outlined in the SST Committee letter to the FDIC Chairman on May 19, 

2016.   

In his response of June 20, 2016, then-CIO Gross stated that the FDIC was “now in the 

process of offering credit monitoring services to the individuals at no cost to them to 

protect any individuals who were potentially affected, and to be responsive to the 

concerns raised by the members of the Committee.”  The FDIC did not begin notifying 

affected individuals about the breaches until November 11, 2016, nearly 5 months later. 
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5. Statements at Congressional Hearing before the SST Committee  
(July 14, 2016) 

On July 14, 2016, the FDIC Chairman testified before the SST Committee regarding these 

breaches at the FDIC.  During the hearing, Chairman Gruenberg reiterated in his response 

to questions from Members what he had stated in 

his letter dated May 25, 2016 – namely, that the 

FDIC had recovered all the information that had 

been compromised in each of the “major incidents.”  

Chairman Gruenberg indicated that, although it was 

not possible to state with certainty that no 

dissemination had occurred, the FDIC had not 

identified any such dissemination.   

During the hearing, on July 14, 2016, Chairman 

Gruenberg stated that “[w]e are undertaking 

notifying and providing credit monitoring to all the 

individuals affected by those seven breaches.”  As 

noted earlier, the FDIC did not begin notifying individuals affected by the breaches until 

November 11, 2016.  

On August 1, 2016, the SST Committee Chairman sent QFRs from three Committee 

Members to Chairman Gruenberg, and Chairman Gruenberg sent his response on August 

25, 2016.  The response addressed such issues as FDIC encryption and two-factor 

authentication practices, the Corporation’s IT risk management strategy, use of red 

teaming to perform adversary simulations, the FDIC’s earlier APT incident, Digital Rights 

Management and DLP technologies, and actions to prevent data breaches related to 

removable media and FDIC employees. 

On September 23, 2016, Chairman Gruenberg provided another response letter to the 

Chairman of the SST Committee, enclosing answers to questions raised during the hearing.  

Among other things, Chairman Gruenberg addressed issues relating to data classification, 

incidents flagged by the DLP tool since the ban on use of removable media, replacement of 

desktops for laptops, his awareness of instructions not to put things in writing, and 

individuals advising on the FDIC’s Insider Threat Program. 

“In retrospect, and in light of the 
OIG’s report findings, we should not 
have considered what we believed to 
be mitigating factors when applying 
the OMB guidance.  We also failed to 
provide adequate context when 
reporting to Congress on the Florida 
Incident and should have notified the 
potentially affected individuals when 
the notice to Congress was given in 
February.” 

Source:  Transcript of Chairman Gruenberg’s 
Testimony on July 14, 2016 
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VII. OIG Findings and Analysis Regarding the FDIC’s Reporting and 
Statements  

A. The FDIC’s Notifications to Congress under FISMA 2014 Were Not 
Timely 

As discussed earlier in our report, FISMA 2014 required that in the event of a “major 

incident,” a Federal agency must notify and consult with, as appropriate, certain 

Committees of Congress not later than 7 days after the date on which there was a 

reasonable basis to conclude that the “major incident” occurred.  In addition, agencies 

must, within a reasonable period of time after additional information about a “major 

incident” is discovered, provide further information to the Congressional Committees.   

When it became apparent that certain incidents had potentially affected well over 10,000 

individuals or records, the FDIC chose to delay reporting them to determine impact and 

report the incidents as a group rather than individually.  This protracted approach resulted 

in the FDIC reporting the incidents to Congress beyond the initial 7-day notification 

requirement (with the exception of Incident A), and prevented Congress from taking timely 

steps to understand and address the associated risks.    

Between October 23, 2015, and January 8, 2016, the FDIC discovered the Florida Incident 

and Incidents A, B, C, D, and E.  In the case of Incident C, the FDIC estimated that the 

incident potentially involved 28,000 Social Security Numbers when it was discovered on 

December 10, 2015.   

On February 19, 2016, the OIG notified the FDIC during the course of our audit of The 

FDIC’s Process for Identifying and Reporting Major Information Security Incidents that the 

Florida Incident should have been reported to Congress within 7 days as mandated by 

FISMA 2014 because the incident involved over 10,000 records involving PII.  On February 

26, 2016, the FDIC reported the Florida Incident to Congress, and according to then-CIO 

Gross, adopted the 10,000 PII record threshold for reporting “major incidents” to Congress.  

The FDIC could have also reported Incident C to Congress as a “major incident,” given the 

FDIC had already estimated that it involved 28,000 Social Security Numbers.  Instead, the 

CIO decided that the FDIC would review other incidents to determine if any should be 

reported to Congress and that the review would be completed by March 12, 2016. 

On February 29, 2016, the FDIC became aware of Incident F.  The FDIC subsequently 

reported Incident F to Congress on March 18, 2016.  That same day (March 18, 2016), ISPS 

concluded that Incident C was a “major incident,” because it involved the PII of 49,217 

individuals and thus should be reported to Congress.  On March 28, 2016, the DBMT, which 
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included then-CIO Gross, concluded that Incident C was a “major incident” and that it 

should be reported to Congress.  At this point, over 100 days had passed since the FDIC 

originally estimated the incident exceeded the 10,000 PII-record threshold.  

On March 29, 2016, then-CIO Gross reviewed and commented on a draft notification letter 

for Incident C.  He asked the then-Acting CISO for a report on the status of the other 

incidents being tracked as potential “major incidents.”  Then-CIO Gross stated that “[i]f we 

have additional [sic] that rises to this level, we should work to fully address the remaining 

so we do not piecemeal this issue.”  The then-Acting CISO advised then-CIO Gross that the 

other incidents being tracked as possible “major incidents” were being actively handled by 

their respective ISMs.   

By April 29, 2016, the FDIC determined that Incidents B, D, and E involved the PII of over 

10,000 individuals.  Nevertheless, rather than reporting those incidents at that time, then-

CIO Gross stated that he was awaiting additional information on the other incidents but 

expected to report four additional “major incidents” to Congress.  This approach was not 

consistent with the FISMA notification requirement, which called for notifying Congress 

when there is a reasonable basis to conclude a “major incident” had occurred. 

On May 5, 2016, the FDIC determined that Incident A involved the PII or sensitive 

information of over 10,000 potentially affected individuals, although the count was still 

ongoing at that time.  On May 9, 2016, following that determination, the FDIC reported 

Incidents A, B, C, D, and E to Congress.  

Under the circumstances—a known statutory reporting requirement and a substantial 

number of potentially impacted individuals—the FDIC lacked urgency in completing the 

counts of such individuals.  Specifically, the counts of potentially impacted individuals for 

Incidents A, B, D, and E were not finalized until 3½ to 7 months after the FDIC had 

discovered the downloads. 

Finally, even after the FDIC determined that over 10,000 individuals were potentially 

affected, only Incident A was then reported within 7 days, as required.  For Incidents B, D, 

and E, the FDIC reported the matter 10 to 12 days after that determination; whereas, for 

Incident C and the Florida Incident, the FDIC reported them 52 and 86 days afterward, 

respectively. 

As noted earlier, the FDIC later learned that the initial estimated figures of potentially 

impacted individuals were incorrect.  This resulted in the cumulative final number of 

individuals notified being substantially lower.  The FDIC did not provide Congress with the 

additional updated information regarding the number of impacted individuals and the 
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actions it took to notify them and provide credit monitoring—despite the FISMA 2014 

reporting requirement for the agency to provide an update on the response and 

remediation actions taken. 

B. The FDIC’s Characterization of the New York Incident Did Not 
Convey Its Seriousness 

The New York Incident was a serious information security incident at the FDIC.  There was 

no disagreement among the FDIC personnel interviewed for this Special Inquiry about the 

severity of the incident, given the nature of the information compromised, i.e., sensitive 

resolution plans.  The FDIC Chairman, in his interview for this Special Inquiry, indicated that 

he viewed the New York Incident as “clearly a significant, significant matter.” 

Nevertheless, there were differing views as to the level of transparency around the FDIC’s 

reporting of the New York Incident.  As noted above, the FDIC reported the New York 

Incident as part of its annual FISMA submission, and not as a separate “major incident” 

within the 7-day reporting requirement under FISMA 2014. 

Given the nature of the documents breached, we believe that the New York Incident 

should have been reported as a “major incident” under FISMA 2014 and OMB 

Memorandum M-16-03.  The “living will” documents should have been considered 

“record[s] of special importance,” because they could result in a significant, demonstrable 

impact on the agency’s mission, economic security, or public confidence.   

The FDIC’s 2015 FISMA report did not indicate that the “living will” information contained 

very sensitive business information about the nation’s largest financial institutions.  The 

information provided in the annual FISMA report also did not include important details 

about the event, such as the data was on a flash drive (making further unauthorized access 

and dissemination a greater risk) and that the employee involved posed a heightened 

security risk.  In addition, the description of the incident was inserted between other 

examples of less serious security incidents.  A reader of the submission could not have 

discerned the significance of the incident, and that some of the most sensitive documents 

at the FDIC had been compromised.  

On November 16, 2015, Chairman Gruenberg, COO Ryan, then-DGC McInerney, General 

Counsel Yi, then-CIO Gross, then-CISO Farrow, Special Advisor Henning, then-Director of 

OLA Eric Spitler, current OLA Director Jiminez, and another FDIC attorney met to discuss 

the reporting of the New York Incident.  In January 2016, then-CISO Farrow reported to the 

OIG that the “theme [of the November 16th meeting was] how not to report [the New York 

Incident] to Congress.”  Then-CISO Farrow said that he suggested that the FDIC should 
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report the incident to Congress under the OMB Memorandum M-16-03 provisions because 

it would make the FDIC “look good” in that the FDIC had the capability to identify a breach 

and also said that his suggestion was rejected.  Further, then-CISO Farrow believed that 

there was an effort to describe the New York Incident in the FISMA annual submission so 

that it would not be highlighted in the context of other incidents –“put in [the] middle of 

two benign instances” to “soft pedal” the reporting.59  

In his subsequent OIG interview for this Special Inquiry in August 2016, Mr. Farrow again 

said that, at the meeting of November 16, 2015, he suggested the possibility that the FDIC 

notify Congress under the OMB Memorandum M-16-03 provisions because it would show 

that the FDIC had tools to identify incidents.  Mr. Farrow thought it was the safer way to 

report, so there would be no question as to whether the FDIC reported the incident 

correctly.  However, when asked whether there was reluctance to report things to 

Congress, Mr. Farrow said “there was a good amount of conversation about what the most 

appropriate way to report was, whether it would be in FISMA, Congress, or otherwise, but I 

don’t know if I can characterize anything as reluctance.” 

To clarify Mr. Farrow’s earlier statements regarding the FDIC’s deliberations on reporting 

the incident, the OIG interviewed Mr. Farrow again in December 2016.  At this time, 

Mr. Farrow confirmed that the “theme [of the meeting was] how not to report to 

Congress” and that the New York incident was “put in the middle of two benign instances” 

to “soft pedal” the reporting.   

Others we interviewed did not recount such reluctance to report the New York Incident.  

Special Advisor Henning expressed the view that the description of the New York Incident 

should convey what happened, “without providing . . . more sensitive information than it 

needed to.” 

We believe that the FDIC reporting the New York Incident in this manner made it less likely 

that the incident would receive attention and oversight. 

                                                           
59

 Notes taken by an FDIC attorney during an earlier (October 28, 2015) meeting where the New York Incident 
was discussed similarly reflected that then-Director of OLA Eric Spitler expressed a view that the New York 
Incident should be included in the FDIC’s annual FISMA report in a “summary,” so “no alarm” would be 
raised. 
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C. The FDIC’s Statements Regarding the Breaches Included 
Characterizations That Were Overly Broad and Did Not Convey 
Potential Risks 

The FDIC made statements regarding the breaches and referenced mitigating factors in 

initial notifications to Congress in February, March, and May 2016; repeated similar 

characterizations in testimony in May and July 2016; and did not clarify or correct those 

characterizations in subsequent communications, notwithstanding challenges by 

Committee Members as to their accuracy.  These characterizations were overly broad and 

did not convey the potential risks associated with the breaches.  

The FDIC reported five of the breaches (Incidents A, B, C, D, and E) at one time, in 

notification letters on May 9, 2016, using virtually the same language to describe each one.  

The language was also very similar to that used when reporting the Florida Incident and 

Incident F.  As a result, the notifications were sometimes inaccurate and imprecise, did not 

always convey the unique features of each breach, and tended to diminish the associated 

potential risks.  When referencing the breaches in later testimony, some of these broad 

characterizations were again repeated. 

1. FDIC Statements That the Breaches Were Inadvertent 

As detailed above, the FDIC stated on multiple occasions that all of the breaches were 

“inadvertent.”  In at least one case (Incident F), the downloading of sensitive information 

may have been inadvertent—that is, when the former employee was intending to 

download personal photos and instead copied sensitive FDIC information along with the 

photos.  However, in other cases (Incidents A, D, and E), the employees had told their 

supervisors why they had purposely downloaded the information.   

For example, according to the IRA for Incident A, when first contacted by his former 

supervisor about the DLP report, Employee-A said he had downloaded the data “in case he 

returned to the FDIC to work.”  Also, Employee-D told his former FDIC supervisor that he 

downloaded the sensitive information as “part of his monthly backup process, which he 

performed because he did not trust the FDIC network backup process.”   

In the case of Employee-E, he represented to his former FDIC supervisor that he was 

attempting to transfer personal files to the removable media devices, but the software he 

used did not allow him to select individual files.  According to Employee-E, he initially tried 

to transfer the data to two FDIC-issued removable media drives, but when he was not able 

to do so, he transferred all of the data—files containing approximately 3,000 instances of 

sensitive information—to a drive that he personally owned and later deleted the FDIC data 

from the drive.   
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2. FDIC Statements That the Agency’s Relationship with the Former 
Employees Was Non-Adversarial 

As described above, the FDIC made statements in its “major incident” notifications to 

Congress that the former employees (except Employee-C) had non-adversarial 

relationships with the FDIC.  The FDIC had not defined the term “non-adversarial” in its 

policies or provided its meaning in communications regarding the incidents.  Based on 

documentation we reviewed during this Special Inquiry, it appears the FDIC intended the 

term to mean that the former employees had cooperated in promptly returning the data 

and confirming they no longer possessed or had further disseminated the data.   

For example, the IRA for Incident B indicated that Employee-B had mistakenly copied FDIC 

business sensitive information to his personally-owned hard drive and had been very 

cooperative in working with FDIC to ensure the timely and secure removal of the data from 

the drive.  He also stated in his certification to the FDIC dated February 19, 2016, that he 

had not disseminated the information in any way.  This documentation supports the FDIC’s 

assertion that the relationship was non-adversarial. 

In contrast with this incident, the former FDIC employee involved in the Florida Incident 

had three discussions with her FDIC supervisors, by telephone, during which she denied 

copying the information or owning a removable media device.  During this time, Employee-

FL refused to meet with FDIC staff.  She eventually advised them that any further 

communication from the FDIC should be directed to the private legal counsel she had 

retained.   

Further, the IRA for Incident A stated:  “the employee admitted to copying the data, but 

was reticent about providing his personally-owned drive to FDIC so that the FDIC data 

could be securely removed.”  The IRA also indicated that Employee-A’s supervisor had 

contacted the employee on eight occasions asking that the DLP-identified drive be 

returned to the FDIC so that the FDIC data could be removed.  The DBMT agreed that the 

supervisor should facilitate a conference call with Employee-A to include the FDIC CISO and 

a representative of the Legal Division to take place the week of December 28, 2015.  The 

IRA goes on to say that “[t]he CISO and Legal will cordially, but firmly, express the serious 

nature of the situation.”  Further, “[i]f the call is unsuccessful, Legal will prepare a letter to 

be sent to the employee shortly thereafter.”   

With respect to Incident C, the FDIC’s “major incident” notification to Congress did not 

state that the relationship with Employee-C was non-adversarial as did the other 

notifications.  However, then-CIO Gross indicated in his written statement for the 

Congressional hearing of May 12, 2016, that “in each case, the circumstances surrounding 
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the employee’s departure from FDIC employment were non-adversarial.”  As noted 

previously, the DBMT, which included then-CIO Gross, was notified less than 3 months 

prior that Employee-C had been proposed for removal from the FDIC and left under a 

settlement agreement. 

Further, our review determined that Employee-C was also not candid and forthright in her 

discussions with the FDIC.  She initially denied copying FDIC files.  When contacted by her 

former supervisor again, Employee-C admitted that she had accessed the hard drive to 

copy files to a USB drive after her supervisor called her for the purpose of confirming that 

she had not copied the files.  Employee-C ultimately claimed that she destroyed the hard 

drive rather than return it to the FDIC.  On February 25, 2016, AGC Griffin advised then-CIO 

Gross and others that there had been “less-than-full cooperation" between Employee-C 

and the FDIC.   

3. FDIC Statements That the Sensitive Information Was Not 
Disseminated 

As noted previously, the FDIC addressed whether the data taken by the former employee 

had been further disseminated in each “major incident” notification letter to Congress.  

When reporting the Florida Incident in February 2016, the FDIC stated that its investigation 

did not indicate that any sensitive information had been disseminated and the individual 

was willing to sign a statement that information was not further disseminated.  When first 

reporting Incident F in March 2016, the FDIC again stated that its investigation had not 

indicated that any sensitive information had been disseminated.  The FDIC further noted 

that the Legal Division was coordinating the drafting of a statement so the employee could 

attest that there had not been any further dissemination of the underlying information.   

For the five breaches reported on May 9, 2016, the FDIC represented that each individual 

involved had, in fact, signed or provided a statement indicating that the data had not been 

disseminated.  In four of these cases (Incidents A, B, D, and E), the FDIC further indicated 

that the data had been in the employees’ sole possession for the duration of the breach.  

The FDIC relied on these statements to support the contention that data had not been 

disseminated.  Chairman Gruenberg also indicated in a response letter to the SST 

Committee on May 25, 2016, that in each of the six incidents reported to Congress 

following the Florida Incident, “there was no evidence of further dissemination or 

disclosure.”   

The FDIC, however, did not conduct independent forensic analysis on the devices that were 

returned that was sufficient to determine whether the data had been accessed or 

modified.  Moreover, the FDIC did not ask to examine the employees’ non-FDIC computers.  



 

92 
 

Analysis of the computers could have revealed useful information about the former 

employees’ activities regarding the data, including possible dissemination.  The FDIC also 

could have identified any data remnants from the computer and could have taken 

appropriate remediation actions.60  

Absent forensic examination, the FDIC could not be sure whether data had been copied, 

disseminated, or otherwise shared or compromised.   

4. FDIC Statements That the Sensitive Information Was Recovered  

Based on our review of the information provided and interviews conducted for this Special 

Inquiry, we believe that it is not possible to determine whether all of the sensitive 

information in these breaches was recovered.  The FDIC stated in its notification to 

Congress for Incidents A, B, D, and E that the device(s) had been recovered from the 

former employees.  Chairman Gruenberg indicated in a response letter to the SST 

Committee on May 25, 2016, that in each of the six breaches reported to Congress 

following the Florida Incident, “the information was recovered.”  While the FDIC may have 

recovered all but one of the devices, it is not possible to state definitively that the former 

employees or other individuals did not retain copies of the information.     

 Employees-A, B, and D admitted to accessing the drive containing the sensitive 
information using a non FDIC-issued computer, and our forensic analysis of 
Employee-C’s personal computer indicated that she did as well.  The FDIC did 
not forensically analyze the computers through which the former employees 
accessed the drives, so the FDIC cannot know whether or not remnants of files 
containing sensitive information exist on those computers. 

 The FDIC did not recover the original device used to download personal and 
sensitive information in Incident C.  As described earlier, in a subsequent 
forensic analysis of Employee-C’s personal computer conducted by the OIG, 
banking files were discovered that appeared to contain PII. 

 In Incident A, the FDIC information was copied onto a new device and the 
original device used was wiped before being returned to the FDIC.  
Consequently, once the FDIC recovered the original drive, it did not contain the 
sensitive information.  Employee-E returned a drive that only contained his 
personal files but did not contain the FDIC files with sensitive information that 
had been compromised.  Employee-D also returned a blank drive with none of 
the sensitive information he took.   

                                                           
60

 Data remnants are data that remain accessible on a computer system or device even after the data have 
been deleted. 
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In our interview with then-CIO Gross for this Special Inquiry, he agreed, after being 

presented with the facts of Incident D, that the information had not been recovered. 

5. FDIC Statements That the Former FDIC Employees Were Not 
Computer Proficient 

The issue of an employee’s computer proficiency was first raised with regard to the Florida 

Incident.  This breach, and the FDIC’s response to it, was the subject of the FDIC OIG’s 

earlier referenced audit entitled The FDIC’s Process for Identifying and Reporting Major 

Information Security Incidents.  Then-CIO Gross indicated that it was his “inclination” at the 

time of the breach that Employee-FL was not computer literate and accidentally copied an 

entire library of files to the portable storage device.  We found that Employee-FL submitted 

a resume when applying to the FDIC in August 2013 that identified classes taken towards a 

Master of Arts in IT management.  The resume was contained in her FDIC personnel file.  

We also verified that Employee-FL received the degree in March 2013.  Further, on 

February 17, 2016 (prior to the Congressional notification), we informed then-CIO Gross 

that we had performed an Internet search of Employee-FL’s name and identified a public 

Web page listing various IT courses that she had taken, suggesting that she was familiar 

with IT concepts and principles. 

The FDIC did not reference lack of computer proficiency in any of the notifications it sent to 

Congress.  However, during his Congressional testimony of May 12, 2016, then-CIO Gross 

stated that the “[i]ndividuals involved in these incidents were not computer proficient.” 

In addition to the Florida Incident, the facts do not support statements that the former 

employees were not computer proficient in at least three other incidents where the former 

employees admitted they downloaded the data on purpose:   

 Employee-A’s ability to select and download files, wipe the data from the 
original drive before returning it to the FDIC, and copy data from that drive to 
the FDIC drive demonstrate his computer proficiency.   

 The IRA for Incident D indicated that Employee-D “had a background in IT” and 
the facts show that it was his practice to execute monthly backups of FDIC data 
that was relevant to his work.   

 Employee-E told OIG investigators that he “consider[ed] himself very technical 
and often uses external USB devices for his work.”   

Further, when the OIG interviewed then-CIO Gross, we requested documentation to 

support his statement that the individuals were not computer proficient.  He responded 

that he had no such documentation. 
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6. FDIC Statements That the Former FDIC Employees Acted Without 
Malicious Intent 

We did not find information suggesting that Employees-FL, A, B, C, D, E, and F downloaded 

the sensitive information with the specific intent to cause harm to the FDIC, banks, or any 

affected individuals.  

D. Subsequent FDIC Statements Repeated Earlier Assertions and Did 
Not Correct the Prior Record 

Despite several opportunities to clarify or correct the record, the FDIC did not provide the 

SST Committee with accurate and complete information about the breaches.   

As discussed previously, in the FDIC’s notification letters to Congress, the FDIC 

characterized each breach as “inadvertent.”  At the Congressional hearing of May 12, 2016, 

then-CIO Gross repeated this assertion in his written and oral remarks and in response to 

questions from Members. 

Other assertions that were made in the notifications letters to Congress—that the 

relationship with the former employees (with the exception of Employee-C) “had not been 

adversarial,” and that the FDIC’s investigation did not indicate that any sensitive 

information had been disseminated or the former employees had signed a certification 

that the data had not been disseminated—were modified slightly in then-CIO Gross’ 

written and oral remarks for the hearing.  Then-CIO Gross stated that in each incident “the 

circumstances surrounding the employee’s departure from FDIC employment were non-

adversarial” and “there was no evidence that the former employee had disseminated the 

data.” 

Then-CIO Gross was aware of facts at the time that would indicate these assertions should 

not be repeated, or that he should correct the record by correcting the assertion made in 

the notification letters.  IRAs for the seven incidents indicated that then-CIO Gross 

attended the DBMT meetings where the facts and circumstances of these incidents were 

discussed.  Therefore, then-CIO Gross would have also received the IRAs, which served as 

the primary source of information regarding each incident.  Then-CIO Gross also advised 

that the basis for not considering these incidents as “major” was largely grounded in his 

review of the same IRAs.  These IRAs, and the DBMT meeting discussions documented 

therein, contained facts suggesting these assertions were not accurate or complete for all 

incidents, as discussed in our previous finding. 

The FDIC had several opportunities to correct the record regarding these facts and 

circumstances associated with the breaches but did not do so. 
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 On May 19, 2016, the SST Committee sent a letter to the FDIC Chairman 
expressing its concerns that then-CIO Gross’ testimony had mischaracterized 
the breaches and that the FDIC’s document production was not complete.  The 
SST Committee stated that there were several instances where then-CIO Gross’ 
responses to questions posed by Members were “false and misleading.”  The 
SST Committee requested that the FDIC Chairman review then-CIO Gross’ 
testimony and clarify and/or amend it as necessary and as soon as possible.  On 
May 25, 2016, Chairman Gruenberg responded by stating that the FDIC would 
review the full, official transcript once received and that additional responses 
might then be provided.  The FDIC did not take this opportunity to promptly 
address the SST Committee’s concerns, even after the transcript became 
available.   

 On May 27, 2016, the SST Committee’s Subcommittee on Oversight sent a letter 
to then-CIO Gross requesting a review of the transcript from the hearing of May 
12, 2016, and responses to certain QFRs.  On June 20, 2016, then-CIO Gross 
submitted his transcript corrections and responses to the QFRs.  His response 
did not address any of the substantive issues raised by the Committee during his 
testimony and in its letter dated May 19, 2016.   

 On July 14, 2016, the FDIC had an opportunity to correct the record when 
Chairman Gruenberg testified before the SST Committee.  Chairman Gruenberg 
reiterated that the FDIC had recovered all the information that had been taken 
in each of the “major incidents.”  The only clarification Chairman Gruenberg 
made was to indicate that while it was not possible to say with certainty that no 
dissemination had occurred, the FDIC had not identified any dissemination.   

In addition, during the May 12, 2016, hearing, then-CIO Gross was asked about the FDIC’s 

selection for a Digital Rights Management (“DRM”) tool.  He responded that “[w]e have 

begun the process of identifying the technology . . . What solution set and the timeline for 

implementing it, we have not identified that as [of] yet.”  However, then-CIO Gross knew, 

at the time, that the FDIC was purchasing a 3,000-license pilot of a DRM tool called 

GigaTrust.61  Then-CIO Gross explained during his interview with our Special Inquiry team 

that he did not want to advocate for a particular vendor during the hearing.  These 

statements were not corrected or clarified as part of the responses to SST Committee 

correspondence. 

                                                           
61

 A pilot offers an organization the ability to rollout new technology in small numbers and determine 
whether it is an appropriate solution. 
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E. The FDIC’s Statements Regarding Customer Notifications 
Overstated Progress  

On several occasions, the FDIC represented that the agency was “in the process” or was 

notifying individuals that their PII information had been compromised, and offering credit 

monitoring.  For example, in the response to the SST Committee’s QFRs dated May 27, 

2016, then-CIO Gross stated that the FDIC was “now in the process of offering credit 

monitoring services to the individuals at no cost to them to protect any individuals who 

were potentially affected, and to be responsive to the concerns raised by the members of 

the Committee.”  In addition, during the SST Committee hearing of July 14, 2016, Chairman 

Gruenberg stated that “[w]e are undertaking notifying and providing credit monitoring to 

all the individuals affected by those seven breaches.”   

At these points in time, on June 20 and July 14, 2016, the FDIC had only decided to notify 

customers of the data breaches and offer the credit monitoring services.  The FDIC had also 

determined that its existing contract was not adequate to perform these services, and the 

FDIC established a new contract for credit monitoring and identity theft protection services 

on June 28, 2016—before the July 14 hearing but approximately 1½ months after deciding 

to offer the services.  Further, the FDIC had just initiated drafting the notification letter to 

potentially affected individuals—a process that was not completed until as late as 

November 2016 for some incidents. 

In addition, the FDIC did not begin mailing the notifications to potentially affected 

individuals until November 2016, approximately 4 to 5 months after such statements were 

made, and with respect to one of the breaches, not until December 2016. 

F. Recommendations 

We found that the FDIC should have been more timely and precise in its reporting of the 

breaches.  As a result, the reporting might have hindered breach response and recovery 

efforts.  In addition, the reporting and subsequent failure to clarify and correct statements 

made to Congress may have impeded the ability of Congress to oversee the FDIC’s 

operations and act to fulfill its duties and address any government-wide impacts. 

We recommend that the FDIC: 

10. Ensure that its policies, procedures, and practices result in statements and 

representations to Congress and the American public that are full and complete 

and reflect the latest information known to agency personnel. 
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11. Update and correct prior statements and representations made to Congress 

regarding the incidents addressed in this Special Inquiry where previous 

information is no longer accurate, valid, or complete. 

VIII. The FDIC’s Document Productions to Congress 

FDIC Circular 1211.2, dated November 9, 2011, described “procedures for handling verbal 

and written contacts between FDIC staff and Members of Congress and Congressional 

Staff.”  According to FDIC Circular 1211.2, OLA was to act as a central contact point for 

Members and their staff who had inquiries relating to the work of the FDIC.  With respect 

to Congressional correspondence, OLA was to determine which FDIC division or office 

would be responsible for preparing a draft response to be signed by the Chairman or the 

Director of OLA.  FDIC Circular 1211.2 further stated that “the Chairman places a very high 

priority on timely and complete responses to Congressional inquiries.”   

A. The SST Committee’s Initial Request Regarding Incident F and the 
FDIC’s Response (April 8 and 22, 2016) 

On April 8, 2016, the SST Committee requested that the FDIC produce documents and 

information related to Incident F, including:  

1. All documents and communications referring or relating to [Incident F]. 

2. A detailed description of the sensitive information copied onto the former FDIC 

employee’s portable storage device. 

3. A detailed description of all major security breaches involving FDIC information 

for the time frame from January 1, 2009 to the present. 

4. All documents and communications referring or relating to the FDIC’s policies 

and procedures with respect to safeguarding and handling sensitive information 

housed on FDIC computer systems. 

5. An organizational chart for the Office of the [CIO] and the Office of the [CISO]. 

The SST Committee letter called for the production of “all responsive documents” within 14 

days, by April 22, 2016.  The SST Committee letter further requested that “[i]f compliance 

with the request cannot be made in full by the specified return date, compliance shall be 

made to the extent possible by that date.  An explanation of why full compliance is not 

possible shall be provided along with any partial production.”  In addition, the SST 

Committee letter requested a certification by the FDIC Chairman or his Counsel, “stating 
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that: (1) a diligent search has been completed of all documents in your possession, 

custody, or control which reasonably could contain responsive documents; and (2) all 

documents located during the search that are responsive have been produced to the 

Committee.” 

On April 11, 2016, OLA Director Jiminez convened a meeting among FDIC personnel to 

discuss the response to the SST Committee letter dated April 8, 2016.  The participants 

included OLA Director Jiminez and another representative from OLA; then-CIO Gross; five 

FDIC attorneys from the Legal Division (including three managers); one IT specialist with 

expertise in responding to document requests; the ISPS Incident Lead; and three 

representatives from DRR, the FDIC operating division where the former employee, 

Employee-F, had worked. 

Based on our interviews for this Special Inquiry, we learned that OLA Director Jiminez led 

the meeting and determined what types of documents were going to be produced to the 

SST Committee.  According to the contemporaneous notes of one participant, a Legal 

Division attorney, OLA Director Jiminez indicated that the FDIC would produce what it 

believed was necessary for the SST Committee to do its oversight work, and that if the 

Committee wanted more, it could come back to the FDIC and ask for it.  When OLA Director 

Jiminez heard about the IRA prepared for Incident F, he said that the IRA should be 

produced in response to the SST Committee’s request.  

It was also decided at that meeting that there would be no search of the FDIC’s email vault 

for responsive documents and communications.  We confirmed that no searches of the 

FDIC’s email vault were, in fact, conducted after the meeting, or before the SST 

Committee’s hearing on May 12, 2016.  In addition, the Legal Division did not initiate a 

legal hold at that time in response to the request from the Committee on April 8, 2016.  

Two meeting participants told OIG interviewers that they assumed OLA would discuss the 

limited production with the SST Committee staff.   

In his interview for this Special Inquiry, OLA Director Jiminez stated that his intention with 

respect to the document production was to provide “as much as we could” within the time 

given to respond, and to engage in a dialog or discussion with SST Committee staff about 

how the FDIC could make a production that met the SST Committee’s needs.  However, 

OLA Director Jiminez conceded, and another OLA staff member confirmed, that this 

approach was not communicated to SST Committee staff at that time or before the 

Congressional hearing on May 12, 2016.   
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OLA prepared an initial draft response letter to the SST Committee request of April 8, 2016.  

An OLA employee, who had just joined the FDIC in March 2016, obtained a sample 

transmittal letter that OLA had recently used to respond to a different congressional 

request to use as a template.  This sample transmittal letter included language describing 

the incoming Congressional request for “all documents and communications,” similar to 

the SST Committee’s request.  Moreover, the sample letter indicated that the FDIC’s 

response was just “an initial partial production” and that the FDIC intended to “continue to 

review the communications and provide any responsive materials to the Committee on a 

rolling production schedule as soon as these materials can be made available.” 

After undergoing editing within OLA, the FDIC’s response letter to the SST Committee’s 

request of April 8, 2016, omitted the sample letter’s language acknowledging the nature of 

the Committee’s request and indications that the FDIC was only making a partial 

production.  Instead, the FDIC’s response letter to the SST Committee simply read: 

Your April 8 letter also requested documents and communications referring or 
relating to the March 18 security incident report.  The enclosed DVD provides 
documents that have been identified as responsive to your request. 

The FDIC was aware that it was not producing all relevant documents and communications 

regarding Incident F.  In reviewing OLA’s draft response letter, an FDIC Counsel struck the 

words, “all communications,” indicating in an email that the response letter should not 

indicate that this was a complete production—“[w]henever possible, no ‘all.’”   

On April 22, 2016, the FDIC provided 118 pages in response to the SST Committee’s request 

of April 8, 2016, including:   

 The IRA for Incident F and letters to and from Employee-F regarding the return 
of the drive; 

 Copies of the notification letters and memoranda to 12 Congressional 
Committees and government agencies regarding Incident F and the Florida 
Incident; 

 The FDIC’s response to the OIG’s February 19, 2016, Memorandum; 

 An FDIC-wide email from Chairman Gruenberg announcing the FDIC’s 
removable media policy; 

 Five FDIC policies bearing on privacy, use of IT, information security, and 
departing employees; and 

 Organizational charts. 
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The FDIC response letter further noted that the materials contained “personally 

identifiable information (PII) and sensitive information (SI) about open and operating 

financial institutions” and that production of such documents did not constitute “a waiver 

of any privileges that may apply,” including the “deliberative process privilege” or the 

“attorney-client privilege.”  The FDIC further requested that the SST Committee provide 

“prior notice to the FDIC of any proposed release by the Committee of any non-public 

information.”  In addition, the FDIC stated that “[d]ue to the highly confidential nature of 

some of the materials being provided, the FDIC requests that at the conclusion of its 

investigation, the Committee dispose of the materials in a manner that preserves their 

confidentiality or return the materials to the FDIC.”  The FDIC recognized the sensitivity of 

such information being provided to the SST Committee. 

However, the FDIC did not include language in the letter regarding its partial production of 

documents or possibly a continued effort to search for relevant documents, as it had done 

in previous response letters to Congress.  There was nothing contained in the language of 

the FDIC’s letter to indicate that there were additional documents or communications that 

the FDIC intended to produce in response to this request in the future.  In addition, the 

FDIC’s response letter did not include a certification by the FDIC Chairman or his Counsel, 

as the SST Committee had requested. 

B. The SST Committee’s Request Regarding the Florida Incident and 
the FDIC’s Response (April 20 and May 4, 2016) 

On April 20, 2016, the SST Committee sent a letter to the FDIC requesting similar categories 

of information from the FDIC as the previous letter dated April 8, 2016 – but now relating 

to the Florida Incident: 

1. All documents and communications referring or relating to the October 2015 

security incident, including all communications with the FDIC OIG. 

2. A detailed description of the position, grade, and duty location of the former 

FDIC employee responsible for the breach. 

3. A detailed description of the sensitive information copied onto the former FDIC 

employee’s portable storage device.  

4. All documents and communications referring to or relating to [OMB 

Memorandum M-16-03]. 
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This SST Committee request dated April 20, 2016 contained the same definitions and 

instructions as the SST Committee letter dated April 8, 2016, including language that if full 

compliance could not be made by that date, the FDIC should comply to the extent possible 

and include an explanation of why full compliance was not possible by that date.  In 

addition, this SST Committee letter requested a certification of the FDIC Chairman or his 

Counsel. 

Again, on April 27, 2016, OLA convened a meeting to discuss the FDIC’s response.  The 

decision was made to handle this document request in much the same manner that the 

FDIC handled the document request of April 8, 2016, regarding Incident F.  

On that same day, the FDIC Legal Division initiated a legal hold process to preserve 

documents related to the SST Committee request.  The legal hold was sent to 14 FDIC 

employees in the Legal Division, DIT, and the Office of Communications.  Notably absent 

from the legal hold issued that day were some key FDIC officials, including:  then-CIO Gross, 

Special Advisor Henning, the then-Acting CISO, prior CISO Farrow, then-DGC McInerney, 

OLA Director Jiminez, other relevant OLA employees, AGC Griffin, most of the DBMT 

members, and anyone from the separated employee’s operating division.  All of these 

individuals may well have maintained documents that would be responsive to the SST 

Committee requests.  In our OIG interview for this Special Inquiry, the FDIC Counsel who 

sent out the legal hold did not recall how the 14 employees were identified as recipients of 

the legal hold and offered no rationale for the selection. 

On May 4, 2016, the FDIC responded to the second request from the SST Committee 

relating to the Florida Incident.  This second response letter from the FDIC was similar to 

the previous response letter dated April 22, 2016—even though the incoming SST 

Committee letter dated April 20, 2016 requested different types of information than the 

Committee’s letter dated April 8, 2016.  The FDIC response letter stated that: 

Your April 20 letter requested documents and communications referring or 
relating to the February 26 security incident report.  The enclosed DVD 
provides documents that have been identified as responsive to your request. 

The FDIC produced the following 88 pages of documents, some of which contained 

redactions: 

 The IRA and DBMT minutes for the Florida Incident; 

 Emails and correspondence with the departed employee’s attorney and the 
employee’s post-employment statements; 

 Certain emails between the FDIC and the OIG regarding the Florida Incident; 
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 The FDIC Legal Division memorandum on the applicability of OMB 
Memorandum M-16-03 to the FDIC (November 18, 2015); and 

 Emails between the FDIC’s Office of Communications and the Federal Times. 

The FDIC response letter similarly noted that the materials contained PII and sensitive 

information, and that the production did not constitute a waiver of privileges; however, 

the FDIC failed to include language regarding its partial production or a continued effort to 

search for relevant documents.  Again, the FDIC’s response letter did not contain any 

language to indicate that the FDIC intended to produce additional documents or 

communications to the SST Committee.  At that time, the FDIC had not conducted an email 

vault search to identify or produce additional responsive documents.  In addition, the 

FDIC’s response letter did not include a certification by the FDIC Chairman or his Counsel, 

as the SST Committee had requested. 

On May 6, 2016, at SST Committee staff’s request, the FDIC provided an unredacted copy 

of the May 4 response, and on May 9, 2016, the FDIC provided the SST Committee with 

two additional documents that were identified as responsive to the request. 

C. Telephone Call between FDIC Office of Legislative Affairs and SST 
Committee Staff (May 6, 2016) 

On May 6, 2016, an OLA employee had a telephone conversation with at least two SST 

Committee staff members.  According to SST Committee staff, the Committee had 

concerns about the completeness of the FDIC’s document productions.  Accordingly, SST 

Committee staff said that they asked the OLA employee twice on the call whether the FDIC 

would certify that all responsive documents had been produced to the Committee.  SST 

Committee staff reported that the OLA employee each time answered in the affirmative.  

However, in his OIG interview for this Special Inquiry, the OLA employee said he recalled 

the question differently: “can you certify that all the documents that you’re providing are 

responsive to the Committee?”  The OLA employee believes that he was asked this 

question once, not twice.  The OLA employee said that the documents were responsive.  

The OLA employee subsequently advised OLA Director Jiminez about his conversation with 

SST Committee staff.  According to OLA Director Jiminez, the OLA employee said that SST 

Committee staff “kept asking him if these were all responsive documents, and you know, 

[the OLA employee] replied yes they were.”  The OLA employee found SST Committee 

staff’s question to be “odd,” and OLA Director Jiminez recalled the OLA employee thought 

they were “peculiar,” but they did not follow up with SST Committee staff.   
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Both OLA Director Jiminez and the OLA employee stated in their OIG interviews for this 

Special Inquiry that if asked on May 6, 2016 whether all responsive documents had been 

produced, the answer would have been, “no.”  

On May 10, 2016, Chairman Smith of the SST Committee and Chairman Loudermilk of the 

SST’s Subcommittee on Oversight sent a letter to the OIG expressing concern that 

documents had been “apparently withheld by the [FDIC]” and the SST Committee had 

therefore not received complete document productions from the FDIC.  The Chairmen’s 

letter also stated that the FDIC had certified that it produced all responsive documents, 

citing the May 6, 2016 telephone call between SST Committee staff and OLA discussed 

above.  The letter further stated that the “FDIC’s decision to withhold responsive materials 

raises serious questions about the agency’s veracity when communicating with 

congressional staff regarding the completeness of the agency’s production.”  The Chairmen 

also cited “long-standing concerns about the agency’s willingness to be forthcoming and 

transparent with Congress” (see Appendix XIII).   

Chairmen Smith and Loudermilk, therefore, requested that the OIG provide “any 

responsive documents that remain outstanding [from the earlier FDIC productions to the 

SST Committee on April 22 and May 4, 2016].”  The OIG provided OLA with a copy of the 

May 10, 2016, letter that same day.  On May 11, 2016, the OIG produced 883 pages to the 

SST Committee relating to the Florida Incident from our audit work papers and also 

provided these documents to OLA.  The OIG’s production included, among other things, 

guidance documents, emails, IRAs, DLP reports, CSIRT reports, and DBMT meeting agendas 

or minutes (see Appendix XIII).62  

OLA Director Jiminez told OIG interviewers that after reviewing the SST Committee 

Chairmen’s letter of May 10, 2016, he wanted to send a written response to the SST 

Committee, and OLA therefore prepared a proposed draft.  The draft stated that the “FDIC 

continues to stand ready to provide the committee with any additional document it 

believes is responsive to your requests of April 8 and April 20.”  According to OLA Director 

Jiminez, Chairman Gruenberg ultimately directed that a response letter not be sent, as the 

letter of May 10, 2016, had been addressed to the OIG and not to the FDIC. 
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 At the SST Committee’s Subcommittee on Oversight hearing on May 12, 2016, then-CIO Gross stated that, 
based on his review, the OIG’s 883 page production was “duplicative” of the FDIC’s production and noted 
that the OIG had produced several versions of the FDIC’s Breach Guide.  This was not the case.  The OIG 
produced different iterations and drafts of the FDIC Breach Guide, but not duplicates.  We note that, as of 
date of the hearing (May 12, 2016), the FDIC had not produced any version of its Breach Guide to the SST 
Committee.   
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D. SST Committee’s Subcommittee on Oversight Hearing (May 12, 
2016) 

On April 27, 2016, the SST Committee’s Subcommittee on Oversight invited the FDIC 

Chairman to testify at a Congressional hearing on May 12, 2016, concerning oversight of 

the FDIC’s recent information security breaches.  Chairman Gruenberg designated then-CIO 

Gross to appear in his stead. 

At the hearing on May 12, 2016, then-CIO Gross was asked about the FDIC’s document 

productions in response to the SST Committee’s two letters.  In particular, then-CIO Gross 

was asked whether the FDIC had produced all documents that were responsive to the SST 

Committee’s requests.  Then-CIO Gross stated that the FDIC “made every effort” to be 

responsive to the Committee’s requests and that the FDIC stood ready to provide 

additional information upon request.  Then-CIO Gross further stated that the FDIC’s 

document production was “comprehensive.”  In addition, he added that the FDIC “made 

every effort to be quite exhaustive in our response to this Committee.” 

E. SST Committee Letter to the FDIC Chairman (May 24, 2016) and the 
FDIC’s Subsequent Responses 

On May 24, 2016, Chairman Smith of the SST Committee and Chairman Loudermilk of the 

SST Committee’s Subcommittee on Oversight sent a letter to Chairman Gruenberg 

expressing concern that then-CIO Gross’ testimony of May 12, 2016, was “a 

misrepresentation, at best, of the strength of the agency’s cybersecurity posture.”  The 

letter further requested that the FDIC preserve and continue to further identify, gather, 

and produce responsive documents to the Committee.  The Committee’s letter also 

requested that the FDIC make nine named individuals available for a transcribed interview 

by Committee staff, and included a reminder of the protections for whistleblowers found in 

the Whistleblower Protection Act. 

On June 7, 2016, FDIC General Counsel Yi responded to the SST Committee’s letter of May 

24, 2016, and provided documents that were responsive to the Committee’s request.  

General Counsel Yi stated that the FDIC was continuing to review documents and would 

provide responsive materials on a rolling basis.  Between May 25, 2016 and June 30, 2016, 

the FDIC issued a series of legal holds to approximately 246 agency custodians, seven 

former employees, and 24 third-party vendors.  We understand that, as part of this effort, 

the FDIC continued to provide documents to the SST Committee.  Further, SST Committee 

staff interviewed seven of the nine individuals named in the letter and decided to 

indefinitely postpone the remaining two interviews.  
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As noted on page 80, the FDIC had additional interactions with the SST Committee on June 

14, June 22, June 28, and August 18, 2016, related to the document production. 

IX. OIG Findings and Analysis Relating to the FDIC’s Document 
Production 

A. The FDIC’s Initial Productions Were Not Complete and Did Not 
Comply with SST Committee Instructions  

Prior to the Congressional hearing of May 12, 2016, the FDIC provided a combined 206 

pages in response to the SST Committee request letters dated April 8 and 20, 2016.  Since 

that hearing—where several Members stated publicly that the Committee had not 

received complete productions from the FDIC—the FDIC has produced 75,953 pages of 

materials responsive to the requests (as of 

June 2, 2017), including the results of 

numerous email vault searches.  The FDIC has 

indicated that, after consultation with the SST 

Committee, it has halted its production 

efforts, unless the SST Committee makes a 

request for additional documents. 

At the time of the initial document 

productions, the FDIC did not comply with 

the instructions—requesting “[a]ll documents 

and communications”—contained in the SST 

Committee’s document request letters dated 

April 8 and 20, 2016.  Further, the FDIC did 

not explain that it had not fully complied, nor 

provided an explanation.  To the contrary, 

the FDIC removed limiting language from the template used to prepare its response 

letters.63  Further, no one from the FDIC had contacted SST Committee staff before the 

May 12, 2016, hearing to disclose that the FDIC responses were intended to be partial 

productions.  Accordingly, a recipient or reader of the transmittal letters may reasonably 

infer that the FDIC was attempting to be fully responsive, at the time, to the request and 

providing relevant materials.  This inference is reasonable in light of the SST Committee’s 
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 The correspondence for the productions made after the May 12, 2016 hearing made it clear that the 
productions were partial and ongoing. 

Excerpts of the SST Committee’s Document 
Request Letters Dated April 8 and 20, 2016 

“If compliance with the request cannot be 
made in full by the specified return date, 
compliance shall be made to the extent 
possible by that date.  An explanation of why 
full compliance is not possible shall be 
provided along with any partial production.”   

The SST Committee also requested a 
certification of the FDIC Chairman or his 
Counsel that “(1) a diligent search has been 
completed of all documents in your 
possession, custody, or control which 
reasonably could contain responsive 
documents; and (2) all documents located 
during the search that are responsive have 
been produced to the Committee.” 
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instructions about explaining any partial production.  The FDIC also did not follow the SST 

Committee’s request that the completeness of the productions be certified in writing.   

With respect to the May 6, 2016, telephone call between FDIC OLA and SST Committee 

staff, SST staff maintains that the OLA employee certified the productions as complete.  

However, the OLA employee told OIG investigators that he merely said the documents 

produced were responsive.   

Notwithstanding the different recollections of the conversation, the FDIC was aware that 

the SST Committee staff viewed the discussion as a certification no later than May 10, 

2016.  On that date, the FDIC received a copy of the SST Committee’s letter to the OIG, 

which stated that the FDIC had “apparently withheld” documents and that the SST 

Committee had therefore not received complete document productions from the FDIC.  

The SST Committee’s letter also stated that the FDIC had certified that it produced all 

responsive documents, citing the telephone call between SST Committee staff and the FDIC 

OLA on May 6, 2016.  The FDIC took no action to respond to the SST Committee’s 

understanding. 

B. The FDIC Did Not Initially Take Sufficient Steps to Identify 
Responsive Documents  

As referenced earlier in our report, FDIC Circular 5500.5, entitled Corporate-wide Legal 

Hold Policy and Implementation, dated September 5, 2012, placed responsibility with the 

Legal Division for determining the necessity for and scope of a legal hold and for identifying 

key players.  Specifically, Circular 5500.5 stated that “[d]etermining whether a duty to 

preserve is triggered [is] based on a good faith analysis and reasonable evaluation of the 

facts and circumstances as they are known at the time.  This analysis may be facilitated by 

interviews, discussions, and/or meetings with personnel in other divisions who have direct 

and relevant knowledge of the facts, players, and potentially relevant information.”  We 

found no evidence that the Legal Division conducted this analysis in response to the receipt 

of SST Committee’s request for documents on April 8, 2016.   

In addition, while the FDIC initiated a legal hold following the SST Committee’s request for 

documents on April 20, 2016, FDIC officials were unable to provide us with a rationale 

regarding how the FDIC selected which custodians or key players to place on legal hold.  A 

number of individuals that would appear to have direct and relevant knowledge of the 

facts were not subject to the legal hold—including then-CIO Gross, Special Advisor 

Henning, the then-Acting CISO and the prior CISO, then-DGC McInerney, OLA Director 

Jiminez, other relevant OLA employees, AGC Griffin, most of the DBMT members, and 

representatives from the separated employee’s operating division.   
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Finally, with regard to both requests for documents, the FDIC did not initially conduct 

searches of the email vault to identify responsive documents.  We acknowledge the FDIC 

did conduct searches of the email vault and issue a broader legal hold following the SST 

Committee letter of May 24, 2016. 

C. The FDIC Lacked Specific Policies and Procedures for Responding 
to Congressional Document Requests 

As discussed in the prior section of our report, OLA Director Jiminez determined, after 

discussion with representatives from other relevant divisions and offices, what documents 

were going to be produced to the SST Committee.  Based on our work during this Special 

Inquiry, we identified only one policy that generally addressed responding to Congressional 

document and information requests—FDIC Circular 1211.2, dated November 9, 2011.  This 

Circular described procedures for handling verbal and written contacts between FDIC staff 

and Members of Congress and Congressional staff.  According to the Circular, OLA was to 

be a central contact point for Congressional Members and their staff who have inquiries 

relating to the work of the FDIC and determines which FDIC division or office will be 

responsible for preparing a draft response to be signed by the FDIC Chairman or the 

Director of OLA.  The Circular did not address who has the authority and responsibility to 

determine and/or approve the information and/or documents that are provided in 

response to Congressional document and information requests. 

Establishing a single accountable official or “process owner” would help the FDIC ensure 

appropriate management attention to, and accountability for, responding to Congressional 

document and information requests.64  A process owner also would help the FDIC address 

the “very high priority on timely and complete responses to Congressional inquiries…and 

assure the consistency of the FDIC’s contacts with Members of Congress and their staff” as 

stated in FDIC Circular 1211.2.  A single accountable official also could clarify accountability 

for a process that involves multiple divisions and offices. 

D. Then-CIO Gross’ Statements about the FDIC’s Document 
Productions Were Not Accurate and the FDIC Did Not Correct the 
Record 

During the SST Committee hearing on May 12, 2016, then-CIO Gross stated that that the 

FDIC's document productions were "comprehensive" and "every effort was made for it to 

be comprehensive."  He added that the FDIC "made every effort to be quite exhaustive in 
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 The GAO defines a process owner as “an individual held accountable and responsible for the workings and 
improvement of one of the organization's defined processes and its related subprocesses.”  (Business Process 
Reengineering Assessment Guide, May 1997, page 67) 
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our response to this Committee."  These statements were not accurate.  At the time then-

CIO Gross made them, the FDIC had produced only 206 pages of responsive documents.  

The FDIC has now produced 75,953 pages of responsive documents. 

Then-CIO Gross had previously participated by telephone in the OLA meeting of April 11, 

2016, where it was decided to provide the SST Committee only limited documents relating 

to Incident F.  In addition, the FDIC decided at this meeting that there would be no search 

of the FDIC’s email vault.  

According to our OIG interviews for this Special Inquiry, OLA Director Jiminez and Special 

Advisor Henning stated that then-CIO Gross was specifically advised, in preparatory 

meetings prior to his testimony on May 12, 2016, that he should not say that the FDIC had 

produced all documents to the SST Committee.  OLA Director Jiminez stated that then-CIO 

Gross was advised to say that the FDIC had tried to be “responsive” to the SST Committee’s 

requests.  Special Advisor Henning also identified “talking points” that were prepared for 

then-CIO Gross’ testimony, which included:  

 We believe that the documents we provided are directly responsive to the 
Committee’s April 8 and April 20 requests. 

 We made no representation that the production was exhaustive, it was a bona 
fide effort to provide the Committee with information regarding the incidents 
that were previously reported.   

When asked in his interview for this Special Inquiry whether he was cautioned during his 

hearing preparation not to state that all responsive documents had been produced, then-

CIO Gross responded “I don’t recall that.”  Neither then-DGC McInerney nor the OLA 

employee could recall whether the completeness of the FDIC’s document production was 

discussed during then-CIO Gross’s hearing preparation. 

When interviewed by the OIG, then-CIO Gross maintained that at the time of the hearing 

on May 12, 2016, he assumed that OLA had been fully responsive to the SST Committee’s 

requests and that the first time he learned of the SST Committee’s concerns about the 

FDIC’s document productions was at the hearing itself.  Then-CIO Gross said in his OIG 

interview for this Special Inquiry that he could not recall whether or not he was aware of 

the SST Committee’s letter dated May 10, 2016, prior to the hearing.   

As discussed below, FDIC personnel agreed that then-CIO Gross’ characterizations of the 

FDIC productions as “comprehensive” or “exhaustive” were inaccurate.  Even then-CIO 

Gross told us that, based on what he knew at the time he was interviewed, he realized that 

the productions were not complete.     
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In his interview, OLA Director Jiminez stated that his intention with respect to the 

production was to provide “as much as we could” within the time given to respond.  When 

asked if the FDIC’s efforts were exhaustive, he said:  “Exhaustive?  I would not say that we 

performed an exhaustive search.”  The OLA employee also agreed that the FDIC efforts 

were not exhaustive.  

In reviewing OLA’s draft response letter for the first production, a Legal Division attorney 

struck the words, “all communications,” indicating in an email that “[w]henever possible, 

no ‘all.’”  In her interview, the Legal Division attorney characterized the production as 

“initial preliminary” and that “[a]n initial production can’t be by its very nature 

comprehensive.  It’s an initial production.” 

During Chairman Gruenberg’s interview for this Special Inquiry, he stated that it was “fair 

to say, the use of the word ‘comprehensive’ was not the best choice of words.  I don’t take 

issue with that.” 

E. Recommendations 

Congressional Committees use document requests to gather information about how 

programs are being implemented, statutes are being followed, and funds are spent, among 

other things.  Agencies are expected to cooperate and work in good faith to identify and 

produce the records that are responsive to Committee requests.  As it relates to our Special 

Inquiry, the SST Committee was examining the FDIC’s handling of “major incidents,” its 

data security policies, and reporting of data breaches as “major incidents.”  In connection 

with its examination, the Committee requested that the FDIC produce relevant documents 

and information.  

As described in this section of our report, our Special Inquiry found that the FDIC should 

have responded to the initial requests in a more complete manner.  The FDIC also should 

have been clear in its communications with and testimony before the SST Committee 

regarding its approach and progress in complying with document production requests.  

Accordingly, we recommend that the FDIC:    

12. Clarify legal hold policies and processes to ensure that all relevant personnel 

and sources of documents and information are included in the scope of legal 

holds. 

13. Ensure that Congressional communications policies, procedures, and guidelines 

establish a single office that has accountability and authority for providing 
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timely responses compliant with Congressional requests and communicating 

with Congressional staff regarding those requests. 

X. Conclusion 

Our work revealed certain systemic weaknesses that hindered the FDIC’s ability to handle 

multiple information security incidents and breaches efficiently and effectively; contributed 

to untimely, inaccurate, and imprecise reporting of information to Congress; and led to 

document productions that did not fully comply with Congressional document requests in a 

timely manner.  In addition, our work found shortcomings in the performance of certain 

individuals in key leadership positions. 

The FDIC had not taken sufficient steps at the time of the New York and Florida Incidents 

(September and October 2015) to ensure that it had a comprehensive incident response 

program and plan that addressed current statutory requirements, most notably those 

associated with “major incidents.”   In this regard, we found that the approach adopted by 

then-DGC McInerney and her apparent reluctance to create electronic records delayed the 

Legal Division’s provision of legal guidance on whether and how FISMA 2014 and OMB 

implementing guidance on reporting incidents applied to the FDIC.  In turn, this 

contributed to a delay in the FDIC’s incident response and postponed the reporting of the 

“major incidents.” 

The FDIC also did not consistently adhere to existing policies in its Data Breach Handling 

Guide, especially with respect to carrying out and documenting risk assessments and the 

underlying analysis for key decisions.  These policies called for the FDIC’s DBMT to serve as 

a key component of the FDIC’s incident response, including to examine the facts and 

circumstances surrounding an incident, and submit a recommendation to the CIO regarding 

an appropriate course of action.  The CIO led the DBMT and was responsible for reviewing 

and determining whether to accept the DBMT’s recommendation, including breach 

notifications to individual consumers whose PII had been compromised and provision of 

credit monitoring services.  The CIO also was required to notify the Executive Office 

(including the FDIC Chairman) of the recommended course of action regarding data breach 

notification to consumers and other external communications.   

Then-CIO Gross did not fulfill his responsibilities for ensuring these activities were properly 

implemented.  For example, then-CIO Gross made a recommendation to senior FDIC 

leadership regarding the reporting of the Florida Incident without input from the DBMT 

and its deliberations.  Further, he failed to document in written form a rationale for his 

recommendation to the FDIC Chairman.  Consequently, the FDIC lacked complete 
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information for determining a proper course of action.  Further, then-CIO Gross’ actions 

related to the Florida Incident appeared to influence the DBMT’s reviews of other 

incidents, namely determining risk levels without fully considering and/or documenting the 

unique circumstances and risks involved. 

The FDIC did not fully consider the range of impacts on bank customers whose information 

had been compromised or consider customer notification as a separate decision from 

whether it would provide credit monitoring services.  In addition, given the number of 

individuals potentially affected by the breaches, the FDIC did not dedicate sufficient 

personnel and contractors to handle customer notification activities in a timely manner.  As 

a result, the FDIC delayed notifying consumers and thus precluded them from taking 

proactive steps to protect themselves. 

As the Senior Agency Official for Privacy, then-CPO Gross should have carried out his 

responsibilities related to breach response, particularly those associated with reducing the 

risk of harm to potentially affected individuals.  He also should have documented, in 

written form, his recommendations to the Chairman regarding customer notification of 

data breaches and offerings of credit monitoring services, and an explanation of his 

rationale for such recommendations.  Absent that documentation, the FDIC was not able to 

establish measurable benchmarks to ensure consistency in its decision-making, such as 

whether potentially affected individuals would be notified and the timing of the 

notifications. 

When faced with assessing the risks associated with the incidents and recovering the data 

involved, the FDIC unduly relied on post-employment statements of former employees.  

These statements lacked weight and credibility, and were similar to the Pre-Exit Clearance 

Forms and data questionnaires on which the employees denied taking data.  Also, portions 

of the statements—prepared by the FDIC—were contradicted by the facts known at the 

time.  Further, the Pre-Exit Clearance Forms and data questionnaires themselves lacked 

adequate acknowledgments and warnings to employees regarding breaches of sensitive 

information.  The FDIC was not able to hold former employees accountable for their 

actions. 

We determined that, based on the information known to the DBMT, the FDIC’s reporting of 

the “major incidents” to Congress should have been more timely and precise.  The FDIC 

used broad characterizations and referenced mitigating factors that were sometimes 

inaccurate and imprecise, and tended to diminish the potential risks.  Throughout the 

incident response risk analysis and mitigation process, the CIO received and was 

responsible for evaluating information from the DBMT on incident risk, impact, and 
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mitigation.  The CIO was also responsible for keeping FDIC officials informed of the status 

of an ongoing incident response.  As a result, then-CIO Gross should have known that 

certain statements to Congress were not consistent with the facts known to the FDIC at the 

time.  He should have been more precise in statements regarding individual incidents, since 

each incident had its own set of facts and circumstances, and he should have provided 

updated information to Congress as new information was discovered.   

In addition, despite several opportunities, the FDIC subsequently did not correct earlier 

statements made to Congress regarding the nature of the incidents.  The FDIC also could 

have provided more comprehensive responses to Congressional document requests.  OLA, 

under the direction of Director Jiminez, should have maintained a clear and timely record 

of communications with Congressional staff, and should have corrected the record once 

the FDIC became aware that it had made an inaccurate statement or obtained updated 

information.  With respect to document requests, Director Jiminez and his staff should 

have thoroughly discussed the initial document requests with SST Committee staff, 

including how the FDIC could accommodate the requirements, and ensured that the SST 

Committee was aware that the FDIC was not immediately producing all responsive 

documents.  

Further, when the SST Committee requested documents in April and May 2016, the FDIC’s 

initial document productions were not complete and did not comply with SST Committee 

instructions.  The Legal Division was involved in how the documents would be collected by 

the FDIC.  In that regard, certain attorneys in the Legal Division did not have a clear 

rationale for not initially implementing a legal hold, nor for the selection of custodians or 

key players upon which legal holds were eventually issued.  As a result, the FDIC did not 

search for responsive documents from all relevant FDIC sources until after May 24, 2016, 

when the SST Committee requested that the FDIC specifically preserve all pertinent 

documents concerning the FDIC’s cyber security posture and information related to data 

breaches.  

Throughout and subsequent to our Special Inquiry, the FDIC took steps to address prior 

recommendations pertaining to incident and breach response.  In addition, we made 13 

recommendations in this Special Inquiry report to address the systemic issues associated 

with the FDIC’s incident response and reporting and interactions with Congress.  With 

respect to the shortcomings in performance that we identified, the FDIC should review the 

facts and analysis that we have developed in this Special Inquiry report and advise the FDIC 

OIG of any actions undertaken to address them. 
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XI. Comments from the FDIC and Former FDIC Officials 

We provided an initial draft of this report to the FDIC and requested feedback on factual 

accuracy.  We subsequently issued a draft for formal comment on March 12, 2018.  The 

FDIC Chairman provided a written response dated March 26, 2018.  The response is 

presented in its entirety in Appendix XVII.   

The FDIC concurred with the report’s 13 recommendations.  The FDIC has completed 

responsive corrective actions for two of the recommendations and we consider them 

closed.  The FDIC has proposed actions to address the remaining 11 recommendations and 

plans to implement them between June 2018 and December 2018.  These 

recommendations will remain open until the OIG determines that planned actions have 

been completed and are responsive to the recommendations.  Appendix XVIII contains a 

summary of the FDIC’s corrective actions. 

We also shared a draft with former CIO Gross and former DGC McInerney through their 

respective Counsel, and both provided written responses.  The response prepared on 

behalf of former CIO Gross stated that his performance should be viewed in the context of 

his having been appointed to the position in November 2015; he was not involved in 

scoping, searching, or compiling documents responsive to the SST Committee’s document 

request of April 8, 2016; and he was not advised to testify that the FDIC had not produced 

all of the Committee’s requested documents.   

We considered these points and reviewed our Special Inquiry interviews and supporting 

documentation to ensure that our report was factually correct.  We clarified certain items 

relating to his testimony preparation with respect to the document production.  Otherwise, 

our evidence did not support further revisions.  

The response prepared on behalf of former DGC McInerney expressed concerns regarding 

the report’s references to FISMA 2014 and OMB Memorandum M-16-03 reporting 

requirements as they related to the New York Incident; her interactions with AGC Griffin 

regarding the Legal Division guidance on the definition of a “major incident” and FISMA 

2014 reporting requirements; and her approach to developing legal guidance and delays in 

the reporting of incidents to Congress. 

We similarly reviewed our evidence and made clarifying revisions to the report as we 

deemed appropriate.  The revisions did not change our conclusions.
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Objective 

The objective of this Special Inquiry was to review the facts surrounding the incidents and 

the FDIC’s original decision not to report the “major incidents” to Congress, and examine 

representations made by the FDIC and its initial responsiveness to requests from the SST 

Committee for documents.  This Special Inquiry also addressed the extent to which the 

FDIC had developed and implemented certain policies and procedures relevant to the 

handling and reporting of the incidents. 

This Special Inquiry was conducted in accordance with OIG policy and procedures by an 

interdisciplinary team including attorneys, investigators, forensic accountants, and a 

program analyst.  Each member of the team was required to conduct the special inquiry 

with due professional care in the performance of their work, in a fair and balanced manner, 

and in conformance with the generally accepted standards of conduct for government 

employees.  We believe the evidence obtained provides a reasonable basis for our findings 

and conclusions.   

Scope and Methodology 

To address the Special Inquiry objective, we reviewed and considered statutes, authorities, 

standards, guidance, policies, programs, and procedures relevant to data protection and 

incident response.  Specifically, we identified and reviewed: 

Statutes 

 The Federal Information Security Management Act of 2002  

 The Federal Information Security Modernization Act of 2014 

 The Paperwork Reduction Act of 1995 

 The E-Government Act of 2002 

 Section 522 of the Consolidated Appropriations Act of 2005 

Executive Order 

 Executive Order 13719, Establishment of the Federal Privacy Council 

OMB Policy and Guidance 

 Circular A-130, Management of Federal Information Resources, November 28, 
2000 

 Circular A-130, Managing Information as a Strategic Resource, July 28, 2016 
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 Memorandum M-16-03, Fiscal Year 2015-2016 Guidance on Federal  
Information Security and Privacy Management Requirements 

 Memorandum M-16-24, Role and Designation of Senior Agency Officials for 
Privacy 

 Memorandum M-17-05, Fiscal Year 2016-2017 Guidance on Federal Information 
Security and Privacy Management Requirements 

 Memorandum M-07-16, Safeguarding and Responding to the Breach of 
Personally Identifiable Information 

 Memorandum M-17-12, Preparing for and Responding to a Breach of Personally 
Identifiable Information 

NIST Guidance 

 SP 800-61, Revision 2, Computer Security Incident Handling Guide 

FDIC Legal Opinions, Policies, Procedures, and Guidance 

 Legal Division Opinion, Applicability of OMB Memorandum M-16-03, dated 
November 18, 2015 

 Circular 1360.9, Protecting Sensitive Information, dated April 30, 2007 

 Data Breach Handling Guide, Version 1.4, dated April 16, 2015, and Version 1.5, 
dated June 6, 2016  

 Circular 2150.1, Pre-Exit Clearance Procedures for FDIC Employees, dated 
September 3, 2014 

 Circular 1211.2,  Congressional Contacts and Correspondence, dated November 
9, 2011 

 Circular 5500.5,  Corporate-wide Legal Hold Policy and Implementation, dated 
September 5, 2012 

We evaluated the FDIC’s activities for the breaches examined in the Special Inquiry against 

the statutes, authorities, standards, guidance, policies, programs, and procedures that 

were in effect at the time the FDIC discovered and addressed those breaches.  We 

considered new guidance issued by OMB and relevant updates to the FDIC’s policies, 

procedures, and guidelines when developing our findings, conclusions, and 

recommendations.  We specifically performed the following work: 

 evaluated FDIC guidance for implementing statutes and guidance governing 
breach response; 
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 obtained and reviewed IRAs and other documentation related to DBMT 
activities for the breaches addressed by the Special Inquiry; 

 prepared timelines of key breach response activities associated with all 
breaches reviewed; 

 reviewed pre-exit clearance forms, data questionnaires, and statements of 
former employees who improperly took the FDIC’s sensitive data; 

 evaluated whether the FDIC met statutory incident reporting requirements, 
including notifying potentially affected individuals; 

 reviewed the FDIC’s “major incident” notifications to Congress and other 
appropriate government agencies; 

 reviewed statements in testimony and correspondence between the FDIC and 
Congress related to the breaches we reviewed; and 

 obtained documentation and interviewed officials associated with the FDIC’s 
production of documents and information requested by Congress. 

In carrying out this work, the Special Inquiry team: 

 gathered documents from witnesses and retrieved email based on various 
search parameters from the FDIC vault, including whole stores of certain 
employees’ emails for designated periods of time and topical search terms 
designed to retrieve relevant documents;   

 conducted a judgmental review of thousands of emails and other documents 
within that population;   

 reviewed 75,953 pages of documents ultimately produced by the FDIC to the 
SST Committee; and    

 interviewed 24 current or former FDIC employees, and six former employees 
who committed breaches that were the subject of this Special Inquiry. 

In addition, the Special Inquiry team reviewed joint interviews of former employees 

performed by OIG and FinCEN special agents to understand additional information about 

the former employees, why they downloaded the data, and how they handled the data.
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Term  Definition 
Advanced Persistent 
Threat (“APT”) 

An APT is a network attack in which a cyber criminal or 
threat actor uses multiple phases to break into a network, 
avoid detection, and harvest valuable information over a 
long period of time. 

Breach OMB defines the term breach as a type of security incident 
that involves the loss of control, compromise, unauthorized 
disclosure, unauthorized acquisition, or any similar 
occurrence where (1) a person other than an authorized 
user accesses or potentially accesses PII or (2) an 
authorized user accesses or potentially accesses PII for an 
other than authorized purpose.  A breach can be 
inadvertent, such as a loss of hard copy documents or 
portable electronic storage media, or deliberate, such as a 
successful cyber-based attack by a hacker, criminal, or 
other adversary. 

Data Loss Prevention 

(“DLP”) Tool  

 

The DLP tool is software that is designed to detect and, if 
enabled, prevent potential data breaches by monitoring, 
detecting, and blocking sensitive data while in-use 
(endpoint actions), in-motion (network traffic), and at-rest 
(data storage). 

Digital Rights 

Management (“DRM”) 

Digital rights management is a systematic approach to 
protection of digital information to prevent unauthorized 
redistribution of the information. 

Flash Drive A flash drive is a small electronic device containing flash 
memory that is used for storing data or transferring it to or 
from a computer, digital camera, etc. 

Incident An incident is an occurrence that actually or imminently 
jeopardizes, without lawful authority, the integrity, 
confidentiality, or availability of information or an 
information system; or constitutes a violation or imminent 
threat of violation of law, security policies, security 
procedures, or acceptable use policies. 

Information Security 

Manager (“ISM”) 

 

ISMs are located within FDIC divisions and offices and 
provide a business focus on information security and 
coordinate with the CIO Organization to ensure that 
security controls are in place to protect their respective 
division or office’s information and systems.  ISMs are 
responsible for such things as educating employees and 
contractors on how to properly safeguard FDIC information, 
ensuring that security requirements are addressed in new 
and enhanced systems, and promoting compliance with 
security policies and procedures. 
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Term  Definition 
Major Incident According to OMB Memorandum M-16-03, a “major 

incident” will be characterized by a combination of the 

following factors: 

(1) involves information that is Classified, Controlled 

Unclassified Information (“CUI”) proprietary, CUI Privacy, or 

CUI Other; and 

(2) is not recoverable, not recoverable within a specified 

amount of time, or is recoverable only with supplemental 

resources; and 

(3) has a high or medium functional impact to the mission 

of an agency; or 

(4) involves the exfiltration, modification, deletion or 

unauthorized access or lack of availability to information or 

systems within certain parameters to include either: (a) a 

specific threshold of number of records or users affected; 

or (b) any record of special importance. 

Personally Identifiable 

Information (“PII”) 

 

FDIC Circular 1360.9, Protecting Sensitive Information, 

defines PII as any information about an individual 

maintained by the FDIC that can be used to distinguish or 

trace that individual’s identity, such as their full name, 

home address, email address (non-work), telephone 

numbers (non-work), Social Security Number, driver’s 

license/state identification number, employee 

identification number, date and place of birth, mother’s 

maiden name, photograph, biometric records (e.g., 

fingerprint, voice print), etc.  This also includes, but is not 

limited to, education, financial information (e.g., account 

number, access or security code, password, personal 

identification number), medical information, investigation 

report or database, criminal or employment history or 

information, or any other personal information that is 

linked or linkable to an individual. 

Resolution Plans  

 

Section 165(d) of the Dodd-Frank Act requires each bank 

holding company with total consolidated assets of $50 

billion or more and each nonbank financial company 

designated by the Financial Stability Oversight Council 
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Term  Definition 
(“FSOC”) for enhanced supervision by the Federal Reserve 

Board (“FRB”) to report periodically to the FDIC, FRB, and 

FSOC on the plan of such company for its rapid and orderly 

resolution in the event of material financial distress or 

failure – its resolution plan.  These resolution plans are also 

known as “living wills.”  To implement this requirement, the 

FDIC and FRB jointly issued a Final Rule, entitled Resolution 

Plans Required, on November 1, 2011, that requires 

financial companies covered by the statute to submit 

resolution plans describing the company’s strategy for a 

rapid and orderly resolution under the Bankruptcy Code in 

the event of material financial distress or failure of the 

company. 

Sensitive Information  

 

In general, sensitive information is information that 

contains an element of confidentiality.  It includes 

information that is exempt from disclosure by the Freedom 

of Information Act (5 U.S.C. § 552) and information whose 

disclosure is governed by the Privacy Act of 1974 (5 U.S.C. § 

552a). Sensitive information requires a high level of 

protection from loss, misuse, and unauthorized access or 

modification. 

Systemically Important 

Financial Institution 

(“SIFI”) 

The term SIFI refers to bank holding companies with $50 

billion or more in total consolidated assets and nonbank 

financial companies designated by the FSOC for FRB 

supervision and the enhanced prudential standards of the 

Dodd‐Frank Act (12 U.S.C. §§ 5322 and 5323). 

United States Computer 

Emergency Readiness 

Team (“US-CERT”) 

 

Established in 2003, the US-CERT’s mission is to protect the 

nation’s internet infrastructure.  US-CERT coordinates 

defense against and responses to cyber-attacks across the 

nation.  In the event of a loss or compromise of business 

sensitive information and/or PII, US-CERT is responsible for 

notifying appropriate officials in the executive branch of the 

government about the breach incident; coordinating 

communications of the breach incident with other 

agencies; and for PII incidents, distributing to designated 

officials in the agencies and elsewhere a monthly report 
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Term  Definition 
identifying the number of confirmed breaches of PII and 

making available a public version of the report. 

Universal Serial Bus 

(“USB”) 

USB is the most common type of computer port used in 

today's computers and can be used to connect keyboards, 

printers, removable media drives, etc. to a computer. 
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Acronym/Abbreviation  Explanation 
AGC Assistant General Counsel 
APT Advanced Persistent Threat 
BSA Bank Secrecy Act 
CIO Chief Information Officer  
CIOO Chief Information Officer Organization 
CISO Chief Information Security Officer  
COO Chief Operating Officer  
CPO Chief Privacy Officer  
CSIRT Computer Security Incident Response Team  
CTR Currency Transaction Report  
CUI Controlled Unclassified Information 
DBHG Data Breach Handling Guide  
DBMT Data Breach Management Team  
DCP Division of Depositor and Consumer Protection  
DGC Deputy General Counsel 
DIT Division of Information Technology  
DLP Data Loss Prevention 
Dodd-Frank Act Dodd–Frank Wall Street Reform and Consumer 

Protection Act  
DRR Division of Resolutions and Receiverships  
GAO Government Accountability Office   
FDIC Federal Deposit Insurance Corporation  
FinCEN Financial Crimes Enforcement Network  
FISMA Federal Information Security Management Act of 

2002 
FISMA 2014 Federal Information Security Modernization Act of 

2014 
FRB Federal Reserve Board  
FSOC Financial Stability Oversight Council  
FTC Federal Trade Commission  
ICAM Identity, Credential, and Access Management 
IRA Incident Risk Analysis form  
ISM Information Security Manager  
ISPS Information Security and Privacy Staff 
IT Information Technology  
NIST National Institute of Standards and Technology  
OCFI Office of Complex Financial Institutions  
OIG Office of Inspector General  
OLA Office of Legislative Affairs   
OMB Office of Management and Budget  
ORE Owned Real Estate  
PCM Privacy Continuous Monitoring 
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Acronym/Abbreviation  Explanation 
PII Personally Identifiable Information  
PIV Personal Identity Verification  
PRA Paperwork Reduction Act  
QFR Questions-for-the-Record  
RMS Division of Risk Management Supervision  
SAOP Senior Agency Official for Privacy 
SAR Suspicious Activity Report 
SIFI Systemically Important Financial Institution  
SP Special Publication 
USB Universal Serial Bus 
US-CERT United States Computer Emergency Readiness Team 
U.S.C. United States Code 
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This table presents management’s response to the recommendations in the report and the 

status of the recommendations as of the date of report issuance. 

Rec. 
No. 

Corrective Action:  Taken or 
Planned 

Expected 
Completion Date 

Monetary 
Benefits 

Resolved:a 
Yes or No 

Open or 
Closedb 

1 The CIOO completed a 
comprehensive update of the 
FDIC Breach Response Plan in 
October 2017, which included 
but was not limited to clarifying 
the roles and responsibilities of 
the CISO, CIO, CPO/SAOP, and 
the Chairman.  The CIOO will 
further update the Breach 
Response Plan to include the 
roles and responsibilities of 
FDIC’s COO as part of the 
incident response lifecycle. 

The Chairman appointed 
members of the Breach Response 
Team and delegated in writing 
that the CIO/CPO is the 
designated signatory on 
notification letters sent to 
individuals affected by a breach.  
Additionally, the Breach 
Response Plan outlines that the 
Chairman is the final authority 
for designating a breach as a 
“major incident” in consultation 
with the CPO/SAOP and CISO, 
and based upon the 
recommendation of the Breach 
Response Team. 

Further, the CIOO provided 
training to Breach Response 
Team members in Q4 2017 to 
ensure they understood their 
respective roles and 
responsibilities at each stage of 
the FDIC’s breach response 
lifecycle. 

June 30, 2018 N/A Yes Open 



Appendix XVIII 

The FDIC’s Corrective Actions and Associated Timeframes 

232 
 

2 The CIOO’s Audit and Internal 
Control Section has been tracking 
updates to OMB guidance and 
assigning any needed follow-up 
work to the appropriate 
managers within the CIOO, and 
will follow a similar process for 
Executive Orders, Binding 
Operational Directives, and 
privacy guidance.  The CIOO and 
Audit and Internal Control 
Section will continue to 
coordinate with the Legal 
Division (and other divisions or 
offices as appropriate) to the 
extent necessary in determining 
appropriate responses to new 
statutory requirements and 
government-wide guidance.  The 
CIOO will document the 
procedures for identifying, 
tracking, and providing guidance 
on the applicability and 
implementation of new statutory 
requirements and government‐
wide guidance. 

June 15, 2018 N/A Yes Open 

3 The Legal Division will establish 
procedures by which legal 
opinions are developed, 
deliberated, disseminated, and 
maintained.  Such procedures 
will include the manner in which 
legal opinions are to be shared 
with divisions and offices that are 
stakeholders with respect to the 
subject matter in question, e.g., 
data breach management and 
related topics, and such opinions 
shall be consistent with legal, 
regulatory, and/or operational 
requirements for records 
management. 

July 30, 2018 N/A Yes Open 

4 The October 2017 version of the 
Breach Response Plan includes 
distinct decision paths for 

December 31, 
2017 

N/A Yes Closed 
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consumer notification and credit 
monitoring.  In November and 
December 2017, the CIOO 
provided training to the Breach 
Response Team members that 
addressed (among other things) 
the distinct decision paths for 
consumer notification and credit 
monitoring. 

5 In December 2016, RMS issued a 
memorandum that included a 
requirement to immediately 
notify FinCEN concerning any 
apparent, threatened, or possible 
BSA data compromise or loss.  
RMS shared this requirement 
with examiners and other RMS 
staff through the memorandum 
and multiple conference calls.  
RMS will continue to provide 
reminders to all staff annually 
that information maintained in, 
or available through, the FinCEN 
database is sensitive – and in 
some instances confidential – 
and may only be retrieved and 
used for official FDIC business. 

RMS will continue to coordinate 
with the CIOO and the Legal 
Division as appropriate, 
particularly with respect to the 
responsibility and timeframes for 
reporting incidents to FinCEN 
where SAR information has been 
compromised.  In addition, in 
May 2018, RMS will issue a global 
email reminder regarding the 
requirement to report incidents 
to FinCEN when SAR information 
has been compromised. 

June 30, 2018 N/A Yes Open 

6 The October 2017 version of the 
Breach Response Plan requires 
that an annual breach response 
tabletop exercise be performed.  

December 13, 
2017 

N/A Yes Closed 
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Pursuant to the Breach Response 
Plan, the key members of Breach 
Response Team are required to 
participate in the breach 
response tabletop exercise.  In 
December 2017, a breach 
response tabletop exercise was 
completed to test the new plan 
and ensure that members of the 
Breach Response Team were 
familiar with the plan and 
understand their specific roles.  
Furthermore, as provided in the 
Breach Response Plan, those key 
officials designated as members 
of the Breach Response Team 
will continue to participate in 
future breach response tabletop 
exercises.   

7 DIT’s Audit and Internal Controls 
Section will incorporate an 
annual review of the Breach 
Response Plan as part of the 
CIOO Internal Control Program.  
The annual review will include 
steps to confirm that the Breach 
Response Plan was consistently 
followed in responding to 
incidents during the past year.   

December 30, 
2018 

N/A Yes Open 

8 Legal, CIOO, and DOA staffs will 
review the purpose, nature, and 
content of post-employment 
statements from former FDIC 
personnel and determine, to the 
extent considered necessary for 
use in any future situations, the 
purpose and proper construction 
of such statements. 

July 30, 2018 N/A Yes Open 

9 Over the past several months, 
the FDIC has revised the forms to 
be signed by departing 
employees to emphasize the 
prohibition against taking FDIC 
business documents, and the 

July 30, 2018 N/A Yes Open 



Appendix XVIII 

The FDIC’s Corrective Actions and Associated Timeframes 

235 
 

form for contractor employees is 
in the process of being similarly 
revised.  The CIOO and Legal 
Division (as well as DOA with 
respect to contractors) will 
review existing guidance and 
training to ensure that 
employees and contractors are 
fully aware of their responsibility 
to return all Corporation 
equipment and documents and 
the prohibition against removing 
any sensitive information from 
FDIC premises before they 
depart.  DOA, along with the 
CIOO and Legal Division, will 
ensure that all training and 
guidance clearly articulate the 
consequences–including 
available legal remedies—of 
providing false or inaccurate 
statements to the FDIC related to 
that responsibility. 

10 The FDIC will update Circular 
1211.2, Congressional Contacts 
and Correspondence, to clarify 
and emphasize the importance of 
providing statements and 
representations to authoritative 
bodies that are full and complete 
to the best of the FDIC’s 
knowledge.  Additionally, 
Congressional communications 
policies, procedures, and 
guidelines within other 
divisions/offices will be reviewed 
to ensure they are consistent 
with updates to Circular 1211.2.  

July 30, 2018 N/A Yes Open 

11 The FDIC will review and provide 
updated material, if necessary, to 
Congress on the key incidents 
presented in the OIG’s report 
using information available as of 
the date of the OIG’s report.   

July 30, 2018 N/A Yes Open 
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12 The Legal Division commits to 
continuing its practice of 
carefully evaluating all 
Congressional requests to 
determine, based on a totality of 
the circumstances and subject to 
a reasonableness test, whether 
to implement a legal hold.  
Further, in an effort to 
continually improve its practices 
and procedures, the Legal 
Division launched new legal hold 
support software in October 
2017 and is in the process of 
reviewing and revising Circular 
5500.5 and the legal hold 
guidelines.  These measures are 
aimed at ensuring, among other 
things, that relevant personnel 
and sources of documents and 
information will be included in 
the scope of legal holds.   

July 30, 2018 N/A Yes Open 

13 The FDIC will update Circular 
1211.2 to clarify that OLA is the 
office that is responsible for 
providing, to the extent 
practicable, timely responses to 
Congressional requests and 
communicating with 
Congressional staff regarding 
those requests.  Additionally, 
Congressional communications 
policies, procedures, and 
guidelines within other 
divisions/offices will be reviewed 
to ensure they are consistent 
with the update to Circular 
1211.2. 

October 30, 2018 N/A Yes Open 

 
a Recommendations are resolved when — 

1. Management concurs with the recommendation, and the planned, ongoing, and completed 

corrective action is consistent with the recommendation. 
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2. Management does not concur with the recommendation, but alternative action meets the

intent of the recommendation.

3. Management agrees to the OIG monetary benefits, or a different amount, or no ($0)

amount.  Monetary benefits are considered resolved as long as management provides an

amount.

b Recommendations will be closed when the OIG confirms that corrective actions have been 

completed and are responsive. 
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