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FDIC

Federal Deposit Insurance Corporation Office of Audits
Washington, D.C. 20434 Office of Inspector General

DATE: January 11, 2001

TO: Arleas Upton Kea, Director
Divison of Adminidration

Dondd C. Demitros, Director
Divison of Information Resources Management

Fred Selby, Director
Divigon of Finance

ﬁ:‘:—,/ﬂf«é@

FROM: Sharon M. Snith
Assgtant Ingpector Generd

SUBJECT: Audit of Billings for Professional Services Provided by ACS Government Solutions
Group (Audit Report No. 01-002)

This report presents the results of an audit of ACS Government Solutions Group's (ACS) hillings to the
Federad Deposit Insurance Corporation (FDIC) for various information technology services. The audit
addressed whether ACS s hillings were alowable and adequately supported under the terms and
conditions of its Generd Services Adminigtration (GSA) Federd Supply Schedule contract and the
FDIC sdelivery orders awarded under that contract.

BACKGROUND

Contracts awarded by the GSA known as Federd Supply Schedules are used to facilitate the timely
acquisition of goods or services by any federd agency or other quaifying agency. The GSA’s Federd
Supply Schedule contracts provide federd agencies with asmplified process for obtaining commonly
used commercia supplies and services at prices associated with volume buying. The GSA establishes
indefinite ddivery contracts with commercid firms to provide supplies and services a Sated prices.
Ordering offices issue ddlivery orders directly to registered firms for supplies and services. GSA
congders the program streamlined because it reduces the time needed by agencies to acquire goods
and services.

In 1997, the FDIC' s Divison of Adminigration (DOA), which is responsible for soliciting and awarding
contracts, began to streamline its procurement process by issuing ddlivery ordersto firmswith GSA



Federal Supply Schedule contracts. During 1998 and 1999, the FDIC paid $17,795,785 that ACS
billed under 10 ddivery orders that the FDIC awarded under the GSA’s Federd Supply Schedule
contract GS-35F-4415G with ACS and its predecessor, Computer Data Systems. The GSA’s
contract with ACS provides for the purchase of various information technology services such as systems
andyss and design, ingdlation, programming, converson and implementation support, network
services, project management, data and records management, resources and facilities management, and
database planning and design. Table 1 shows the services that ACS provided; performance period;
not-to-exceed amount as of December 31, 1999; and amount that the FDIC paid during 1998 and
1999 for each of the 10 delivery orders.

Table 1. FDIC 1998 and 1999 Paymentsto ACS

Delivery System Development Period of | Not-to-Exceed| 1998-1999
Order Services Provided Performance| Amounts Payments

9701315NLH ([Financid data warehouse and 10/15/97to | $ 598,405 | $ 546,931
corporate budgeting system 12/31/97

9701438CVB |Financid data warehouse and 12/19/97 to 1,807,200 1,782,322
data access methodol ogy 12/18/98

9701486CJT |Planning, budgeting, and other 12/19/97 to 1,455,500 1,228,711
financid reporting sysems 12/18/99

9800455CAF* | Business process redesign 05/20/98 to 9,500,000 4,435,256
services 12/31/99

9800542CJT  |Persona computer technica 06/26/98 to 11,105,310 6,246,889
SEVices 06/25/00

98007790EU  |Executive office software 08/24/98 to 1,992,828 1,916,269
management section support 12/31/99

9801260CS2 |Financid data warehouse and 12/14/98 to 1,980,662 795,529
data access methodol ogy 12/13/00

9801264CTL |Nationd client application server | 02/08/99 to 1,998,040 662,336
support 02/07/01

9900257CEU |Application technology section 07/12/99 to 632,890 124,164
support 07/11/00

99004430RM |Executive office software 10/16/99 to 865,500 57,378
management section support 10/31/00

Totals $31,936,335 | $17,795,785

*Division of Finance delivery order; all other delivery orders are for the Division of Information Resources

Management.

Source: OIG research and review of FDIC contract files and paid invoices.




OBJECTIVE, SCOPE, AND METHODOLOGY

The audit objective was to determine whether ACS s hillings were alowable and adequately supported
under the terms and conditions of its GSA Federa Supply Schedule contract and the FDIC ddlivery
orders. Wereviewed 392 invoicestotaling $17,795,785 that ACS billed under 10 delivery orders that
the FDIC paid between January 1, 1998 and December 31, 1999.

To accomplish our objective, we:
- Reviewed FDIC and GSA policies pertaining to Federa Supply Schedules.

- ldentified al FDIC payments made during the period January 1, 1998 through December 31,
1999 to ACS and its predecessor, Computer Data Systems.

- Interviewed and corresponded with the FDIC' s contracting officer, oversght managers, and
security personnd; ACS's contract directors; and the GSA'’s primary contracting officer and an
information technology project manager.

- Reviewed the FDIC contracting officer’s contract monitoring files and oversght managers
contract oversight files.

- Reviewed the terms and conditions of ACS's Federd Supply Schedule contract
GS-35F-4415G with the GSA and the FDIC' s 10 delivery orders awarded under that
contract.

- Reviewed ACS's 392 invoices that the FDIC paid between January 1, 1998 and
December 31, 1999.

- Prepared an eectronic database from ACS's 392 invoices consgting of 2,755 individud hilling
linesfor dl fees and expenses.

- Andyzed the invoices and hilling lines to determine whether the FDIC made any duplicate
payments.

- Compared the hours that ACS proposed for each labor category under each FDIC ddlivery
order to the hours billed to determine whether the total hours and actua labor mix differed
ggnificantly from the proposds

- Reviewed employee personnd files, job gpplication forms, and resumes for 212 ACS and
subcontractor employees who charged time to the FDIC' s delivery orders.

- Analyzed experience and education qudifications for the 212 ACS and subcontractor
employees to determine whether they met the GSA’s Federa Supply Schedule minimum
experience and education requirements and the FDIC' s delivery order descriptions.

- Caculated questioned costs based upon the minimum experience and education requirements of
ACS s Federd Supply Schedule contract GS-35F-4415G with the GSA and the FDIC's



delivery order labor category descriptions. For each hilling line, we andlyzed, cdculated, and
categorized the labor charges. (A complete description of our methodology for calculating
questioned cogts is included in gppendix 1.)

- Reviewed the FDIC' s policies on contractor employee security.

- Determined whether ACS's employees and subcontractor personnd had accessto FDIC
facilities or information systems, thus requiring background investigetions.

- Reviewed security files to determine whether the FDIC performed required background
investigations for the 212 ACS and subcontractor personnd.

- Provided FDIC and ACS officids with our preiminary audit results to verify the accuracy and
vaidity of our findings, seek agreement on causes, and develop recommendations.

We did not review ACS s hillings for travel and other direct charges because they were not materia to
the overdl contract charges.

To order servicesfrom ACS's Federa Supply Schedule contract, the FDIC issued ddlivery orders that
incorporated by reference the FDIC' s performance-based statements of work. These statements of
work outlined the tasks to be performed, location of work, period of performance, applicable
standards, acceptance criteria, and desired labor categories with descriptions of personnel including
standards for experience and education. However, the ACS's Federal Supply Schedule contract aso
contained minimum experience and education requirements for each labor category and the
experience/education requirements between the two sets of documents did not aways agree.

Because of the conflicting experience and education requirements, the OIG established its own criteria
againgt which to compare actua qudifications. Wefirgt looked to the Federad Supply Schedule
contract, which contains a dause specificaly sating that when a conflict exists between the GSA’s
Federa Supply Schedule contract and an agency’s ddivery order the Federad Supply Schedule contract
shdl control. However, the FDIC's ddlivery orders aso contained specific language regarding
employee qudifications. Accordingly, the FDIC delivery orders may have changed the GSA contract
terms. Becauseit isnot clear which terms would have lega standing, the OIG dected to question costs
based on the terms that were the most favorable to the contractor. Accordingly, for this audit we
consistently questioned costs based on ACS's Federa Supply Schedule contract |abor categories and
qudifications. Such an approach resulted in a more conservative calculation of questioned costs.

We did not evauate internal controls because we concluded that we could meet the audit objective
more efficiently by conducting substantive tests rather than placing reliance on the system of interna
controls. The OIG conducted the audit from December 1999 through August 2000 in accordance with
generdly accepted government auditing Sandards.



RESULTSOF AUDIT

The FDIC paid ACS $17,795,785 between January 1, 1998 and December 31, 1999 under

10 ddlivery ordersfor professional services, travel expenses, computer equipment, and computer
supplies. Generdly, ACS billed the FDIC for dlowable services under the terms and conditions of its
GSA contract and the FDIC' s delivery orders awvarded under that contract. ACS aso provided the
FDIC with adequate support for its billings. However, ACS billed 65 of its 212 employees and
subcontractor personnd a higher labor rates than warranted by their individua qudifications. We
questioned $1,064,364 of the $17.8 million that the FDIC paid ACS. Of that amount, we questioned
$986,191 for ACS employees who did not meet the education and/or experience requirementsin its
Federd Supply Schedule contract with the GSA. In addition, we questioned $2,586 because ACS
billed employees at higher rates than dlowed under its delivery orders with the FDIC and $75,587 for
one employee who disclosed to ACS on his employment gpplication that he was a convicted felon.
Furthermore, the FDIC did not perform required security checksin atimely manner. Table 2 showsthe
FDIC stotal paymentsto ACS during 1998 and 1999 and the amounts that we questioned (6 percent
overal) for each delivery order.

Table2: FDIC Paymentsto ACSand OIG Questioned Costs by Delivery Order

Delivery Order Amount Paid Questioned Costs Per cent Questioned
9701315NLH $ 546,931 $ 42,658 7.8
9701438CVB 1,782,322 180,703 10.1
9701486CJT 1,228,711 83,704 6.8
9800455CAF 4,435,256 383,730 8.7
9800542CJT 6,246,889 236,661 3.8
98007790EU 1,916,269 94,755 4.9
9801260CS2 795,529 30,738 3.9
9801264CTL 662,336 0 0.0
99002570EU 124,164 7,818 6.3
99004430RM 57,378 3,597 6.3
Total $17,795,785 $1,064,364 6.0

Source: OIG analysis of FDIC contract filesand ACS employees' experience and education requirements.

UNALLOWABLE LABOR CHARGES

ACS generdly billed dlowable labor charges and provided adequate support for its billings. However,
ACS hilled the FDIC for some employees that did not meet its Federal Supply Schedule educeation
and/or experience requirements. ACS aso billed some employees at rates not specified in the FDIC's
delivery orders. Specificaly, of the 212 contract employeesthat it provided, ACS billed 65 that did not
meet contract specifications. Astable 3 shows, ACS hilled



the FDIC for 39 employees that did not meet experience and/or education requirements, 25 employees
at incorrect rates, and 1 employee that was a known felon at the time he was hired.

Because some employees that ACS billed are included in more than one category, we accumul ated
cods by individua monthly charges for each contract employee (billing lines) to diminate any duplicate
questioned costs. Table 3 shows the number of employees, billing lines, amount billed, and questioned

costs by hilling category.

Table3: Summary of ACS Billings by Category

Number of Billing Total Questioned
Category Employees| Lines Billed Costs

Did not meet experience requirement 27 311 $2,578,237 $715,741
Did not meet education requirement 6 60 397,776 135,476
Did not meet both requirements 6 60 443,857 137,572
Billed at incorrect rates/billing errors 25 36 260,350 2,586
Convicted of fdlony 1 13 75,587 75,587
Total employeesbilled incorrectly 65 480 $3,755,807 | $1,066,962
Employees meeting dl requirements 185 2,084 13,977,733 0
ACS slabor-related corrections 12 22 (20,167) (2,598)
Included in more than one category™ (50) 0 0 0
Total labor-related charges 212 2,586 | $17,713,373 | $1,064,364
ACS s nonlabor-related adjustments 0 3 0 0
ACS s nonlabor-related corrections 0 4 (300) 0
Prompt payment discounts 0 112 (34,097) 0
Other direct charges 0 29 72,479 0
Travel 0 21 44,330 0
Total contract billings 212 2,755 | $17,795,785 | $1,064,364

"Some employees were included in more than one category. Therefore, the number of employees accounted for
exceeds the 212 employees that ACS billed under the 10 delivery orders.

Source: OIG analysis of FDIC contract filesand ACS employees' experience and education requirements.

ACS Personne Did Not Always Meet Minimum Qualifications

ACS s Federd Supply Schedule contract GS-35F-4415G with the GSA established minimum
experience and education requirements for various labor categories. However, the employees that
ACS hilled under its 10 delivery orders with the FDIC did not dways meet those experience and
education requirements. Of the 2,586 individud labor charges, ACS hilled 431 charges to the FDIC
for employees who did not meet the education and/or experience requirements specified in its Federa
Supply Schedule contract with GSA. For each of those 431 charges, we




determined the [abor category for which the employee would qualify. We then reduced the maximum
dlowable rate for that category by the average discount offered on the delivery order and questioned
the difference between the discounted maximum alowable rate and the actud rate billed. In totd, we
questioned $986,191—$988,789 less $2,598 for adjustments that ACS had dready made—that the
FDIC paid ACS.

Specificdly, 27 of the 212 employees that ACS hilled to the FDIC did not meet the minimum
experience requirements. ACS hilled 311 individua labor charges to the FDIC for those 27 employees
totaling $2,578,237, and we questioned $715,741 of that amount.

Six of the employees that ACS hilled to the FDIC did not meet the minimum education requirements.
Generdly, those employees did not have bachelors degrees or enough years of experience to substitute
for adegree asrequired by ACS's Federal Supply Schedule. ACS billed 60 labor charges for those
six employess totaling $397,776, and we questioned $135,476 of that amount.

Findly, sx additiond employeesthat ACS billed to the FDIC did not meet the minimum requirements
for both experience and education. ACS hilled 60 labor charges for those six employees totaing
$443,857, and we questioned $137,572 of that amount.

FDIC oversght managers stated that they evaluated contractor employee qualifications based primarily
on personne descriptions contained in the FDIC' s ddlivery orders. Aswe previoudy stated, those
descriptions were part of the statements of work included in the FDIC' s requests for quotation.
However, only two of the eight oversight managers compared employee qudifications to requirementsin
ACS s Federa Supply Schedule contract with the GSA under which the FDIC awarded the

10 ddlivery ordersto ACS. The oversight managers stated that they generdly did not consider the
labor category requirementsin ACS s Federal Supply Schedule contract with GSA.

According to the FDIC oversight managers and ACS officids, the FDIC accepted some contract
employees who did not meet minimum requirements because they had specific skills needed to complete
critical tasks. Although we acknowledge the need for those critical skills, the FDIC should have issued
modificationsto its delivery orders adding labor categories for which the employees would have
qualified.

Further, according to ACS management, ACS bdieved that its respongbility to provide qudified staff
was redtricted to the FDIC' s requirements specified in the delivery orders. ACS maintained that the
FDIC waived its Federa Supply Schedule contract experience requirements and accepted ACS's
discounted rates as congderation for providing personnel with the qudifications specified in its ddlivery
orders. ACS aso maintained that the FDIC further waived any differencesin experience requirements
when the oversight managers approved resumes that ACS submitted. ACS bdlievesthat the questioned
billings comply with the requirements reflected in the ddlivery orders and related proposals.

The OIG disagrees with ACS s position on this matter. Although we make no conclusion in this report
regarding the legal standing of the GSA qudification requirements versus those of the



FDIC sddivery orders, we compared ACS employee qudifications to the descriptionsin the FDIC's
ddivery orders. In many cases, ACS's employees did not meet those qudifications either. In fact,
using the FDIC s ddivery order descriptions as ACS claims to have done—rather than the GSA’s
Federa Supply Schedule contract requirements—would actualy increase total questioned costs by
$587,636 to $1,652,000.

ACSBiIlled Personnd at Incorrect Rates

The 10 ddlivery orders that the FDIC awarded to ACS under its Federal Supply Schedule contract
with the GSA contained set hourly rates for the specified |abor categories. However, in some instances,
ACS hilled higher rates than those set out in the delivery orders. In other instances, ACS provided and
billed for personnd in labor categories that the FDIC did not request. Of 2,586 individua labor charges
for professona services, ACS hilled 36 labor charges to the FDIC at rates other than those specified in
the delivery orders or for labor categories that were not included in the ddivery orders. Accordingly,
we questioned $2,586—the net differencein hourly rates for each labor hour charged less any
reimbursements aready requested by the FDIC. Table 4 showsthe individud items questioned.

Table4: Summary of ACSIncorrect Billing Rates

Amount Recovered | Questioned

Category Billed by the FDIC | by the OIG
Billed in excess of gpproved rates $32,502 ($23,429) $ 9,073
Billed for labor categories not in delivery orders 14,066 14,066
Billed math errors (20,553) (20,553)
Total $27,459 ($23,429) $ 2,586

Source: OIG analysisof FDIC contract filesand ACS employees' experience and education requirements.

ACSbilled 32 of the 36 hilling errors on ddlivery order 9701315NLH when it increased billing rates
and added labor categories without any ddivery order modifications. We questioned $32,502 for 16 of
the 32 errors when ACS hilled contract employees working as systems andysts/data modelers at
$76.08 per hour rather than the $67 per hour rate agreed to under the FDIC's delivery order. The
FDIC identified the overage after reviewing ACS sinvoice, and ACS repaid $23,429 for the billing rate
errors. However, 2 of the 16 employees billed erroneoudy aso did not meet the GSA’s Federd
Supply Schedule contract minimum experience requirements resulting in the remaining questioned cost
of $9,073.

ACS billed 16 other labor charges for employees whose labor categories the FDIC did not request
under delivery order 9701315NLH. ACS aso hilled those 16 charges a the maximum rates alowed
under its Federa Supply Schedule contract with the GSA. However, ACS discounted other labor
categoriesin ddivery order 9701315NLH by an average of 11.9 percent. Furthermore, one of the
contract employees billed under those labor categories did not meet the GSA’s Federal Supply
Schedule contract minimum qualifications for the labor category billed.



Specificdly, ACShilled 13 charges for subject matter specidists to the FDIC at $51 per hour and
3 charges for atechnicd writer at $38 per hour.

For employees who met the GSA’ s Federd Supply Schedule contract minimum requirements, we
guestioned the difference between the actud rate billed and that same rate reduced by the average
discount (11.9 percent) that ACS gave under ddlivery order 9701315NLH. The alowable ratesfor
subject matter specialist and technical writer would have been $44.95 and $33.49, respectively. For
the one ACS employee who did not meet minimum Federal Supply Schedule qudifications for his [abor
category, we matched his qudificationsto alabor category in ACS's Federa Supply Schedule with the
GSA for which that employee qudified. We then reduced the maximum alowable rate for that category
by the average discount (11.9 percent) given under the ddivery order and questioned the difference
between the new discounted rate and the actud rate billed. Accordingly, we questioned atotal of
$14,066 for those 16 hilling errors.

Theremaining 4 of the 36 totd hilling errors appeared to be mathematical errors. In two instances,
ACS included correct charges on the invoices but did not include those chargesin the invoice total. For
the other two errors, ACS included an incorrect amount in an invoice total for one and used the wrong
hourly rate for the other. ACS underbilled the FDIC atota of $20,553 for those four billing errors.

Inits response to our preiminary findings, ACS did not specificaly address those billing errors. ACS's
response stated in generd that its billings under the referenced ddlivery orders were proper and in
accordance with the terms and conditions of its Federad Supply Schedule contract with the GSA and the
associated FDIC ddivery orders.

ACSBILLED THE FDIC FOR LABOR CHARGES FOR A KNOWN FELON

Most employeesthat ACS provided to work on the FDIC' s delivery orders received background
investigations athough the FDIC did not aways perform those checks when required. However, some
ACS employees—including three convicted felons—improperly gained accessto the FDIC sfacilities
and data. Moreover, one of the felons stated on his ACS employment gpplication that he was a
convicted felon. Accordingly, ACS should not have used that individua to perform work under the
FDIC sddivery orders. We questioned $75,587 that ACS billed the FDIC for thet individud. Table 5
shows the total number of ACS employees provided and the number of those employees required to
have background investigations because either ACS designated them as key employees or they worked
inthe FDIC sfadilities.



Table5: ACS Employ

yees Requiring Background I nvestigations

Number of Background Background Required
Employee Employees I nvestigation I nvestigation I nvestigation
Type | Location Provided Required Performed Not Performed
Key 43 43 38 5
Nonkey |On-ste 167 167 128 39
Nonkey |Off-dte 2 0 1 0
Total 212 210 167 44

Source: OIG analysis of FDIC contract files and security records.

Section 5.B.9 of its Acquisition Policy Manual requires that the FDIC conduct background
investigations for its contractors management officids and key personnel when the contract award is
greater than $100,000. The manua aso requires background investigations for al contractor personne
working in the FDIC' sfacilities (ontsite). However, not al ACS personnd received background
investigations as required.

The FDIC Chief, Employee/Contractor Security Unit, verified that his office conducted background
investigations for 38 of ACS's 43 key personnd. For the remaining five key personnd there was no
record of abackground investigation being conducted by the FDIC and the contracting officer had no
record of a background investigation being requested. In addition, 39 of the 167 nonkey personnel
working on-site did not receive background investigations as required. The FDIC performed
background investigations for 128 of ACS's 167 nonkey personnel working ortsite. It also performed
abackground investigation for one of the two nonkey employees working off-gte, which was not
required.

Because the FDIC did not perform al required background investigations, some contract employees
improperly gained access to FDIC facilities and data, including three that had felony convictions. One
of the three, employee A, was convicted of several felonies—two drug charges, one firearms charge,
and one assault—and was on probation the entire time that he worked at the FDIC.

The FDIC' s Acquisition Policy Manual (section 8.F.) and the Code of Federal Regulations

(12 C.F.R. 366.4) both prohibit a convicted felon from performing services under an FDIC contract.
ACS hired employee A to work on its FDIC delivery orders as a senior microcomputer specidist
athough the employee disclosed on his ACS employment application that he was a convicted felon.
ACS may have overlooked the employee s disclosure because he was aready working for another
contractor at the FDIC as alead microcomputer speciaist when ACS took over those services.
Employee A began working a the FDIC in August 1997 for another contractor and continued working
at the FDIC under ACS s contract from October 1998 through October 1999. It was not until
November 1999—28 months after he began working there—that the FDIC initiated a background
investigation. Employee A again indicated on the FDIC background investigation forms thet he was a
convicted felon. The FDIC sent hisfingerprints to the Federal Bureau of Investigation (FBI) for
processing, and in late December 1999 the FBI's
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report to the FDIC showed that employee A had an extensive crimina record. In January 2000, the
FDIC required ACS to remove employee A. Nonetheless, ACS should not have used employee A on
this contract based on that individua’ s employment application disclosure. Accordingly, we questioned
the entire $75,585 that ACS billed for employee A.

In addition, employee B, a microcomputer support specidist did not disclose his feony conviction on his
employment application dated January 30, 1997. The FDIC sent employee B’ sfingerprints to the FBI
for processing in August 1998. The FDIC received the FBI’ s report on August 31, 1998, which
showed that employee B had felony convictions. However, employee B continued working ontsite at
the FDIC until April 1999 because the Employee/Contractor Security Unit was awaiting confirmation
on the disposition of employee B’ s conviction before natifying the Acquisition Services Branch that
employee B should be removed. Intotd, ACS hilled the FDIC $33,953 for employee B during the

9 months that employee B worked for an ACS subcontractor. However, we did not question the
amounts billed because employee B did not disclose hisfeony conviction on his employment
goplication.

Likewise, employee C, a senior systems andy4, did not disclose his felony conviction on hisACS
employment gpplication dated November 2, 1998. Employee C disclosed that he had worked
previoudy at the FDIC for another contractor during the period January 1996 through March 1997.
The FDIC sent employee C' sfingerprints to the FBI in February 1997—when that employee worked
for the former contractor—and again in November 1998 when he worked for ACS. The FBI’ s reports
to the FDIC in June 1997 and December 1998 both showed that employee C had afdony conviction.
However, the FDIC did not act on the FBI’ s June 1997 report because the former contractor had
terminated employee C in March 1997. In response to the FBI’ s December 1998 report, the FDIC
immediately notified ACS to remove employee C from working on the FDIC' s ddivery orders. In
total, ACS hilled the FDIC $10,934 for employee C during the 2 months that he worked at the FDIC.
Like employee B, we did not question the amounts billed because employee C did not disclose his
fony conviction to ACS on his employment application.

In March 2000, the FDIC updated its Acquisition Policy Manual and reviewed its current contract
filesto ensure that it completed or requested background investigations for al on-site employees.

Those changes did not require the FDIC to complete background investigations before granting contract
personnel access to the FDIC sfacilities and data. The manud generdly states that the FDIC should
not award a contract until the contracting officer receives the results of the background investigation
review in which no disqudifying conditions or personne are identified. However, in light of the fact thet
three convicted fdons that ACS employed worked on-site at the FDIC, the FDIC did not comply with
its Acquisition Policy Manual or 12 C.F.R. 366.4 prohibitions. Employee A had access to the

FDIC s criticd systems and sengitive data for more than 2 years, and employees B and C had access
for 9 months and 2 months, respectively, before being terminated.

The condition we point out in this finding raises concern regarding the FDIC' s background investigation
policies. However, the OIG is currently addressing the issue of background
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investigations in ancther audit entitled Audit of the Background Investigation Process. Two
recommendationsin that report are that DOA should:

(1) Implement aprogram to verify that contractors are taking steps to ensure that management
officids, employees, and subcontractors working under a contract with the FDIC meet
minimum standards as stated in 12 CFR 366.

(2) Basethe need for conducting database background investigations on the anticipated work of
contract employee rather than on their designation as “key personnd.”

Accordingly, because of those recommendations and management’ s positive response to them, we
make no specific recommendationsin this report. However, we believe that FDIC management should
obtain the results of fingerprint analyses from the FBI before granting contractor personnel access to the
FDIC sfacilities and automated information systems.

CONCLUSION AND RECOMMENDATIONS

ACS generdly provided qudified employees, accurately billed for their services, and adequately
supported its billings. However, ACS billed some employees who did not meet minimum qualifications
and billed other employees a incorrect rates. 1n addition, the FDIC did not perform al required
background investigations before dlowing ACS employees access to its facilities and data
Accordingly, we question $1,064,364 of the $17,795,785 that the FDIC paid to ACS and recommend
that the Director, DOA, take the following actions:

(1) Disdlow $986,191 (questioned cost)—$988,789 less $2,598 for previous ACS
adjusments—that ACS billed for employees who did not meet the minimum education or
experience requirements prescribed in ACS's Federal Supply Schedule contract with the
GSA.

(2) Disdlow $2,586 (questioned cost) that ACS billed for employees at rates other than those
approved in the FDIC s ddlivery orders and for labor categories not included in the FDIC's
delivery orders.

(3) Disdlow $75,587 (questioned cost) that ACS hilled for an employee who disclosed on his
ACS employment application that he was a convicted felon.

(4) Ensurethat the FDIC's contracting officers negotiate and oversght managers administer
delivery ordersthat are consstent with the terms of the GSA’s Federal Supply Schedule
contract provisons and any related guidance for al future ddlivery orders awarded under
ACS's GSA contract.
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CORPORATION COMMENTSAND OIG EVALUATION

In a December 5, 2000 e-mail, the Chief, Information Technology Evauation Section, Divison of
Information Resources Management (DIRM) stated that DIRM had reviewed the draft and had no
comments to offer since the report did not address any recommendations to DIRM.

On December 7, 2000, the Director, Division of Finance (DOF), provided a written response
to a draft of this report addressing delivery order 9800455CAF, which was for services that
ACS provided to DOF. The Director’s response agreed with the $383,730 of questioned costs
related to delivery order 9800455CAF and stated that DOF supports all efforts by DOA to
recover those questioned costs. Appendix 11 to this report presents the DOF Director’ s response.

On December 21, 2000, the Director, DOA provided a written response to a draft of thisreport. The
Director’s response agreed with the recommendations and provided the requisites for a management
decision on each of the four recommendations. We did not summarize the Director’ s response because
the actions planned or completed are the same as those recommended. Appendix 111 to this report
presents the DOA Director’ s response.

The Chief, Information Technology Evaluation Section, DIRM, stated that DIRM would not provide a
written response to a draft of this report because the recommendations were addressed to DOA.

Appendix IV presents management’ s proposed actions on our recommendations and shows that there

is amanagement decision for each recommendation in this report. Based on the audit work, the OIG
will report questioned costs of $1,064,364 in its Semiannual Report to the Congress.
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APPENDIX |

METHODOLOGY FOR CALCULATING QUESTIONED LABOR COSTS
For each billing line, we analyzed, calculated, and categorized ACS slabor charges asfollows:

- If the employee met the minimum education and experience requirements and the actud billing
rate agreed with the signed quotation attached to the FDIC' s delivery order, we categorized the
billing line as meets. Accordingly, we accepted the billing rate, which resulted in no questioned
costs.

- If the employee met the minimum education and experience requirements but the actud hbilling
rate did not agree with the sgned quotation attached to the FDIC' s ddlivery order, we
categorized the billing lineasabilling error. Accordingly, we adjusted the billing rate, which
resulted in questioning the difference between the actud rate billed and the agreed upon rate.

- If the employee did not meet the minimum educeation and/or experience requirements, we
determined the appropriate billing rate for which the employee quaified. We compared the
employee’ s actua education and experience to the required minimum education and experience
in other labor categories associated with the gpplicable FDIC ddivery order.

a. If wefound another labor category for which the required education and experience maiched
the employee' s actua education and experience, we gpplied the billing rate for that category
and questioned the difference between that rate and the actud rate billed.

b. If wedid not find alabor category for which the required education and experience maiched
the employee’ s actua education and experience, we searched other delivery ordersthat the
FDIC awarded under ACS's Federal Supply Schedule contract. When we found a labor
category under another delivery order for which the employee quaified, we gpplied the
billing rate for that category. Accordingly, we questioned the difference between the rate
actudly billed and the maximum rate on ACS's Federa Supply Schedule for that category,
less the average discount for the gpplicable ddlivery order. To determine the average
discount rate for each ddivery order, we multiplied the total estimated hours by the GSA’'s
maximum rate for each |abor category and divided the results by the ddlivery order’s
not-to-exceed amount for each year.
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ATTACHMENT Il

FDIC

Federal Denansit Insiirance Cornaoration Office of the Director

QN1 17th Qtraat N\A  \Nachinatan N O 2NA24 Niviicinn nf Finanre

December 7, 2000
MEMORANDUM TO: Sharon M. Smith
Assstant Inspector Genera

D

FROM: Fred Selby, Director
Divison of Finance

SUBJECT: Response to OIG Draft Report Entitled Audit of Billings for
Professiona Sarvices Provided by ACS Government
Solutions Group

The Division of Finance has reviewed the subject audit report dated November 15, 2000. Based
on our review, we offer the following comments:

This report shows questioned costs of $383,730 of the $4,435,256 paid under Delivery Order
9800455CAF. These questioned costs are aresult of ACS providing contractors that did not
either have the education or experience requirements for the labor category for which the
contractors were hired. The Division of Finance concurs with this finding, and supports all
efforts by the Division of Administration (DOA) to recover these questioned costs.

DOF has dso initiated corrective action regarding the screening of future contractors. As
recommended by the auditors, the Oversight Manager will compare perspective contractor
educationa and experience qudifications to the requirements in the General Services
Administration (GSA) Schedule for personnel qualifications to assure that any perspective
contractor meets these minimum requirements for the position sought to be filled.

Thank you for the opportunity to comment on your draft report. If you have any questions with
our response or would like to discuss it further, please don’t hesitate to contact Stan Pawlowski
or mysalf.

Cc: R. Elosser
S. Anderson

S. Pawlowski
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ATTACHMENT I

i Federal Denonsit Insurance
550 17th Street NW Washinaton DC 20429 Nivision of Administration

December 21, 2000

MEMORANDUM TO: Sharon M. Smith
Assistant Inspector Genera

FROM: Arleas Upton Kea 22

Hm Director, Divison of Administration

SUBJECT: Management Response to OIG Draft Report Entitled: Audit of
Billings for Professional Services Provided by ACS Gover nment
Solutions Group

The Acquisition and Corporate Services Branch (ACSB) has completed its review of the subject
Office of Inspector Genera (OIG) draft report. The OIG reported two findings and made four
recommendations to the Director, Division of Adminigtration (DOA), including $1,064,364 in
guestioned costs.

Recommendations 1, 2, and 3 will require corrective actions by ACSB. Our plan to address the
recommendations is summarized in Exhibit A, which includes expected completion dates and the
documentation that will confirm the corrective actions taken. Based on this M anagement
Response, this also serves as a statement of certification that ACSB has completed
necessary corrective action for recommendation number 4.

MANAGEMENT DECISION:

OIG FINDING #1:. The Contractor Billed (a) at Labor Category Rates That
Employees Were Not Qualified For; (b) at Rates That Exceeded
Those Agreed to by FDIC; and (c) for Time Charges Submitted by
an Employee Prohibited From Working Under the Contract.

Ol G Recommendation #1: Disdlow $986,191 that ACS hilled for employees who did not
meet the minimum education or experience requirements
prescribed in ACS's Federa Supply Schedule contract with the
GSA.

Ol G Recommendation #2: Disalow $2,586 that ACS billed for employees at rates other than

those approved in the FDIC' s delivery orders and for labor
categories not included in the FDIC' s ddlivery orders.
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Ol G Recommendation #3: Disdlow $75,587 that ACS hilled for an employee who disclosed
on his ACS employment application that he was a convicted felon.

Management Response #s 1, 2, 3: We agree with the finding and recommendations. DOA
will disallow and pursue recovery of any amounts that cannot be adequately supported by the
contractor. A decison memorandum and a demand letter, if necessary, will confirm our
completion of corrective action.

OIG FINDING #2: FDIC Delivery Orders Contained Contractor Employee
Qualifications and Hourly Rates That Did Not Always Agree With
the Terms of the Contractor’s GSA Federal Supply Schedule
Contract Provisions.

Ol G Recommendation #4: Ensure that the FDIC' s contracting officers negotiate and
oversight managers administer delivery orders that are consistent
with the terms of the GSA’s Federal Supply Schedule contract
provisions and any related guidance for al future delivery orders
awarded under ACS's GSA contract.

Management Response #4: We agree with the finding and recommendation.

The OIG found that job descriptions and minimum education and experience requirements in
FDIC' s Statement of Work were often not consistent with labor categories and requirements
outlined in the contractor’s proposal and price list. ACSB has taken steps to eliminate these
discrepancies in the future.

When ACSB completesits review of the winning bidder’ s proposal that includes a
list of labor categories and hourly rates, the contractor’s proposal becomes a part of
the contract. In the future, before a contract is executed, ACSB will remove from
the Statement of Work, any reference to FDIC job descriptions or related education
and experience requirements, thereby eliminating potential contradictions.

ACSB will ensure that the oversight manager (OM) receives a copy of the
contractor’s proposal. That will enable the OM to verify that al contractor
employees are hilled at the correct GSA job category and rate.

ACSB conducted atraining course in September 2000 for al OMs in the Division of
Information Resources Management covering awide range of contract related
weaknesses identified in several recent OIG reports. The OMs were cautioned
againgt granting waivers, either rea or implied, of minimum education and experience
requirements for labor categories under a GSA contract, without written approval
from the contracting officer.

In October 2000, the Assistant Director, Acquisition Section, issued an Oversight
Manager Job Aid, providing al OMs a quick reference summarizing their
responsibilities under Section 7.B. of the FDIC Acquisition Policy Manud.

Thisresponse serves as a statement of certification that ACSB has completed the
necessary corrective action for recommendation #4.
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In addition to the recommendations above, the OIG expressed concern about delaysin
completing background investigations for owners, employees, and subcontractors working under
FDIC contracts. While ACSB is taking steps to reduce security risks related to contractor
access to our facilities and computer systems, management is currently preparing an official
response to another OIG audit of FDIC’s background investigation process. Therefore, we will
defer comment on thisissue until our officia response is released later this month.

If you have any questions regarding this management response, you may contact Richard
Johnson at (202) 942-3191.

Attachment

CcC: Mike Rubino
Deborah Relly
Richard Johnson
Andrew Nickle
Kenneth Jones
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EXHIBIT A

DIVISION OF ADMINISTRATION
SUMMARY OF MANAGEMENT DECISION

EXPECTED DOCUMENT
DE';'CNRDI:D'\%IGON QUESTIONE | AMOUNT | DESCRIPTI ?A'\'C(T)IFO?\IORRECT'VE COMPLETION | VERIFYING
NO. D COST DISALLOWE DATE COMPLETIO
D N
1 Contractor billed charges M anagement agreed with the finding and
that were not allowable recommendations.
under the contract.
a. Employee qualifications $986,191 $986,191 | DOA will take recovery actionsfor all
were not commensurate with amounts that the contractor is unable to
billing rates. adequately support.
b. ACShilled at rates not 2,586 2,586 Decision
agreed to by FDIC. Memorandum
or
¢. ACShilled for time 75,587 75,587 04/30/01 Demand
worked by a convicted Letter
felon--prohibited under the
contract.
2 FDIC sometimes accepted Management agreed with the finding and
employee qualifications and recommendation.
hourly rates that did not -0- -0-
conform with the termsin the --Conflicting information has been removed
Contractor's GSA Federal from the Statement of Work.
Supply Schedule contract --OMs will receive acopy of the contract Decision
provisions. proposal, and use that to verify correct GSA Memorandum
labor categories and rates. /h
--A training course reiterated OM Other
responsibilities to enforce minimum education Related
esp . X u u Completed Documents
and experience requirements under a
contractor’s GSA agreement.
--ACSB issued an Oversight Manager Job
Aid, providing aquick reference guide
summarizing OM responsibilities.
Totals $1,064,364 $1,064,364
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APPENDIX IV
MANAGEMENT RESPONSES TO RECOMMENDATIONS

The Ingpector Generd Act of 1978, as amended, requires the OIG to report on the status of management decisions on its recommendations in its semiannua
reports to the Congress. To consder the FDIC' s responses as management decisions in accordance with the act and related guidance, severd conditions are
necessary. Firg, the response must describe for each recommendation

. the specific corrective actions aready taken, if gpplicable;

. corrective actions to be taken together with the expected completion dates for their implementation; and
- documentation that will confirm completion of corrective actions.

If any recommendation identifies specific monetary benefits, FDIC management must Sate the amount agreed or disagreed with and the reasons for any
disagreement. In the case of questioned codts, the amount that the FDIC plans to disallow must be included in management’ s response.

If management does not agree that it should implement a recommendation, it must describe why it does not consider the recommendation valid.

Second, the OIG must determine that management’ s descriptions of (1) the course of action already taken or proposed and (2) the documentation confirming
completion of corrective actions are reponsve to its recommendations.

This table presents management’ s responses on recommendations in our report and the status of management decisions. The OIG based the information for
management decisions on management's written response to our report.

Expected | Documentation That M anagement
Rec. Completion| Will Confirm Final | Monetary Decision:
Number Corrective Action: Taken or Planned / Status Date Action Benefits Yesor No

1 The Director, DOA, agreed with the recommendation and 04/30/01 |Decison memorandum | $986,191 Yes

sated that DOA will disallow and pursue recovery of any or demand |etter. disdlowed

amounts that the contractor cannot adequately support. The costs

Director, DOF, agreed with the $383,730 of questioned

costs related to ddlivery order 9800455CAF for services

that ACS provided to DOF and stated that DOF supports

DOA'’s efforts to recover those questioned costs.
2 The Director, DOA, agreed with the recommendation and 04/30/01 | Decison memorandum $2,586 Yes

dated that DOA will disallow and pursue recovery of any or demand |etter. disdlowed

amounts that the contractor cannot adequately support. costs
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Expected | Documentation That Management
Rec. Completion| Will Confirm Final | Monetary Decision:
Number Corrective Action: Taken or Planned / Status Date Action Benefits Yesor No
3 The Director, DOA, agreed with the recommendation and 04/30/01 |Decison memorandum | $75,587 Yes
gated that DOA will disdlow and pursue recovery of any or demand |etter. disdlowed
amounts that the contractor cannot adequately support. costs
4 The Director, DOA, agreed with the recommendation. The | Completed |Decison memorandum | Unknown Yes

Director stated thet for delivery orders placed under the
GSA'’s Federd Supply Schedule DOA has taken steps to
diminate inconggtencies in minimum education and
experience requirements for contractor employees between
the FDIC' s statement of work and the GSA’ s contract.

and other rdlated
documents.
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Office of
Inspector General

June 4, 2001
Audit Report No. 01-002-1

Audit of Billings for Professional
Services Provided by ACS
Government Solutions Group

Material has been redacted from this
document to protect personal
privacy, confidential or privileged
information.

OF INSPECTOR
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A C S

Harvey V. Braswell
Group President
Government Services

March 23, 2001

Honorable Gaston L. Gianni, Jr.

Inspector General Federal Deposit Insurance Corporation
Office of the Inspector General

801 17th Street NW Washington DC 20434

Subject: FDIC IG Audit Report No. 01-002
January 11, 2001
Audit of Billings for Professional Services
Provided by ACS Government Solutions Group,
Inc.

Dear Mr. Gianni:

ACS Government Solutions Group, Inc. (ACS GSQG) is in
receipt of the above-referenced audit report. Attached is our
formal response which, we simultaneously are providing to
the FDIC Department of Administration.

ACS GSG disagrees with the audit findings and conclusions,
and also is concerned about the procedures adopted by the
auditors in drafting and finalizing the report. Although the
auditors provided ACS GSG an exit conference along with a
copy of a briefing paper (Note 1), FDIC never provided the
company with an opportunity to respond and/or comment on
a draft audit report prior to publication. (Note 2.) This was
contrary to the understanding discussed at the exit
conference, when ACS GSG was advised that it would be
afforded the ability to respond and comment to the audit
report. FDIC never advised that it would release a final audit
report prior to that opportunity. (Note 3.)

Moreover, this practice is inconsistent with accepted federal
standards in this area. First, the release of a final report
without the opportunity for prior contractor comment seems
contrary to the generally accepted Government auditing
standards as contained in the Government Auditing
Standards. (Note 4.) Second, it is contrary to custom and
practice utilized by most other federal agencies. For
example the General Services Administration, which
routinely audits contractors for compliance with GSA
Schedule contract issues, provides contractors with a draft
report for review and comment, and incorporates the

301.921.7003 * 301.921.7140 (Fax)

harvey_braswell@acs-inc.com
One Curie Court — Rockville, MD 2D050

Office of | nspector General (O1G)
Comments

Note 1 — The briefing paper was a
reformatted version of the draft report,
which incorporated ACS response to
our findings (see Note 2).

Note 2 — We provided a database of
our questioned costs to ACS on June 27,
2000. ACS responded in a letter dated
July 31, 2000, parts of which we
incorporated into the draft report. On
August 8, 2000, ACS aso provided nine
files of clarifying and additional data,
which was used to verify and amend our
guestioned costs in the draft report. We
reformatted the draft report as a briefing
document and presented it to ACS on
September 12, 2000.

Note 3 — According to the audit team’s
notes from the exit briefing with ACS,
Mr. [name redacted]|—FDIC, Division
of Administration (DOA)—told ACS that
he would wait for the final report before
providing ACS a copy and beginning
negotiations (see Note 18).

Note 4 — The OIG gave the auditee—
the FDIC—an opportunity to respond to
the draft report in compliance with
GAGAS. The audit team also gave ACS
an opportunity during the audit to
respond to the audit findings, and ACS
provided a response to the OIG. The
OIG summarized ACS comments and
incorporated them throughout the report
(see Note 2).



contractors responses in the final versions of the audit
reports.

In any event, ACS GSG has prepared and submitted our
comments to the DOA for review and consideration. We
believe that ACS GSGs comments and response should
have been incorporated into any final report prior to final
publication and dissemination, and as a result object to the
public disclosure of the audit report. (Note 5.)

Therefore, we formally request that the final audit report be
withdrawn in full, and the report removed from any current
display or publication (such as the FDIC and IGnet sites) and
that the FDIC refrain from publishing the report in any
fashion in the future since we were not afforded the ability to
respond prior to completing the report. As an alternative, we
propose that our attached comments be included in full in
any in any current publication (including the report on the
IGnet site) prior to any other further publication or
dissemination. This practice of including the contractor's
response in a final audit report is consistent with practices at
other agencies such as GSA. If FDIC determines that it
nonetheless will display or publish the report in any manner
without the response, ACS GSG asks that FDIC remove
ACS GSG' name from the report, since ACS GSG had not
been given a fair opportunity to comment on the allegations.
(Note 6.)

If you would like to discuss this issue further please feel free
to contact me directly at 301-921 -7003.

Sincerely,

Harvey V. Braswell
ACS Group President
Enclosure

TOTAL P.02

Note 5 — ACS' response to the final
report (included in this document) is
essentially the same as its response to
the exit conference. We incorporated
ACS response to our findings
throughout the report.

Note 6 — The OIG has not changed the
published report. We incorporated ACS'
position on our findings in the draft
report and adjusted finding amounts
based on additional information that ACS
provided, as appropriate. We are
publishing this document, consisting of
ACS' position and our reply, with our
final report.



Kirkpatrick & Lockhart L.,

100 Pine Street, Suite 3200
San Francisco, CA 94111-5218
415.249.0000

415,249.1001 Fax

wwwil.com

March 23, 2001
Robert J. Sherry
415.249.0000
Fax: 415.249.1001
Rsherry@kl.com

Mr. [name redacted]

Division of Administration

Federal Deposit Insurance Corporation
550 17th Street, N.W.

Washington, D.C. 20429

RE: Audit of Billings for Professional Services Provided
by ACS Government Solutions Group (Audit Report
No. 01-002)

Dear [name redacted]:

We are writing on behalf of ACS Government Solutions
Group, Inc. ("ACS") in response to the above-referenced audit
report. This report resulted from a review of records related to
ten delivery orders issued by FDIC for various information
technology ("IT") services. The stated purpose of the review was
to determine whether ACS' billings were allowable and
adequately supported under the terms and conditions of its GSA
Multiple Award Schedule ("GSA MAS") contract and the FDIC
delivery Orders.

We appreciate the opportunity to review and respond to the
audit report. Our review of the report, the underlying contract
and delivery orders, the facts involved, and the applicable law
and regulations leads us to disagree with the conclusions
expressed in the reports.

Specifically, as detailed further below, the audit
conclusions are invalid for the following reasons:

FDIC accepted the now-challenged personnel in
compliance with the terms of the pertinent delivery
orders, which specified FDIC qualifications;

FDIC misinterpreted the qualifications of many
challenged personnel, and their qualifications met or
exceeded the requirements established by FDIC in the
pertinent delivery orders;

BOSTON - DALLAS - HARRISBURG - LOS ANGELES - MIAMI - NEWARK - NEW YORK - PITTSBURGH
- SAN FRANCISCO - WASHINGTON

OIG comments are shown in the detail
section of this letter.



Kirkpatrick & Lockhart LLP

Mr. [name redacted]
March 23, 2001
Page 2

In some cases, FDIC modified the delivery orders or
waived the qualifications of the challenged personnel by
accepting them after performance for a probationary
period, because they possessed certain critical skills, or
because they were incumbents, and is now estopped from
denying these facts;

In some cases, FDIC modified or constructively changed
the delivery orders to include additional personnel not
previously performing delivery order efforts; and

Although certain services